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IoT DEFINITION, CHARACT ERISTICS, IoT CONCEPTUAL 
| AND ARCHITECTURAL FRAMEWORK, COMPONENTS OF IoT | 

ECOSYSTEMS, PHYSICAL AND LOGICAL DESIGN OF IoT, — 
f IoT ENABLERS, MODERN DAY IoT APPLICATIONS i 


Q.1. Write an introductory note on Internet of things (IoT). 


Ans. A phenomenon which activates communication between 
internetworking devices and applications, known as Internet of things (IoT), 
in which physical objects or things communicate with each other through 
Internet. Concept of IoT started with object classified as identity communication 
devices like radio frequency identification device (RFID). These devices are 
used to tag the objects, for their identification in future. Things are tracked, 
controlled and monitored by remote computer which is connected through 
the Internet. The IoT allows the devices for GPS-dependent tracking, controlling 
and monitoring. It allows for machine-to-machine communication, etc. 


It is a reality that the oT, has helped for creating smart cities. By using 
the IoT, we will create the self-driving cars functional very soon. 


IoT can be defined as the network of physical objects transmitting, receiving, 
or communicating information with the help of Intemet and hence enabling the 
controlling, monitoring and coordinating process across the Internet network. 


Q.2. Describe history of loT. 

Ans, The IoT domain leads the world of technology and communication 
to a new era where objects can communicate, compute and transform the 
information as per the requirements. This scenario of communication has 
already been started but didnot get recognition. The term Internet of Things 
Was coined by Kevin Auston, the Executive Director of Auto-ID Labstin MIT 
in 1999. The concept of IoT first became very popular through the Auto-ID 
centre in 2003 and in related market analytics and it’s publications. When the 
Concept of such communication came into existence, different companies 


= 
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t and tried to recognize it’s significance and began to identify its 
rrelated future aspects, then these companies started investing 
loT in different periods but at regular intervals of time, 

the characteristics of IoT. (R.GP.V, Nov. 2019) 


Ans. The characteristics of IoT are as follows — l 

(i) Dynamic and Self Adapting -The loT deyin and the systems 

having the capability to adapt dynamically, me change in contexts ae take walor 
based on their operating conditions, user s ae or ne oo 
For example, a surveillance system comprising of a number of surveillance 


cameras. These cameras can adapt their modes based on whether it is day or 


can switch their modes from lower resolution to higher resolution, 
y rt nearby the cameras to do the same. 


focused on i 
role and the co 
in the domain of 


Q.3. Explain 


night. The ; 
on the detection of any motion and ale 

(ii) Self-configuring — A large number of loT devices can work 

ch as weather monitoring because they 


together to give certain functionality su i ri 
ne self-configuring capability. These devices having ability to configure 
themselves, setup the networking and fetch latest software upgrades with 


minimal manual or user intervention. 
(iii) Interoperable Communication Protocols — A number of 


interoperable communication protocols are supported by the IoT devices. They 
can communicate with the other devices and also with the infrastructure. 
(iv) Unique Identity — Each IoT device has a unique identity and a 
unique identifier such as an IP address. The IoT systems may have intelligent 
interfaces which adapt based on the context, allow communicating with users 
and the environmental contexts. The interface of the IoT device helps users to 
query the devices, monitor their status, and control them remotely, in 
ement infrastructure. 


association with the control, configuration and manag 
rk — The IoT devices are 


(v) Integrated into Information Netwo 
integrated into the information network, that, permits them to communicate 
and exchange data with other devices and systems. These devices are used to 
discovered in the network, by the other devices and or the network having the 
capability to describe themselves to other devices or user applications. For 
example, a weather monitoring node can describe its monitoring capabilities to 
exchange data. 


other nodes which are connected to communicate and 
and self configuring ? 


.4. Why do IoT systems have to be self adapting 
(R.GPV., May 2018) 


f configuring because 
changes brought 


ged the world 


Ans. Refer to Q.3 (i) and (ii). 

The IoT system is said to be self adapting and sel 
everyone, from consumers to corporates, is embracing the 
by the revolution known as the Internet of things. IoT has chan 


ee pens 
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ee oe we could have imagined until a few years back. The 
cn g pi ‘ ed a oo will continue in future due to Internet of things 
ae fed d uture. Already the number of sensors are connected with 
i a it is estimated that millions of devices will be more 
aout es e ia coming years. No price for guessing that the reason 
e enda sa to be spent on IoT is that [oT has already shown a lot 
ae ee a m and it has just begun. There are many industries 
l y loT. Some industries had a major i 
i hus or influen 
while some are just beginning to realise its importance =— 
Retail i i ti i 
TA rs are investing heavily in IoT because they understand 
es ee pre ania analytics and also for the further improvement 
xperience. On the other hand the cu joyi 
i stomers are enjoying the 
ne eee cs possible due to the IoT. The data driven antes is 
ata gathered from i 
Leen ae sensors to reach the potential customers and 
a is reshaping healthcare as well. Wearable technology to monitor your 
: Ad at any time and any place is very common now. Sensors are used 
ie cs ecting data and at the same time, the data can be visible to the doctors 
x nat baat to closely monitor the crucial patients from far away. The 
cturing industry is making use of smart machi i ) 

1 achines to improve the overall 
meru facturing process and to produce the better goods. IoT has something to 
otter to everyone, it changes the way of doing business, socialize and hang 

> 


fun. 

Q.5. Explain about conceptual framework of IoT. 

Ans. A general framework contains many devices which share data to a 
data centre or enterprise orcloud server. IoT framework used in many applications 
and in enterprise and business processes is therefore more difficult than the 
equation which describes a simple conceptual framework as given below — 

4 ‘IoT-= Object + Controller, sensor (physical) and actuators + Intemet (i) 
j The actions and communication of data at successive levels in IoT having 
ot internetworked devices and objects is shown by the given below equation — 

Gather + Enrich + Stream + Manage + Acquire + Organise and analyse 

= IoT with connectivity to data centre, enterprise or cloud server _ ...(ii) 
h Equation (ii) given by Oracle which is an IoT conceptual framework for 

e enterprise services and processes.The steps are given below — 
(i) Devices data using sensors or the thi 
ngs gather the pre data b 
the Internet at level 1. iii ' i 
TN D At level 2, the data enriches by transcoding (i.e. coding or 
8 before data sent between two entities) at the gateway. 
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Wedibya 
n be transmitted or receive 

s: 'el 3, data streams Ca 

(iii) At level 3, 


m. 
santi ement subsyste l f 
communication eo data of devices are received by device management, 
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Level 4 
Informix 
Time Series 
Service 
Manage 
Connections and 
Subscriptions 


— 


Level 3 
Publish/ 
Subscribe 


Communication 
Management 


ig. 1.1 IBM Conceptual F. ramework for IoT 


Data 
Consolidation 
Framework 
IoT 
Communication 
Framework 


Level 1 
Framework 
IoT 
Communication 
IoT 
Communication 


Smart Sensor 
Application 
Framework 
Application 
Framework 
Framework 
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(v) At level 5, data is stored or acquired in database. 

(vi) At level 6, data is organised and analysed at this level. 
Gather + Consolidate + C 
analyse = Internet of things wit 


_ Acomplex conceptual framework is represented by the equation (iii) for IoT 
using cloud platform based processes and services. The steps are given below — 


(i) Atlevel | the data is gathered by connecting smart sensor to gateway. 

(ii) At level 2, the data is consolidated. 

(iii) Between levels 2 
gateway at level 2. At level 3; 
subsystem. 


(iv) At levels 3 


h connectivity to cloud services (iii) 


and 3, the data streams are communicated by 
system employs communication management 


and 4, an information service contains collect, connect 


ubsystems. The services provide from level 4 
(v) At levels 4 and 5, 


intelligence subsystems are per 


real time series analysis, data analytics and 
formed. 


(vi) At level 5, a data is stored or acquired with a cloud infrastructure. 
oS 


0.6. How do the blocks and components in IoT IBM conceptual framework 
and Oracle reference architectural correlate ? (R.GPR¥., May 2018) 
Ans. The IoT IBM conceptual framework and Oracle reference 
architecture are correlated with each other. This can be explained by the 
following equations which are derived from the loT IBM conceptual framework 
and Oracle architecture. 
The equation based on the loT IBM conceptual framework is — 
Gather + Consolidate + Connect + Collect + 
analyse = Internet of things 
The equation re 
The equation specifi 


Assemble + Manage and 
..-(i) 
present the alternative concept for a complex-system. 
es the data communication at successive levels in IoT. 
The above equation shows the complex conceptual framework for IoT 
using cloud-platform based processes and services, it has following steps — 

(i) The sensor network is used at level | and 2 to gather and 
Consolidate the data. The data of things (devices) using sensors circuits are 
gathered at level 1. The sensors are connected at the gateway and the data is 


Consolidated at the second level. For example, transformation at the gateway 
at level 2. 


A 


(i) Atlevel 2, the gateway communicates the data streams between 


levels 2 and 3. This system uses a communication management subsystem at 


level 3. 


(iii) At levels 3 and 4, an information service consists of connect, 
Collect, assemble and manage subsystems, and the services render from level 4. 


ee 
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onnect + Collect + Assemble + Manage and 
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met of Things (vill-Se ) . ence subsystems and the real time The equation based on the IoT conceptual framework by Ora 
8 Inte en analytics, ie o cloud infrastructure, data store | architecture is 
: a d 5. | 
(iv) The evels 4 an | Gather + Enrich + S . : 
. lysis are also at | vel 5. IoT in the IBM | zs tream + Manage + Acquire + Organise and analyse 
series analys ires the data at le the subsystems for Internet of things (it) 
e ac u cks an ‘ ae ve 
ae 1.1 shows the blo | The equation (ii) represents the IoT conceptual framework for the 
The i f ramework. | wopeaniddy xejduoD f enterprise processes and services, based on a IoT architecture suggested by 
conceptua the Oracle, it has following steps — 
we 3 i: , (i) At first level the data of the devices (things) using sensors or 
a z $ 3 the things gather the pre data from the Internet. 
a m c 
5 „o a gu a 2 (ii) The sensor connected to a gateway functions as a smart sensor 
3 5 z A E 5 (smart sensor refers to a sensor with computing and communication capacity). 
E ee áz en The data then enriches at level 2, for example, by transcoding at the gateway, 
: 5 Za == which means coding or decoding before data transfer be 
E g l 
Z Ā ~ 


E tween two entities. 
(iii) The communication management subsystem sends or receives 
data streams at level 3. 


= m 2. l (iv) The access management subsystems, identity management and 
3% = A A ie ` device management receive the device’s data at level 4. 
E - o © D aes : 
a ez 3 8 E ee = S £ E Š ; (v) The stored database acquires the data at level 5, 
æ w eo © ba . . G g 
g ? z E z g g z E 4 g 4 2 G E 2 3 | (vi) The routing data from the devices are organised and analysed at 
E aze <& “Al lazl lax = level 6. For example, the data analysed for collecting business intelligence in 
eae & i business processes. 
| Temas 101940] fa The fig. 1.2 shows the Oracle IoT architecture. 
La] 
2 Q.7. What are the components of IoT ecosystems ? f 
c = . . . 
- 2 G S Ans. The major components of the IoT ecosystem are IoT devices, device 
ka . . . 
S 2 E S manager, sensor bridge, IoT services and controller. These are discussed below — 
E Sa N 
a) a3 à 
oF 
(5) 


ig. 


YI0MPN 


(i) IoT Devices — Like other devices, a typical IoT device is also 


made up of hardware and software. Hardware part consists of sensors, 
actuators, battery, 


memory & processing unit (CPU), whereas software part i 
a ea consists of an OS, application software, and preloaded applications. The smart k 
T = S W 5 S thing in IoT has the responsibility to collect information using different sensors, ' ! 
zE E PE 3 E and the actions are performed using actuators. An example to be considered Ne 
4 ae E Ea E for this can be a proximity sensor where it can detect an intruder, a thermostat ir 
k <u 8 = V where it receives temperature and humidity conditions of any room and the air s 
conditioner’s temperature is set according. f 
(ii) Device Manager — A device manager acts as a device that 
E x coordinates with IoT network and sensor bridge. The primary responsibility 
u ag E “ st S$ of the device manager is to monitor the health and activities of the IoT devices. > 
z è g S 2 2 Ẹ E g A E 2 E The reports of the actions and events are provided to the IoT service provider. i 
Z [z] ge 23 ols ie 
“a Q 


a am 
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with device manager. 


are enabled to connect with 
to device manager. 


bled IoT devices 
ork — IP network connects IP ena 
(a) IP eve be transferred using TCP/IP or OSI model. 
twork connects devices which 


.1P Network- Non-IP ne 
(b) Non Radio network, Bluetooth, 6LOWPAN, NFC, ZigBee 


This component of loT ecosystem acts as 
es data from local IoT network process it 
r cloud network. The local IoT networks 


ge which acts as a connector. 


processed based on the predefined 
artificial intelligence, which fulfills 


(iii) Sensor Bridge - ` 
ice which recelV 
oT cloud service 0 
as a sensor brid 


multi-protocol dev 
and forwards it to | 
present in the system h 
(iv) Data Analytics — Data is 
algorithms and defined criteria and using art 
our requirements for implementing JoT devices. | 
(v) JoT Services — The accessing of loT devices or network can be 
done using loT services which are usually hosted on cloud for universal 
accessibility, this service can be used for device management, service 
t and based on that any decision can be made. 


managemen 
This component helps in controlling loT 


- (vi) Controllers/Users — 
devices deployed in ecosystem. 

1 in detail about physical design of IoT. 

evices, which have unique identities, and 

remote sensing, monitoring and actuating capabilities. loT devices 

a with other attached devices and applications or store data 
ocess the data either locally or transmit the data 
d application back-ends for processing 
d other tasks within the loT 


0.8, Explair 

Ans. Things in loT means loT d 
can perform 
may exchange dat 
from other devices and the pr 
to centralized servers or cloud-base 
data or perform some operations locally an 


infrastructure, based on temporal and space constraints. 


An loT device has several interfaces for connections to other devices. 


These are given below — 
(i) VO interfaces for sensors. 


(ii) Memory and storage interfaces. 
(iii) Interfaces for Internet connectivity. 
(iv) Interfaces for audio/video. 


An loT device can get several kinds of data like temperature, humidity, 
light intensity from the attached and on-board sensors. The sensed data can 
be communicated either to other devices or cloud-based storage. loT devices 

attach to actuators which permit them to interact with any other object in the 


vicinity of device. 


ore personal area networks, LR- 
aan it/s data rates, The standar 
ee ication for power constrain 

ications for high level communicat 
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An I i i 

= es — has a relay switch which is connected to 

Pile a o off through other IoT device, which is also 
rge distance, the IoT devices on/off according 


For Example — 
the Internet. When u 
connected to Interne 
to user command. 


IoT Protocols — 


E E eho Link layer protocols obtai i 
i ver the physical or medium layers of H ee Ba iela à 
i . The lin 
amor ° that host can be connected oui 
ets over the link | i ji 
As ayer using link 1 
OE Saiya = ee es can be signaled and coded throubh 
Seeks i m to which the host will b 
poe link layer Protocols are as given below Diii 
a 3-E y 
for the link laye ou, 
yer. For example, 802.3 is the Se arta ones o 
ag w thernet 
3.1 is the standard for 10BASE- 
ons. 802.3,j is the standard 
ections. 802.3ae is the standard 


nections. Ab g 
d 40 Gbit/s and greater, Pye standarda giye 


(b) 802.11-WiFi — 


tus : 
data rates between 10 Mae a optic con 


It is i 
a group of wireless local area network 


-1N l i 1 
Ekamis- cluding extensive description of the link layer. 
1) 8 
: — It operates i 
) 20.08 e 


- : Operates in the 2.4 GHz band 
~ It operates in th 
2 e 2.4/5 GHz bg 
- oe ~ It operates in the 5 GHz an 
oe a lad — It operates in the 60 GHz bands 
ve standards give 1 Mbit/s to 6.75 Gbit/s data 
rates, 


( ) . 


(d) 802.15.4-LR- 
4-LR-WPAN - IEEE 802.15.4 is a group of | 
ow- 


WP 

i AN standards provide 40 kbit/s 
7 cae low-cost and low-speed 
~< Cevices, It form the basic f 
lon protocol like ZigBee ° 


T 
es 
ee 


gs (vill-Sem-) 


d ee It includes GSM and CDMA. The full form of 3G is 
is second ger it includes UMTS and CDMA2000. The full form of 4G js 
tion. nd VOLTE. loT devices based on these 


p Network/Inte 
(ii) Nem ible for trans 


ing. It1s 
host addressing: © < p network. IP datagre” ` : 
nation through different networks 


network to the des Ting froms9 
travelling trO 
IP address for mes like IPv4 oF [Pv6 uses 


IP addressing sche 
(a) IPv4 - Refer to Q.35. 
(b) IPpv6 - Refer to Q.40. 
0, Unit-Ill. 


(c) 6LoWPAN — Refer to Q.1 

(iii) Transport Laye 

capability independent of the un 

capability can be set up either using h 

connections. The transport layer provi 
control, segmentation and congestion control. 

(a) TCP - Refer to Q.26, Unit-Ill. 


(b) UDP - Refer to Q.27, Unit-Ill. 


(iv) Application Laye 
lower layer protocols to transmit dat 
application layer protocols. Application layer 
like files and application data is encapsulated in trans 
gives connection Or transaction oriented communication 
For addressing of applications, port numbers are used. Applic 
protocols enable process to process connections using ports. 

(a) HTTP- Full form of HTTP is hypertext transfer 
lication layer protocol which forms the foundation of world 
ds like GET, PUT, POST, DELE 
TTP commands, the protocol fo 
s requests to a server. 
s a stateless prot 
g on the 


isa app 
It uses comman 
OPTIONS, etc. Using the H 
response model in which a client send 
request is independent of the other requests. Iti 
HTTP client may be web browser or an application runnin 
application running on client IoT device. It uses universal resource 


_ to identify HTTP resources. 
itis (b) CoAP — Full form of CoAP is constrained appli 
protocol. It is an application layer protocol for machine-to-machine 8P. 


r — It gives end-to-end message transfer 
nderlying network. The message transfer 
sandshakes or without handshakes on 
des functions like error control, flow 


r — How the applications interface with the 
a across network, is defined by the 
protocol encodes application data 
port layer protocol which 
over the network. 
ation layer 


protocol. It 
wide web. 
TE, HEAD, TRACE, 
llows a request- 
Each HTTP 
ocol. An 
client like 
Identifiers 


cation 


plication 
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It uses a cli 
lent-server 
: model. i : 3 
connectionless d » in which clients communi 
atagrams communicate with s i 
; ervers using 


It is designed 
to simply i : 
GET, PUT, POST and e with HTTP. It uses commands lik 
i e 


(c) Webs 
communication oy Ocket — This 
3 er a si protocol permi 
between client and sie r socket connection for osni i a 
can be a browser or JoT a Ít supports client-server archit tting messages 
evice. It is based on TCP. Whe oan Bie Cleat 
, en connection is 


open, web socket all 
i ows str 
the client and ig 
Siei ssage to be sent back 
i and forth betwee 
n 


(d) MQTT 
t š i — The fi l 
ransport. It is a li ght weight canine form of MQTT is message queue telemetry 


(e) XMPP 
and presence pro ~ The full form of i 
t of XMP i 
Protocol. It supports real-time co P a messaging 
mmunication and streami 


subscribers ma i 
y subscribe. Publi i 
eaka tc: - Publisher is an object i 
scriber is responsible for erini mead a 
ata. 


, (g) AMQP - The fi 
queuing pro . e full form of A i 
It helps ee : ne open application layer ay et b dvanced message 
AMQP Caket eo and publisher or subscriber models, r eee 
Contisétions to Aap messages from publishers ce and queuing. 
which then distribute ers. Publishers publish the messa oute them over 
by the broker to the oe copies to queues. Messages i exchanges, 
eorigumest ean) cal nsumers which have subscribed e either delivered 
pull the messages from the queues €d to the queues or the 


ee 
ee 
ee 


ut 


of 


afrared 
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al design of IoT. 

n IoT system is related to an abstract 
esses Without going into low-level specifics 


Q.9. Explain about logic 
i ign of a 
Ans. Logical design 
representation of the object and proc 
of the implementation. zi 
i) IoT Functional Bloc 
A ks that give the system ca 
ation and management. 
are given below — . : | 
ks yo loT system contains devices which give the 
pail actuation and control functions. 


— It manages the communication for the 


ks — An IoT system contains a number of 
bl pabilities for identification, actuation, 
functional bloc 
sensing, communic 
Functional bloc 

(a) Devi th 

facilities of sensing, monitoring, 
(b) Communication 


IoT system. An IoT system employs several kinds of IoT 


(c) Services — ublishing services, device control 


services like device monitoring services, data p 


i evice discovery services. 
a a Management — This block give several functions to govern 


the IoT system. 
(e) Securi 


block and by giving a [ 
t integrity and data security. . 
jaga = Application — IoT applications gives an interface which users 


may employ to control and monitor numerous aspects of the IoT system and it 
a permit users to view the system status and view or analyze processed data. 


(ii) IoT Communication Models — IoT communication models are 


iven below — 
ig (a) Request-response — It is a communication model. In this 


model, client transmits requests to the server and the server responds to ea 
requests. It is a stateless communication model and each request-response A 
is independent of others. If the server gets a request, It decides how to resp A 
fetches the data, retrieves resource representations, prepares the response, an 
then transmits the response to the client. 


ty — The loT system is secured by security functional 
ons like authorization, authentication, message and 


Fig. 1.3 Client-server Interactions in the Request-responsé Model ier 
: . S . . del Ww 
(b) Publish-subscribe — It is a communication sire AE 


involves publishers, consumers and brokers. Publishers are the d 
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Publishers send the data to the topics. Publishers do not know about consumers. 
Topics are managed by broker and subscribed by consumers. If the broker 


receives data for a topic from the publisher, then it sends the data to all the 
subscribed consumers. 


(c) Push-pull — It is a communication model where the data 
producers push the data to queues and the consumers pull the data from the 
queues. Producers do not require to know the customer. Queues help in 
decoupling the messaging between the producers and consumers of data. 
Queues also behave as buffer that helps in conditions if there is a mismatch 
between the rate at which the producers push data and consumers pull data. 


aki (d) Exclusive Pair — It is a bidirectional, fully-duplex 
communication model which employs persistent connection between client 
and server. It is a stateful communication model. After connection setup, 
client and server send messages to each other. Server is aware of all the open 


connections. Once the connection is setup it remains open until the client 
sends a request to close the connection. 


é (iii) IoT Communication APIs — ioT communication APIs are given 
elow — 


(a) REST-based Communication APIs — The full form of REST 
is representational state transfer. It is a set of architectural principles. These 
principles are used for design a web services and web APIs that concentrate 
on a resources of system and how resource states are addressed and 
transferred. It follow the request-response communication model. Within a 
distributed hypermedia system, the REST architectural constraints apply to 
the components, connectors and data elements. 


The REST architectural constraints are given below — 

(1) Client-server — The principle behind the client server 
constraint is the concerns’ separation. For example, the server should not be 
concerned about the user interface, which is a concern of the client. Similarly, 
the clients should not be concerned with the storage of data which is a concern 
of the server. Separation permits client and server to be independently developed 
and updated. 


(2) Stateless — Every request must contain all the 
information necessary to understand the request and cannot take benefit of 
any stored context on the server in client-server model. Session state is placed 
entirely on the client. 


(3) Cache-able — Cache constraint needs that the data 
within a response to a request be implicitly or explicitly labeled like cache-able 
or non cache-able. When a response is cache-able, then a client cache is given- 
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response data in future for equivalent requests, Caching 


interactions and improve efficiency and 


wc right to reuse that 
eee move some ! 


may partially or fully re 


scalability. . . 
ó cd System — Layered system constraint requires 


er 
(4) Lay nents such that every component cannot see 


haviour of compor ; 
scalp immediate layer with which they are interacting, 


(5) Uniform Interfa 


i lic 
that the communication method between ac i 
(6) Code on Demand - This constraint is the only one that 


‘onal. Servers may give executable code or scripts for clients to execute 
is optional. 


in their context. 
(b) W 


ce— Uniform interface constraint needs 
nt and a server should be uniform, 


ebSocket-based Communication APIs — Refer to 


Q.8(iv)(c). 
0.10. Explain physical and logical design of IoT.(R.GP.V., Nov. 2019) 


Ans. Refer to Q.8 and Q.9. 
0.11. Write short note on IoT enablers. . l 
Internet of Things (IoT) is a global infrastructure for the information 
g advanced services by interconnecting (physical and virtual) 
things based on existing and evolving interoperable information and 
communication technologies. Enablers of loT can be grouped into three 
categories, implementation, connectivity and enabling technologies, 

The Internet of Things is not a single technology, but it is a mixture of 
different hardware and software technology. The Internet of Things provides 
solutions based on the integration of information technology which includes 


Ans. 
society, enablin 
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Fig. 1.4 IoT Enablers 
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clectronic systems used for communication between individuals or groups. 
Examples of standards in these categories include wired and wireless 
technologies like smart home, banks, transportation sector, agriculture, 
healthcare, ZigBee, RFID, Wi-Fi, GLowPAN, LORA, Bluctooth, Deep learning, 
Bigdata, artificial intelligence sensor network and regular network. The enablers 
for loT is shown in fig. 1.4, 


`5 Q12. Write in detail application of Internet of Things. 
(R.GP.V., May 2019) 


Or 
Write short note on applications of IoT. (R.GPV, May 2018) 


Ans. An association of platforms, applications, devices and services 
provides the ability to improve quality of life. The development of a large 
number of applications will make possible through the great potentialities offered 
by the IoT. It plays a crucial role in the so-called fourth industrial revolution. 
The IIC was created with the goal of transforming industry through intelligent, 
interconnected objects which can improve performance, lower costs and 
increase reliability. This consortium assumes that industry involves the areas 
of energy, manufacturing, healthcare, smart cities and transportation. Smart 
cities, health care, smart homes and buildings, mobility and transportation, 
energy, industry, agriculture and the environment/planet are the main areas of 
application. Note that some applications such as environmental monitoring, 
can fit into different groups like smart city, smart buildings, the environment 
and industry. It is worth mentioning that in the context of IoT, it is not possible 
to develop a one-size-fits-all solution. For example, a solution for home 
environmental monitoring cannot be adequate for industrial ambient monitoring 
because of several types of physical conditions and relevant parameters. An 
industrial setting needs several levels of accuracy, security and robustness for 
the deployed sensors and software, while a home environment generally does 
not impose such restrictions. Some examples of these applications are given 
below — 


(i) Healthcare — IoT technologies play an important role in 
healthcare domain, namely, in two areas — clinical care and remote monitoring. 
IoT technology is used for creating a low-cost, small-sized, low power 
wearable biosensors, which can improve the quality of life of people suffering 
from chronic diseases or even during emergencies, either inside or outside 
their homes. Elderly tracking or ambient assisted living (AAL) encompasses 
technical systems to support elderly people in their daily routine to allow an 
independent and safe life-style as long as possible. IoT device will improve the 
life of disable people. loT device will use in non-invasive glucose-level sensing 
for diabetes management. 
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(ii) Smart Cities - Finding ways to use technology to improve the 
quality of life in a city has become one of the most popular research topics in 
the area of IoT applications. For building efficiency, services and safety, fiat 
city solutions include several areas like water and waste management, lighting 
control, energy, transportation, traffic, and parking management. 


(iii) Mobility and Transportation — All types of vehicles in a city are 
ipped with actuators and sensors, and transported goods are also equipped 
a d tags. These sensors send important information to traffic 
sion oie pane goods, better route, creation of innovative 
k pa ag eee modern cars are also equipped with several sensors, which 
riles kinematics information, automotive diagnostic services and so forth. 
Car can be again equipped with external sensing devices to monitor specific 
physical parameters, like pollution humidity and temperature. If these data 
have properly, then it will help to make the road transport greener, smarter and 
safer. For example, driving recommendations will provide eco-efficiency for 
public transportation and reduce fuel consumption and emission. When evident 
through smart vehicle, they immediately call the ambulance. Now mobile 
applications like Google traffic rely on user-contributed data to monitor traffic 
conditions. For improving cycling and driving in cities safer and smoother, we 
will use the concept of smart traffic light infrastructures. Another area of 
application is modem logistics, which will monitoring the whole process of 
the physical movement of goods from suppliers to customers. 


(iv) Smart Homes and Buildings —\oT devices help in air conditioning 
control and monitoring and also help in energy saving and even reduce solar 
green house production. IoT uses for small buildings is necessarily cost savings, 
providing the building with some intelligence through building automation. 


(v) Smart Manufacturing — Manufacturing system requires various 
types of decision making at various levels of its activities for design and 
operation of manufacturing system. Hence, IoT technology can be used for 
developing smart and intelligent manufacturing enterprises. IoT technology in 
these environment may be employed to serve multiple purposes like environment 
control, lighting control, safety, to production optimization, error detection 
and correction, automatic control of stocks. 


(vi) Energy — The smart grid is a recent kind of intelligent power 
system which may improve energy efficiency, minimize environmental impact, 
improve the safety and reliability of the electricity supply, and minimize the 
electricity transmission of the grid. The integration of IoT technology in smart 
grids can help to implement fault detection and monitoring as well as 
consumption monitoring, by the installation of energy sensors. IoT technology 
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also provide heat and energy management in home and buildings to achieve an 
energy Savings purpose. Using IoT technology to collect data on energy 
consumption may also help to enhance the energy efficiency and 
competitiveness of manufacturing companies at the energy production level. 


(vii) Smart PlaneV/Environment — IoT technology can be used for 
environmental monitoring, meteorological monitoring, pollution control, waste 
management or disaster monitoring for development and management of cities. 


_ (viii) Smart Agriculture — Modern agriculture contains a various set 


’ 


monitoring as well as for greenhouse monitoring, viticulture and horticulture. 


Q.13. Discuss area of develop 


ment and standardization in Internet of 
things. 


(R.GP.V., May 2019) 
Ans. Area of Development — Refer to Q.12. 


competition, typically in order to achieve objectives such as the interoperability 
of complementry products/services, to agree on test methods and on 
requirements for safety, health and environmental performance. Standardization 


also has a dimension of public interest. Standard makers should be close to 
standard users/implementers, 


Q.14. What do you understand by Internet of Things (IoT) ? Explain 
any five areas of IoT. (R.GPK, Nov. 2019) 

Ans, Refer to Q.1 and Q.12. 

0.15. Enlist the various modern day applications of IoT. 

Ans. The various modern day applications of IoT are as follows — 


(i) Smart parking (ii) Structural health 

(iii) Noise urban maps (iv) Smart phone detection 
(v) Traffic congestion (vi) Smart lighting 

(vii) Waste management (viii) Smart roads 

(ix) River floods (x) Smart grid 

(xi) Tank level (xii) Photovoltaic installations 


(xiii) Water flow 
(xv) Perimeter access control 


(xiv) Silos stock calculation 
(xvi) Liquid presence 
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(xvii) Earthquake detection 


(xviii) Forest fire detection 

(xix) Air pollution 

(xx) Snow level monitoring 

(xxi) Landslide and avalanche prevention 
(xxii) Water leakages 

(xxiii) Radiation level 

(xxiv) Explosive and hazardous gases 
(xxv) Supply chain control 

(xxvi) NFC payment 

(xxvii) Intelligent shopping applications 
(xxviii) Smart product management. 


0.16. What are the advantages and disadvantages of IoT ? 
Ans. Advantages of IoT — 


(i) Reduced Waste —\oT makes areas of improvement clear. Current 


analytics give us superficial insight, but loT provides real-world information 
leading to more effective management of resources. 


(ii) Enhanced Data Collection — Modern data collection suffers 
from its limitations and its design for passive use. IoT breaks it out of those 
spaces, and places it exactly where humans really want to go to analyze our 
world. It allows an accurate picture of everything. 


(iii) Improved Customer Engagement — Current analytics suffer 
from blind-spots and significant flaws in accuracy, and as noted, engagement 


remains passive. IoT completely transforms this to achieve richer and more 
effective engagement with audiences. 


(iv) Technology Optimization —- The same technologies and data 
which improve the customer experience also improve device use, and aid in 


more potent improvements to technology. IoT unlocks a world of critical 
functional and field data. 


Disadvantages of IoT — 


(i) Security - loT creates an ecosystem of constantly connected 
devices communicating over networks. The system offers little control despite 
many security measures. This leaves users exposed to various kinds of attackers. 


(ii) Privacy — The sophistication of loT provides substantial personal 
data in extreme detail without the user’s active participation. 
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(iii) Complexity — {oT 5 . 3 
~l — £ te : 
deployment, and maintenan ystems are complicated in terms of design, 


i 
Salora embii ees ple technologies and a 


business, 


compliance seem incredibly c 
compliance a battle. 


O IoTR iS, IoT vs M2 
IoT REFERENCE ARCHITECTURE WoT | 


~g. 1 7. What is machine-to-machine (M2M) ? 
Or 
Write short note on M2M. 


Ans. Machine-to-machine is a concept in which 


ttached to the Internet. 

For example — Lamp can be controlled through smart phone if smart 
phone is connected to the Internet. Lamp is not computing device yet Internet 
Connectivity and software allows the 


0.18. Draw and explain M2M system architecture. 


Ans. For the purpose of remote monitorin 


is defined as the networking of machines. M2M system 
architecture is shown in fig. 1.5. It consists of — 


(i) M2M area networks 
(ii) Communication network 
(iii) Application domain. 


(i) M2M Area Nen 


bedded hardware modules 


2M local area neworks, se 


gand control and data exchange, 


vorks — It is made up of machines which have 
for communication, actuation and sensing. For 
veral communication protocols like Bluetooth, 


—,~ 
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ModBus, ZigBee, M-bus, Wireless M-bus, 6LoWPAN, IEEE 802.15.4 power 
line communication, etc. are used. Connectivity between M2M node is provided 
by these protocols within an M2M area network. M2M area networks employ 
either proprietary or non-IP based communication protocols. 


(ii) Communication Network —It gives connectivity to remote M2M 
area networks. The communication network may employ either wired or 
wireless networks. M2M gateways can be used to enable the communication 
between remote M2M area networks. For M2M area network, M2M gateway 
performs protocol translations to enable IP connectivity. 


(iii) Application Domain — M2M contains several application 


domains like home automation, smart grids, smart metering, industrial 


automation etc. 
M2M Area Networks 
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E Fig. 1.5 M2M System Architecture 


0.19. Explain in brief M2M towards IoT. 

Ans. M2M solution is not new. M2M solutions have been around for 
decades and are quite common in many different scenarios. Our planet is 
facing massive challenges like environmental, social and economic. The changes 
which humanity requires to deal with in the coming decades are unprecedented, 
not because same things have not happened before during our common history 
on this planet, at the same time, but because many of them are happening. 
From constraints on natural resources to a reconfiguration of the economy of 
worlds, many people thinks, we can solve these problem through technology: 
Essentially, therefore a set of megatrends are grouping to create needs and 
capabilities, which in tum produce a set of loT technology and business drivers. 
A megatrend is a trend that will have a basic and global impact on society ata 
macro level over many generations. It is something that will have a significant 
impact on the world in the foreseeable future. 


— 
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Q.20. Write down the differences between M2M and IoT. 
Ans. The di or 
e differences between M2M and IoT are described as follows 


(i) Communication Protocols 
machines or devices happen differenti 


. . . ° 


The communication between the 
y in both M2M and IoT. The 


or non-IP based protoc 

communication oe The a) eee used protocols in M2M 

Line Communinion PLO) eLoWan, EEE Sz oa cite ee Te 

Whereas the IoT io hs foended on the protocols below ite ene H 
unication is focused on the protocols above the E on es 


layer such as HTTP, CoAP, Web 
> > S 
shown in fig. 1.6. ockets, MQTT, XMPP, DDS, AMQP etc. as 


Application Layer 


Application Layer 
[ror] Farr] pae 


Network Layer 


802.3- 802.16- 
Ethernet WiMax 


Fi I cde 
ig, 1.6 Communication in IoT is IP-based whereas M2M uses non-IP 
based Networks “ 


things ia as eae A M2M vs Ti hings in IoT — The physical objects are 
e ineat with : re erred to the unique identifiers which can sense and 
BREA: 1p fi a environment or their internal physical 
esin oTa s e MAC addresses are the unique identifiers for 
ie ase e vit ware components were used by these ‘Things’ for 
ee ec g and storing sensor information, or controlling actuators 

- the lol systems can have heterogeneous things such as fire alarms 


the 


ulated =~ 


24 Intemet of Things (vill-Sem.) 


door alarm, lighting control devices etc. T M2M system is the contra 

, achines having homogeneous machines w; Y st 
of IoT, these types of m "hin an 
M2M area network. 


(iii) Hardware vs Software eur = G emphasizes i 
on hardware with embedded modules, the emp ne of IoT is more Onsoftwarg 
The special software is run by the IoT devices for the collection of sen. 
data, analysis of data and the interfacing with the cloud through IP-based 
communication: The fig. 1.7 shows the various components of IoT ş 


: : . ystems 
including the things, the Internet, communication infrastructure and the 
applications. 

pp Computing Infrastructure 
Things Internet & Applications 
: SS 
= Ff Backhaul Networks 
f -| Wired 
Gee fim 
l (ta ; l Wireless | o āe) 


Thing 


wW * Q 


Sensors/ Processing Communication 
Actuators 


Fig. 1.7 IoT Components 


(iv) Data Collection and Analysis — The collection of data in M2M 
is done through point solutions and often in on-premises storage infrastructure. 
Whereas the data in JoT is collected in the cloud, it can be public, private or 
hybrid cloud. The analytic component analyzes the data and stores the results 
in the cloud database. The data and the analysed result of the IoT are visualized 

with the cloud-based applications. The centralized controller is aware of the 
status of all the end nodes and sends control commands to the nodes. Fig 18 
shows the various IoT-levels and IoT components deployed in the cloud. 


(v) Applications — The data is collected in M2M through po 
solutions and it can be accessed by on-premises applications such as 
management applications, diagnosis applications and on-premises rN 
applications. The loT data can be accessed by cloud applications sut 


analytics applications, enterprise applications, remote diagnosis and mana8? 
applications etc. 
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] , hines in M2M 
are the differences between mac: Swi 
n So. (RGRY, Wns i 
Ans. Refer the ans. of Q.20 (ii). 


Q.22. What do you mean by Web of Things (WoT) ? 


5 ects which are a part of the World Wide Web 
as Bai a pe This has been made feasible by WoT 
architecture styles like JSON, REST, and ak eualianl Patterns like web 
sockets. Data store of WoT objects is same as we Pages store. The rs 
application layer of WoTS receives and sends data using the Internet. As RFID 
can uniquely identify each object on the web, the WoTs can be Used fo. 
various IoT applications for the RFIDs. 


0.23. How WoT is related with IoT ? 


Ans. The Internet of Things (IoT) is a term to describe how 
objects are being connected to the Internet so that they can be e 
monitored, controlled or interacted with. The IoT is more frequently used in 
the context of radio frequency identification (RFID) and how physical objects 
are tied to the Internet and can communicate with each other. IoT systems 
have applications across industries via their distinctive flexibility and ability to 
be appropriate in any environment. They ameliorate data collection, operations, 
automation and much more via smart devices and powerful enabling technology. 
As more “things” on planet Earth:are converted to the inventory of digitally 
connected Internet devices, the roles and accountability of web developers 
and technology managers will need to develop in keeping pace with the ever 
expanding list of appliances and gadgets that need a web interface. This global 
tendency is known as “Internet of Things”, and as a vision has inspired that 


same premise for “Web of Things” and incorporates similar features and 
application models. eas 


ings 


Is known 
Software 


Physical 
xplored, 


The Web of Things is a computing concept that describes a future where 
day-to-day objects are fully integrated with the Web. The WoT is very 
homogeneous to the IoT-in some: ways arid in‘others it'is drastically different. 
The stipulation for WoT is for the “things” to have embedded computer systems 
that enable communication with the Web. This type of smart devices would 
then be able to communicate with each other using current Web standards. 
For instance, renowned Web languages PHP, HTML, Python, and JavaScript 
can be used to easily build applications involving smart things and users can 


leverage well-known Web mechanisms such as caching, browsing, searching, 
and bookmarking to communicate and share these devices. 


In the first instance 


: > it endues mechanisms to formally describe loT 
interfaces to permit IoT d 


i - h . er 
evices and services to communicate with each other 
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independent of their underlying implementation, and across multiple networking 
protocols. In WoT, applications communicate with physical objects with the 
familiar HTTP protocol and RESTful API. This oversimplifies the access to 


physical objects, assent them to be used in web applications and merged with 
current web resources. 


Applications 


- OSI Layer 7 

- HTTP, REST, 
CoAP, JSON 

- Social Networks, 
Semantics, 

Mashup etc. 
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Fig. 1.9 
0.24. Differentiate between IoT and WoT. 
Ans. Differences between IoT and WoT are given below — 


IoT is a network of things, which 
are anything that can be connected 
in some form.to the Internet. 


WoT is web network created for 
proper handling and using the 
potential of IoT platforms to 
provide better future. © 

WoT is software layer to connect 
everything to the web. 

WoT deals with protocols and 
web servers. All those applications 
for IoT devices make up the 
WoT. 


IoT is a hardware layer to connect 
everything to the Internet. 

IoT deals with sensors, actuators, 
computation and communication 
interfaces. From a box of oranges 
with an RFID tag, to a smart city 
and to everything in between, all 
these digitally augmented objects 
make up the IoT. 
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(iv) | There is a different protocol for 
each and every loT devices. 


WoT makes it easy by using 
single protocol for multiple 
loT devices. 
PI's to hand} 
agram | Due to common A ndle 
are hard to p the protocol WoT programming 
is easier. 
WoT is free for everyone ang 
are 
1c. y =. i 
Pa ye are not publicly accessible | anytime. 
insecure data transmission. 
loT is tightly coupled between i 
applications and networks. 


0.25. Discuss about the Web of Things ATA 
low-a-davs web technology is ubiquitous and has become Part of 
Ans. wes ear moreover, many tech-savvy human beings without 
we A i ake to create their own web applications. Consequently, 
mapai "of Things D laaie goals for applying the well-known and proven 
aiaia a the web to the demanding loT domain. 
Developers Applications 


loT platforms 
due to multiple protocols. 


Whereas, WoT is used loosely 
coupled in application layer. 
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Fig. 1.10 The Web of Things Architecture 


As an outcome, devices can be browsed and bookmarked, Web pages 
can directly include real-time data from sensors and users can build physical 
mashups that augment and control their day-to-day objects. There are four 


Web Developers 


HTTP Sun SPOT 


= 
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layers of web of things architecture, viz., the device accessibility layer, findability 
layer, sharing layer and composition layer as shown in fig. 1.10. The WoT 
architecture is an endeavor to structure the galaxy of web protocols and tools 
into a useful framework for connecting any device or object to the web. Users 
should be able to access and use smart things absentia the need for installing 
additional software. From a web browser they should further have means to 
directly extract, share, and save smart things data and services. 

This empowers creating applications in which real-world data are directly 
consumed by resource coercible devices, namely mobile phones or wireless 
sensor nodes absentia need dedicated software on these devices. 


(i) Accessibility Layer — This layer is accountable for turning any 
thing into a web of thing that can be interacted with using HTTP requests just 
like any other resource on the Web. In other words, a web of thing is a REST 
API that permits to communicate with something in the real world. The 
accessibility layer in the WoT is built around two maim patterns firstly all 
things should be exposing their services via a RESTful API, either directly or 
via a gateway. REST is an architectural style at the root of the programmable 
web thanks to its implementation in HTTP 1.1. As an outcome, if things offer 
RESTful APIs over HTTP, they get a URL and become seamlessly integrated 
with the World Wide Web and its tools like as browsers, hyperlinked HTML 
pages and JavaScript applications. In this context, various designs describing 
how the services offered by things can be accessed via REST have been 
proposed. Secondly, the entreaty response nature of HTTP is often cited as 
one of the limitations for IoT use-cases as it does not match the event-driven 
nature of applications that are common in the wireless sensor networks. To 
avoid this shortcoming while keeping a focus on fostering integration with the 
web, we can use HTMLS web sockets either natively or via the use of translation 


‘brokers for instance translating from MQTT or CoAP to web sockets. 


-ai (ii) Findability Layer — The web faced homogeneous challenges, when 
it moved from a hypertext of several thousands of documents to an application 


platform interconnecting an unprecedented number of documents, multimedia 


content and services. The focus of this layer is to provide a way to explore and 
locate things on the web and hence is strongly impression of the semantic web. 
This layer makes sure that your thing can not only be easily used by other HTTP 
clients, but can also be findable and automatically usable by other WoT 
4pplications. The approach here is to reuse web semantic standards to describe 
things and their Services. This enables finding for things via search engines and 
other web indexes as well as the automatic generation of user interfaces or tools 
to Communicate with things. This enables finding for things via search engines 
and other web indexes as Well as enabling machine to machine communication 
based on a small set of well-defined standards and formats. 


a 
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rericrated b 

(ii) Sharing Layer — This ayer specifies how the HA ki 
things can be shared in an efficient and secure Oy TLS the protocol that 
level, another batch of web sigue cone ‘ques like as delegated 
makes transactions on the web secure oe an be integrated with our 
web authentication se lsat eh oat paring plm is to be secure 
oug pi burat smart things is not allowed to attackers, 
morro pan r ene be uncomplicated and easy to use, Sharing the 
oo E ental models users are already familiar with. In 
pisntonm moraa ane a ssible react the existing faith and social models 
special, it should as muc ncaa should also support advertising the shared 
oo ee eae order to decrease the load of users and ameliorate 
things directly on pean thine and advertising the fact that it was shared 
chile n ae channel without explicitly make known credentials, 
shou 


iti er — , the Web of Things materializes 
i id n e ects on top of which applications 
O a aiid web languages and tools. The first three layers 
en nee and search for web enabled smart things and owners 
pr o d and scalable mechanism to share them. In this endmost 
Laan like to push further the boundaries of the WoT so that from 
ote close to developers, it also gets closer to end-users and enables them 
to create straightforward composite applications on top of smart things. The 
role of this layer is to integrate the services and data offered by things into 


higher level web, making it even simpler to create applications include things 
and virtual web services. 


0.26. What are the benefits of Web of Things ? Explain. 
Ans. The benefits of Web of Things are as follows — 


(i) Convenient to Program — The web protocols can easily be used 
to read and write data from to the devices, and are especially much:simpler to 
use and faster to learn than the complex IoT protocols. In addition, if all 
devices could offer a Web API, developers could use the same programming 

model to interact with any of them. With the basic skills needed to build simple 
web applications, we can easily connect to new devices with minimal effort. 


(ii) Supporting Scalability - The WoTSE must fit the search activity 
in local scale naturally, and at the same time, they must also be able to scale up 
to reach billion devices in the world, Scaling up a centralized search engine is 

not a preferable solution, because these systems are too far from the physical 
world, making them insensitive to changes, WoT makes them naturally fit for 


local search activity, while linking them together provides the coverage t0 
address the upper ends of WoT scale. 
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(iv) Deployment, Maintenan 
Effortless ~ There's no risk that the w 
require an upgrade. Yet, the limits of w 
ceased to be redefined in a decade, such as the abit; i 
a camera or share one’s location. In c Sera sa Nada 
and protocols in the IoT world, and each tim 
Babe Ti tik other pieces of he Ve € one of the many protocols 


, As real-world informati 

in WoT is provided by exposing electronic tags and sensors that can be aia 
ye Ormation into WoT, which 

would be distributed by WoT search engines. A potential solution for this issue 

is validating the information received from sensors against past patterns and 

readings of their neighboring sensors. Another potential solution is building the 

audit-ability into WoTSE. Ensuring that one woul : 


Uo va d be held accountable for hi 
malicious activities is a powerful preventive mechanism. i 


(vi) Slack Coupling between Elements — The HTTP is loosely coupled 
by design because the contract (API specification) between actors on the = 
is both simple and well defined, which leaves little room for ambiguity. This 
allows any actor to change and evolve independently from each ohet {äs long 
as the contract doesnot change). That’s why you can still visit a web page that 
hasn’t been updated since the early 90s (we'll skip any comments about its 
visual design). The ability for devices on the Intemet of Things to talk to new 
devices as they get added without requiring any firmware updates is essential 
for:a:global Web of Things. 


(vii) Storing and Disinfecting the Collected Data — A WoT search 
engine must find a balance between the number of old readings stored for 
resolving historical queries and building prediction models, and the scale, the 
resources that it manages, because each set of past measurements duplicates 
the whole resource collection. As a result, mechanisms for ensuring the scalability 
Of the data storage s 


uch as distribution, deployment and purging strategies 
must be investigated, lis a 


0.27, Discuss about reference IoT layered architecture. 


Or 


Describe IoT architectural view in detail. (R.GP.V., May 2018) 


E SE 
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architecture (RILA) is shown in fig. 1,1} 
Ans. The reference loT eae two cross-section layers. Security ät d 


: ix la ; 
RILA rae canon yee a tion layers which affect all other layers, 
management are Level 


rface) 
ervices and User Inte 
(S Application Integration 


Thing Integration 


(Finds other things to communicate) 


Context Management 
(Central business logic) 


Data Management 
(Central database) 


Management 


Device Management 
(Controls the devices) 


Device Integration ; 
(Includes different devices, measurements and actions) 


Fig. 1.11 RILA Architecture 


(i) Device Integration Layer — It contains various types of devices, 
receives their measurements and communicates actions. This layer can be 
appeared as a translator, that speaks many other languages like Karzel et al., 
2016. The output of the sensors and tags, as well as the input of the actuators, 


depends on the protocol they implement. 


(ii) Device Management Layer-—It is responsible for receiving device 
registrations and sensor measurements, from the device integration layer and 
for communicating status changes for actuators to the device integration layer. 
Then, the device integration layer checks when the status change conforms 
with the respective actuator and translates the status change to the actuator. 
The device management layer controls the devices that are connected to the 

system. Every change to a device’s registration, as well as new measurement 
data, should be communicated from the device integration layer to the device 
management layer, hence information can be updated and stored. 


(iii) Data Management Layer — Data management layer stores all 
data of a things. It is a central database. Hence, the implementation of the data 
management layer strongly depends on the use case. 


(iv) Context Management Layer — Context management laye! 
explains the central business logic and it is responsible for tasks such as defining 
the goals of the thing, consuming and producing the context situations of the 
things, evaluating the context situation toward the goals, triggering. actions 
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ef will help to fulfill the goal according to the evaluated 
publishing context situations for other things. ed rules and in last 
(v) Thing Integration Layer —Thip ginte 
. gration layer is res 
ponsible 


> searching other things to communicate, verifies if 

thing is possible and is responsible for a re > 
(vi) Application Integration Layer — 
user to the thing. It is also conside 
interface. The concrete implemen 


fo 


Application integration layer 
red the service layer or even a 


connects the 
tation of the layer depends on 


simple user 
the use case. 
0.28. What do you mean by IoT reference architecture ? 
Ans. Refer to Q.27. . 
Beneficial uses of the IoT reference architecture are — 
(i) It provides a language for everyone involved 
(ii) It provides an abstract but also rich view of the domai 
(iii) Can assist IoT project leaders in planning the work ak 
the teams needed. = 


Give its uses. 


—0.29. Discuss about the IoT network configuration. 


Ans. In terms of the connectivity, ‘I’ means 


the internet of computer analogously i.e. loT LAN, akian 
IoT WAN, IoT Node, IoT Gateway and loT Prox [_wrwan | 
3 xy IoT WAN 
oy [w | 


connectivity terminology as shown in fig. 1.12. 


f (i) IoT LAN — It is very similar to the 
traditional LAN. It is for short range communication 
may be building wide or campus wide. 


ti IoT WAN - It is basically internet- 
working of two different LANs and also connecting 


various network segments. 


(iii) IoT Node — The connectivity of different nodes inside a LAN 


Call : | 
the Sane node. Sometimes this node directly connected to the Internet through 


IoT Proxy 


Fig. 1.12 Connectivity 
Terminology 


togethe (iv) IoT Gateway — This is a connectivity of several LANs connected 
_~ "er through the WAN using the gateways. . 


() IoT Proxy — It performs active application layer functions between 


IoT 
nodes and other entities. 
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Fig, 1.13 shows various network configurations of IoT. In fig. 1.13 (a) 


loT LAN has its own loT devices and these devices as its own local address 
It might happen that a particular address might be unique to this LAN, but May 


be reused in another LAN. 
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(b) IoT WAN 
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(c) loT Proxy 

Fig. 1.13 IoT Network Configurations 
In fig. 1.13 (b) IoT WAN is interconnection of two different LANs. These 
two different LANs are connected via two differents gateways. In fig. 1.13 
(c) IoT proxy is basically connect to the external Internet and performs active 
application layer functions between node and other entities. In fig. 1.13 (d) the 
GATEWAY has unique network PREFIX, which can bé:tised to identify them 
globally, so this strategy basically saves a lot of unnecessarily address wastage 
and although the NODE have to communicate to the internet via the gateway. 


(d) Gateway and Node 


2.30. Briefly describe the major network classifications. 


Ans. Networks are generally classified by size, which includes geographic 
area, distance between stations, number of computers, transmission speed 
(bps), transmission media, and the network’s physical architecture. The four 
primary classifications of networks are local area networks (LANS), 
metropolitan area neworks (MANS), wide area networks (WANs), and global 
area networks (GANS). In addition, there are three primary types of 


interconnecting networks - building backbone, campus backbone, and 


enterprise network. Two “> ` ‘1g computer networks ~“ the future share 


mised prot ALI td LS LY | 
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same acronym — the PAN (per 
i network sometimes called a An ae serene and PAN (power line 
ig to allow people lo transfer data through the hum a a personal area network 
each other. Power line arca networks use existin bee papi by touching 
ry data wherever power lines 80, which y Gin ace, networks to 
ere. 


 ernetwork or internet. Fig. | 
jnternetwor et. Fig. 1.14 illustrat ; : 
computers and the different es he geographic relationship among 


Wide Area Network 


Multiple Building or 
Entire City 


Personal Area Network 


Between People and 
Computers 


Global Area Network 


Entire World 


Fig. 1.14 Computer Network Types 


ant (i) Local Area Network (LAN) - A local area network (LAN) is 
as z ae) oe and links the devices in a single office, building, or 
oar pending on the requirements of an organization and the type of 
DA pe used, a LAN can be as simple as two PCs and a printer in someone's 

1ce, or it can extend throughout a company and includes voice, sound, 


A 
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: ‘ iff jate 
and vidco peripherals. LANs are differential 


by three characteristics — : z i 
‘ (a) Their size (b) Their transmission technology (c) Their topology, 


ize of the LANs is restricted. It means that the worst-case transmissi on 
time ate and known in advance. By ee reson aa ea 
possible to use certain types of designs which wou K: 

simplifie anagement. : l 

" mo a technology D nega single 
cable to which all the machines are attached, like the te ep i mpar y party 
; d in rural areas. Traditional LANs run at sp o 100 
eae hank ip delay (tens of microseconds), and make very few errors, 


Computer 
ore Computer 


(a) Bus (b) Ring 
Fig. 1.15 Various Topologies 

To broadcast LANs many topologies are possible. Two of them are shown 
in fig. 1.15. In a bus topology, at any moment one machine is the master and 
is permitted to transmit. All other machines are needed to refrain from sending. 
An arbitration mechanism is required to resolve conflicts when two or more 
machines want to transmit simultaneously. Arbitration mechanism can be 
centralized or distributed. 


Ring is the second type of broadcast system. In a ring, each bit propagates 
around on its own, not waiting for the rest of the packet to which it belongs. 
Each bit circumnavigates the whole ring in the time it takes to transmit a few 


BOT . 


bits, often before the complete packet has even been transmitted. 


Other type of LAN is built using point-to-point lines. Individual lines 


connect a specific machine with another specific machine. This type of LAN 
is really a miniature wide area network. 


d from other types of networks 


A local area network is generally a private owned communications network 
within a confined geographical area. The range is usually within a few 
kilometres. (less than 10 km) — may be one office, one building or a group of 
buildings located closely such as a college campus. The transmission channels 


generally use coaxial or fibre optic cables and special interface units rather 
than telephone lines and modems. 


(ii) Metropolitan Area Network (MAN) — A metropolitan area 
network (MAN) is basically a bigger version of a LAN and normally uses 
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attached, due 
d of networks. 


group of nearby 


public. A MAN just has one or 


ements, 
(iii) Wide Area Networks ~ Wide area network (WAN) provides lo 

distance transmission of data, voice, Image and video information l BA 

geographical areas that may comprise a cou A oe 


à ntry, a conti 
whole world. It has a collection of machin y oe 


es intended for runnin 
programs. These machines are called hosts. connected a 


communication subnet or just subnet. The subnet Carries messages fr 
host-to-host. By separ ating the pure communication aspects of the work 
(subnet) from the application aspects (hosts), the complete network desi i 
greatly simplified. gn is 


There are two distinct components of the subnet namely, most wid 
networks which are transmission lines and switching elements Transmi ae 
lines move bits between machines. Switching elements are specialized ee 
which are used to connect two or more transmission lines. iii 


In most WANs, the network has numerous cables 
each one connecting a pair of routers. When two routers which do not share 
a cable wish to communicate, they must perform this indirectly, via other 
routers. When a packet is transmitted from one router to another via one or 
more intermediate routers, the packet is received at each intermediate router in 
its entirety, stored there until the needed output line is free, and then forwarded. 


A subnet using this principle i i i 
ple is known as a point-to-point, store-and-forward. 
or packet-switched subnet. l me i 


or telephone lines, 


Subnet 
Router 


Host 


LAN 
Fig. 1.16 Relation between Hosts and Subnet 
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ai the Public Switched T 
blic system such as the | Cleph 

se ca fe ves packet switched services Provided y 
Network (PSTN) a “ication authorities. WAN can also use most other ia 
the public telecom satellite networks, ISDN, ATM, Value Added Networks 
of dma feature between a LAN and a WAN is that the LANig 
The main disting 
under the complete control of the owner, 


A int-to-point subnet are show 
. = ologies for a pom 
Various possible topolog 


(b) Ring (c) Tree 
(d) Complete (e) Intersecting Rings (f) Irregular 


Fig. 1.17 Various Topologies of a Point-to-Point Subnet 


The other possibility fora WAN is a satellite or ground radio station. Each 
router has an antenna through which it can transmit or receive. All routers can 
hear the output from the satellite. In some cases, they can also hear the upward 
transmissions of their fellow routers to the satellite as well. Sometimes routers 


are attached to a substantial point-to-point subnet, with only some of them 
having a satellite antenna, 


(iv) Global Area Network - Global area networks (GANs) provide 
connections between countries around the entire globe, The Internet is a good 
example of a GAN, as it is essentially a network comprised other networks 


that interconnect virtually every country in the world, GANs operate from 1.5 
Mbps to 100 Gbps and cover thousands of miles, 


(v) Building Backbone - A building backbone is a network 
connection that normally carries traffic between departmental LANs within a 
single company. A building backbone generally consists of'a switch or a router 


that can provide connectivity to other networks, such as campus backbones, 
enterprise backbones, MANs, WANs, or GANS, 


Eee Bir een, eee aes 
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(vi) Campus Backbone ~ 


A campus backbone į 


'S a network 
om LANs located in Various buildin 
A i A campus backbone 1s designed for Sites that have a if 
Me ings at a single location, such 

bul 


ports, and research parks. 
al 


A campus backbone normally uses optical fib 


“a Te cables for the transmice 
fmedia between buildings. Mission 
0 
iat A Networks ~ An enterprise network includes some or 
i{ of the previously mentioned networks a 
a 


ohesive and manageable fashion, 
c 


0.31. Discuss various functions Supported by IoT Gateway 


Aus. The loT gateway is believed to be an important T 
IoT network. The main functionality of the conventional gateway or router is 
to forward packets to the destination node. The main pu 


si Tpose of the IoT 
gateway is similar to that of a conventional gateway, but there are some 
additional features as follows - 


First, heterogeneous network connectivity must be guaranteed. A short- 

range communication technology is definitely required to provide connectivity 
to small sensors or devices. These nodes must send packets to the IoT gateway 
first, so the IoT gateway must support all of these short-range communication 
protocols. Further, the IoT gateway must Support wired communications, 
high-performance communication protocols includin 


g Wi-Fi and LTE, and 
existing short-range communication protocols including ZigBee, Bluetooth, 


and Z-wave. Second, network manageability is crucial for the IoT gateway. A 
conventional gateway manages the nodes in the subnet. However, the concept 
of network manageability is larger in an IoT gateway than in a conventional 
gateway. The IoT gateway is not limited to Supporting conventional network 
management functions, rather, it should even update the affiliated devices! 
firmware or system. Consequently, the concept of manageability of the loT 


gateway has expanded, and techniques to empower the netwo 


tk management 
is essential for the ToT gateway, 


Finally, the IoT gateway must support the protocol or platform 
interworking, Man 


y novel network concepts such as platforms and protocols, 
ie developed to make IoT environment settle into traditional networks. 
Nonetheless, these can cause compatibility problems with conventional devices 
because legacy devices, such as household appliances, are not equipped with 
Platforms and Protocols, Thus, compatibility with the conventional platform 


and standard Competition issues must be solved by allowing the IoT gateway 
lo Support platform 
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Q.32. Discuss functions of microcontrollers in loT 


. i systems. Give examples- 
Ans. loT technologies with microcontrollers had been applied in various 


fields, such as wearable systems to remotely monit Yoi 
In these systems, the main functions of the eae the activities of ae 
collection, data transfer, and data analysis. Moreover ida include data 
also used to interconnect devices from diffi » the microcontrollers ar® 
: 5 erent vendors. The frequently used 
microcontrollers include Arduino, Raspberry Pi microcontroller board and an 
8-bit microcontroller to power lightweight sensors. In industrial applications, 
the microcontrollers should be well incorporated into the loT systems. 
Therefore, the logical circuits would be designed according to the real 
requirements. Moreover, the distributed architecture might be useful for the 
complex loT systems. 


Two of the most popular microcontroller based systems are Arduino and 
Raspberry Pi. 


(i) Arduino — The Arduino Uno is a microcontroller card that supports 
the ATmega328. All sensors are integrated into the Arduino Uno. These sensors 
provide information about the ambient conditions for the Arduino Uno. Arduino 
Uno makes the necessary decisions/actions and uses cloud computing to inform 
farmers about sensor readings and necessary actions. And also send them a 

message with the help of GSM. 


(ii) Raspberry Pi — A Raspberry Pi must be initialized by getting 
Raspbian, which is an operating system based on Linux. The latest version is 
called Debian. A Raspberry Pi board is fully capable of basic programs. The 
system uses the Raspberry Pi 3 Model B+ for processing, which has a GPIO 
and a port that is used to connect other devices. The Raspberry Pi uses an SD 
Card for installing Linux operating systems. SD card of minimum 2 GB is 
required, but it is recommended to use 4 GB or more for the system. 


0.33. Explain in brief about interfacing an LED and switch with 
Raspberry Pi. 

Ans. For Controlling an LED with a Switch, a Code in Python 
Language — 

from time import sleep 

import RPi.GPIO as GPIO 

GP10.setmode (GPIO.BCM) 

#switch Pin 

GP10O.setup(26, GPIO.IN) 

#LED Pin 
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GP1O.setup(28, GPIO.OUT) 
State=false 
def toggleLED (pin): 
state = not state 
GP10.output (pin, state) 
while True : 
try: 
if (GPIO.input (26) = = True) : 
toggleLED (pin) 
sleep (.02) 


except keyboardInterrupt : 
exit ( ) 


Code in Python Language for Sending an Emai 
mail on Swit -= 
import smtplib ° it 


from time import sleep 

import Rpi.GPIO as GPIO 

from sys import exit 

from_email = '<my-email>'’ 
receipients_list = ['< receipient-email >'] 
cc_list =[ ] 

subject = 'Hello' 


message = 'Switch pressed on Raspberry Pi' 
username = '<Gmail-username>"' 
password = '<password>" 


server = 'smtp.gmail.com:587' 
GP10.setmode (GPIO.BCM) 
weet (25, GPIO.IN) 
ef sendemail (fro i 
cee oo to_addr_list, cc_addr_list, 
login, password, 
smtpserver): 


a = 'From : %s \n' % from addr 

e ='To: 

an Å c hd : oe \n' %','. join (to_addr list) 
= c: tos te sas 5 

angel a \n' % ',' . join (cc_addr_list) 


> As \n \n' % subje 
message = header + message iz 


with a switch. rary the infinite while loop, checks the value of pin26 | 
is attached with pin 49. 
and toggl 


w i d code action 
how to get input ee ling the state of an LED. In secon 

: tion is togging 

In this code, the ac 


is an email alert. The secon 


thi se uses the Python SMTP library for sending an email. 
this code 
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| 
server = smtplib.SMTP (smtpserver) 


server.starttls ( ) ni 
i in, passw 
pale se iat (from_addr, to_addr_list, message) 
problems = ` 
server.quit ( ) 
while true : 
U == True) : 
if onc aie a" ee, receipients_list, cc_list, subject, message, 
sendemail (trom_ y 
usemame, password, server) 
sleep (.01) l 
except KeyboardInterrupt : 
TAN i LED and switch to Raspberry Pi are represented in fig. 
Connecting an 


ling an LED 
a Python program for contro ) 
1.18. The first progam D is attached with GPIO pin 28 and switch 


itch i . This code represents 
the switch is pressed ; 
a ae ene sie process the input and take some action. 
om 


Python program for sending 
ogram represents a A 

h press as switch connected to Respberry Pi is pressed, 

on switch press. 
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Fig. 1.18 Interfacing LED and Switch with Rasp 
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Q.34. Define Internet protocol (IP). 
Aus. The Internet protocol (IP) is the transmission mechanism used by 
TCP/IP protocols. It is an unreliable and connectionless datagram protocol 
the best-effort delivery service. The term best-effort means that IP provides 
J E tor checking or tracking. IP assumes the unreliability of the under 
Ses and does its best to get a transmission through to its destination, bu 

no guarantees. 


lying 
t with 


9.35. Write short note on IPv4. (R.GP.V., June 2011) 
Ans. The Internet Protocol version 4 (IPv4) is the delivery mechanism 


used by the TCP/IP protocols. Fig. 1.19 shows the position of IPv4 in the suite. 


Application | | = 
Layer 


Transport || 
Layer |7 


Network f 
Layer aE ea 

Delt, ee 

Data Link j —— - 

Layer |: Underlying LAN or WAN 


Physical | sey Technology 


Ka 
Layer o 


Fig. 1.19 Position of IPv4 in TCPAP Protocol Suite 
If reliability is important, IPv4 must be 
such as TCP. An example of a more common! 
service is the post office. The post office does its best to deliver the mail but 
does not always succeed. If an unregistered letter is lost, it is up to the sender 
or would-be recipient to discover the loss and rectify the problem. The post 
office itself does not keep track of every letter and cannot notify a sender of 
loss or damage, 


paired with a reliable protocol 
y understood best-effort delivery 


IPv4 is also a connectionless protocol for a packet-switching network 
ae = datagram approach. This means that each datagram is handled 
This im a and each datagram can follow a different route to the destination. 
could H cs that datagrams sent by the same source to the same destination 


ate Trive out of order. Also, some could be lost or corrupted during 
‘sslon. Again, IPv4 relies on a higher-level protocol to take care of all 


- 
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0.36. What are the limitations of I1py4 > 
Ans. IPv4 has following limitations — 


(i) It has limited number of IP addresses 


de : ; id encryption or decryption 
(iii) Inefficient use of options and IP addresses 
(iv) Inefficient provisions for routing 


(v) Inadequate delay and resource reservation strategics for real 
time audio and video transmission. 


0.37. Explain in brief about Internet protocol version 4. 


Ans. The data stack received or sent to network layer and IP header 
fields of n (total number of header words) words are involved by IP packet. 
The extension will be performed when necessary actions and using data stack 
from or for transport layer. When a packet sents data, internet layer protocol 
(IP) can be returned is a process. The transmission can be defined as the 
unacknowledged data flow. When using IP protocol, the Internet layer receives 
on transfer data from transport layer to the receiver’s end. PDU has maximum 
limit 2!6 byte and PDU,p = 1 packet. When using IP packet, PDU p is the 
maximum data unit which can sent or receive at the layer. In fig. 1.20, IP data 
stack comprises of IP header and at Internet layer, the data stack received or 
sent. IP header fields 160 bits are consisted by IP packet. When necessary, the 
extended header constains (n — 5) words, plus data stack of Jen words from 
or for the transport layer. 

20-65, 536 bytes 
20-60 bytes 


Tie a ae] 


Total Length 
16 bits 
Fragmentation Offset 
13 bits 


Header Checksum 
16 bits 


First Byte Number in 16 bits 
Sequence the Stream 
Time to Live 
8 bits 


ee 
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ee 
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Fig. 1.20 IPv4 Datagram Format 
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A datagram is a variable-length packet consisting of two parts ~ header and 
gata. ‘The header is 20 to 60 bytes in length and contains information essential to 
routing and delivery. It is customary in TCP/IP to show the header in 4-byte sections. 

Version (VER) — This 4-bit field defines the version of the IPv4 protocol. 
Currently the version is 4. The IPv4 software running in the processing machine 
that the datagram has the format of version 4. All fields must be interpreted as 
specified in the fourth version of the protocol. 


Header Length (HLEN) — This 4-bit field defines the total length of the 
datagram header in 4-byte words. This field is needed because the length of the 
header is variable (between 20 and 60 bytes). When there are no options, the 
header length is 20 bytes and the value of this field is 5(5 x 4 = 20) when the 
option field is at its maximum size, the value of this field is 15(15 x 4 = 60). 


Services — IETF has changed the interpretation and name of this 8-bit 


field. This field, previously called service type, is now called differentiated 
services we show both interpretation in fig. 1.21. 


D : Minimize delay R : Maximize reliability 
T: Maximize throughput C : Minimize cost 


Precedence TOS bits 


Service Type Differentiated Services 


Fig. 1.21 Service Type or Differentiated Services 


(i) Service Type — \n this interpretation, the first 3 bits are called 


precedence bits. The next 4 bits are called type of service (TOS) bits, and the 
last bit is not used. 


Precedence is a 3-bit subfield ranging from 0(000 in binary) to 7(111 in binary). 
The precedence defines the priority of the datagram in issues such as congestion. 

TOS (Type of Service) bits is a 4-bit subfield with each bit having a 
special meaning. Although a bit can be either 0 or 1, one and only one of the 
bits can have the value of 1 in each datagram. The bit patterns and their 


interpretations are given in table 1.1. With only 1 bit set at a time, we can have 
five different types of services. 


Table 1.1 Type of Service 


TOS Bits- 


Description 


Normal (default) 
Minimize cost 
Maximize reliability 
Maximize throughput 
Minimize delay 
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(ii) Differentiated Services — 
subfield and the last 2 bits are not used. 
two different ways — 


The first 
6 bits mak 
The Codepoj Make up the codepoint 
Mt subfield can be used in 
(a) When the 3 rightmost bits are Os, 4 
interpreted the same as the precedence bits in the SN 
In other words, it is compatible with the old interpretation 


1e 3 leftmost bits are 


1ce type interpretation. 


(b) When the 3 rightmost bits are not all Os, the 6 bits define 6 4 
services based on the priority assignment by the Internet or local authorities 
according to table 1.2. The first category contains 32 service types; the second 
and the third each contains 16 service types. 


Table 1.2 Values for Codepoints 


1 XXXXX0 Internet 
2 XXXX11 Local 
3 XXXX01 Temporary or experimental 


0.38. Explain the functions of the three flags in the IPv4 header. 
(R.GP.V., Dec. 2012) 


Ans. The three bits are known as flag bits of which two are currently 
used. The first, known as the don’t fragment or D bit, is intended for use by 
intermediate gateways. A set D bit indicates that a network should be chosen 
that can handle the datagram as a single entity rather than as multiple smaller 
datagrams — known as fragments. Hence if the destination host is connected 
to that network (or subnet) it will receive the user data in a single datagram or 
not at all. The transmit delay of the user data can therefore be more accurately 
quantified. This bit may be useful if it is known that the destination does not 
have the capability to reassemble fragments. However, if this bit is set, the 
datagram will be discarded if it exceeds the maximum size of an enroute 
network. Therefore, if the bit is set, it may be advisable to use source routing 
to avoid networks with small maximum packet size. 


The second flag bit, known as more fragments or M bit, is used during 
the assembly procedure associated with user data transfers involving multiple 
datagrams. 


0.39. How is the IPv4 header checksum calculated ? (R.GP. V, Dec. 2012) 


Ans. Checksum is the primary means of errors detection used by protocols 
in the TCP/IP protocol suite. The checksum provides error checking on the IP 
header only. The IP header checksum is calculated on the number of bytes 
specified in the header length field. However, the receiver performs the 
checksum calculation on the entire header, including the checksum. 
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TI calculation of checksum at the sending side is done as follows — 
ne 


(i) The checksum is made all Os. , 
(ii) The datagram is divided into k groups of n bits each, where n 1s 


(iii) The 16-bit groups are added together using one’s complement 
., which produces an n-bit sum. 
(iv) The sum is complemented and placed in the checksum field. 
The calculation of checksum at the receiving side is done as follows — 
(i) The received datagram is divided into k groups of n bits each. 
(ii) The groups are added together. 
(iii) The sum is 1s complemented. 
(iv) If the result is all Os, the packet is assumed to be error free; 


otherwise, the packet is rejected. 


0.40. Define IPv6. 

Ans. IPv6, also known as IPng (IP next generation), uses 128-bit (16 
byte) addresses, versus the 32-bit (4-byte) addresses currently used in version 
4. Ipv6 can nearby accommodate a larger number of user. In version 6, the 
packet format has been simplified, yet at the same time it is more flexible to 
allow for the future addition of features. The new version support authentication, 
data integrity, and confidentiality at the network layer. It is designed to handle 
the transmission of real-time data such as audio and video, and can carry data 
from other protocols. [Png can also handle congestion and route discovery 
better than the current version. 


O41. List out various advance features of IPv6 as compared to IPv4. 
ii (R.GP.V., June 2010) 


Ans. The major features (changes) introduced by IPv6 can be grouped 
into seven categories — 


(i) Larger Addresses — The new address size is the most noticeable 
change. IPv6 quadruples the size of an IPv4 from 32 to 128 bits. 


(ii) Extended Address Hierarchy — IPv6 uses the larger address 
space to create additional levels of addressing hierarchy. 


(iii) Flexible Header Format — \Pv6 uses an entirely new and 


peompatible datagram format. Unlike the IPv4 fixed-format header, IPv6 
efines a set of optional headers. 


(iv) Improved Options — Like IPv4, IPv6 allows a datagram to include 


Opti f . : 4 : a 
N control information. IPv6 includes new options that provide additional 
“cilities not available in IPv4. 
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(ii) Differentiated Services — The first 6 bits 
subfield and the last 2 bits are not used. The codepoint a UP the Sodeswixt 
two different ways — teld can be T 
(a) When the 3 rightmost bits are Os, the 3 lef l 
interpreted the same as the precedence bits in the service type hen bits are 
In other words, it is compatible with the old interpretation merPretation, 

(b) When the 3 rightmost bits are not all 0s, the 6 bi 
services based on the priority assignment by the Internet Pits define 64 


$ or local Sa 
according to table 1.2. The first category contains 32 service ate oS 
and the third each contains 16 service types. he second 


Table 1.2 Values for Codepoints 


Assigning A uthority 


1 XXXXX0 Internet 
2 XXXXI1 Local 
3 XXXX01 


Temporary or experimental 
0.38. Explain the functions of the three flags in the IPv4 header. 


(R.GP.V., Dec. 2012) 
Ans. The three bits are known as flag bits of which two are currently 


used. The first, known as the don’t fragment or D bit, is intended for use by 
intermediate gateways. A set D bit indicates that a network should be chosen 
that can handle the datagram as a single entity rather than as multiple smaller 
datagrams — known as fragments. Hence if the destination host is connected 
to that network (or subnet) it will receive the user data in a single datagram or 
not at all. The transmit delay of the user data can therefore be more accurately 
quantified. This bit may be useful if it is known that the destination does not 
have the capability to reassemble fragments. However, if this bit is set, the 
datagram will be discarded if it exceeds the maximum size of an enroute 


network. Therefore, if the bit is set, it may be advisable to use source routing 
to avoid networks with small maximum packet size. 


The second flag bit, known as more fragments or M bit, is used during 


the assembly procedure associated with user data transfers involving multiple 
datagrams. 


0.39. How is the IPv4 header checksum calculated ? (R.GP.V., Dec. 2012) 


Ans. Checksum is the primary means of errors detection used by protocols 
in the TCP/IP protocol suite. The checksum provides error checking on the IP 
header only. The IP header checksum is calculated on the number of bytes 
specified in the header length field. However, the receiver Pet the 
checksum calculation on the entire header, including the checksum. 
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The calculation of checksum at the sending side is done as follows — 
(i) The checksum is made all Os. 


(ii) The datagram is divided into k groups of n bits each, where n is 
ysually 16. 


(iii) The 16-bit groups are added together using one’s complement 
arithmetic, which produces an n-bit sum. 
(iv) The sum is complemented and placed in the checksum field. 
The calculation of checksum at the receiving side is done as follows — 


(i) The received datagram is divided into k groups of n bits each. 
(ii) The groups are added together. 
(iii) The sum is ls complemented. 


(iv) If the result is all Os, the packet is assumed to be error free; 
otherwise, the packet is rejected. 


9.40. Define IPv6. 


Ans. IPv6, also known as IPng (IP next generation), uses 128-bit (16 
byte) addresses, versus the 32-bit (4-byte) addresses currently used in version 
4. IPv6 can nearby accommodate a larger number of user. In version 6, the 
packet format has been simplified, yet at the same time it is more flexible to 
allow for the future addition of features. The new version support authentication, 
data integrity, and confidentiality at the network layer. It is designed to handle 
ihe transmission of real-time data such as audio and video, and can carry data 


from other protocols. IPng can also handle congestion and route discovery 
better than the current version. 


0.41. List. out various advance features of IPv6 as compared to IPv4. 


(R.GP.V., June 2010) 


Ans. The major features (changes) introduced by IPv6 can be grouped 
into seven categories — 


(i) Larger Addresses — The new address size is the most noticeable 
change. IPv6 quadruples the size of an IPv4 from 32 to 128 bits. 


(ii) Extended Address Hierarchy — IPv6 uses the larger address 
Space to create additional levels of addressing hierarchy. 


iii) Flexible Header Format — \Pv6 uses an entirely new and 


incompatible datagram format. Unlike the IPv4 fixed-format header, IPv6 
defines a set of optional headers. 


y (iv) Improved Options— Like IPv4, IPv6 allows a datagram to include 
Optional con 
facilities no 


trol information. IPv6 includes new options that provide additional 
tavailable in IPv4. 


e 
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(v) Provision for Protocol EB; 

change in IPv6 is a move from a mia at fully 
protocol that permit additional features. The dison 
to allow the IETF to adopt the protocol to chan 
hardware or to new applications. 


Perhaps the most vital 
Specifies all details to a 
capability has the potential 
ges in underlying network 


(vi) Support for Autoconfiguration and Renumbering — 1Pv6 
provides facilities that allow computers on an isolated network to assign 
themselves addresses and begin communicating without depending ona router 


or manual configuration. The protocol also includes a facility that permits a 
manager to renumber networks dynamically. 


(vii) Support for Resource Allocation — \Pv6 has two facilities that 
permit preallocation of network resources, a flow abstraction and a 
differentiated service specification. 


Q.42. Differentiate IPv4 and IPv6. 


(R.GP.V, Dec. 2009) 
Ans. Differences between IPv4 and IPv6 are given below — 


Source and destination addresses | Source and destination addresses 
are 32 bits (4 bytes) in length. are 128 bits (16 bytes) in length. 
IP e< support is optional. IP ec Support is required. 

IPv4 header does not identify IPv6 header contains flow label 
packet flow for QoS handling by | field, which identifies packet flow 
routers. for QoS handling by router. 
Both routers and the sending host | Only the sending hosts fragment 
fragment packets. packets; routers do not. 

Header includes a checksum. Header does not include a 
checksum. 

All optional data is moved to IPv6 
extension headers. 

Multicast neighbour solicitation 
message resolves IP addresses to 
link-layer addresses. 


Header includes options. 


Address resolution protocol (ARP) 
uses broadcast ARP request frames 
to resolve an IP address to a link- 
layer address. 

Internal Group Management 
Protocol (IGMP) manages 
membership in local subnet groups. 
ICMP router discover is used to 
determine the IPv4 address of the 
best default gateway and it is 
optional. 


Multicast listener discover (MLD) 
messages manage membership in 
. | local subnet groups. 

ICMPvé6 router solicitation and 
router advertisement messages 
are used to determine the IP 
address of the best default gate- 
way and they are required. 
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IPv6 uses a link-local scope all- 
nodes multicast addresses. 
Does not require manual confi- 
guration or DHCP. 
Uses host addresses (AAAA) reso- 
urce records in DNS to map host 
names to IPv6 addresses. 


Broadcast addresses are used to 
send traffic to all nodes on a subnet. 
Must be configured either manu- 
ally or through DHCP. 

Uses host address (A) resource 
records in domain name system 
(DNS) to map host names to IPv4 
addresses. 

Uses pointer (PTR) resource 
records in the IN-ADDR. ARPA 
DNS domain to map IPv4 
addresses to host names. 

Must support a 576 byte packet 
size (possibly fragmented). 


Uses pointer resource records, in 
the IP;. ARPA DNS domain to 
map IPv6 addresses to host names. 


Must support a 1280 byte packet 
size (without fragmentation). 


0.43. What is the general format of an IPv6 datagram ? Discuss its header. 


Ans. An IPv6 protocol data unit (known as packet) has the following 
gener form — 


0 or more j 


IPv6 Header] Extension Header | $ + + | Extension teaser | Transport-level PDU 


Fig. 1.22 


The only header that is required is referred to simply as the IPv6 header. 


This is of fixed size with a length of 40 octets, compared to 20 octets for the 
mandatory portion of the IPv4 headers. 


The IPv6 header has a fixed length of 40 octets, consisting of the following 
fields (see fig. 1.23). 


8 16 
I "oo 
| Priority | == Label A 
coc Length |Next Header | er | Hop Limit = 
Source Address | 


É 


2 


Fig. 1.23 IPv6 Header 


10 x 32 bits = 40 octets 


er 


Khoa 
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() Version (4 bits) ~ This fold telly the Ip sofware inita 
processing machino that the datagram has the format of Vernion 6, 
(i) Priority (4 blis) = Tho 4-bit priority fich 
tho packet with respect to traffic congestion, 
(dll) Flow Label (24 bits) =~ May be ined by a hont to label those 
packets for which it is requesting special handling by routera within a network. 
(iv) Payload Length (16 bits) — Length of the remainder of the 
IPv6 packet following the header, in octets. This in the total length of all of the 
extension headers plus the transport-level PDU, 


(v) Next Header (8 bits) 
following the IPv6 header, 


(vl) Source Address (128 bits) = The address of the originator of the packet, 

(vil) Hop Limit (8 bits) — The remaining number of allowab 
for this packet, The hop limit is set to some desired maxir 
source and decremented by | by each node that forwards 

(vill) Destination Addresses (128 bits) = Th 


recipient of the packet. This may not in fact be the inte 
if a routing header is present, 


I defines the priority of 


~ Identifies the type of header immediately 


le hops 
num value by the 
the packet, 

e address of the intended 
nded ultimate destination 


°Q.44, Explain with example IP addressing in IoT. (R.GPV., May 201 8) 

Ans, For addresses, the designers of TCP/IP choose, a scheme 
to physical network addressing in which each host on the Internet i 
as 32-bit integer address called its Intern 


et address or IP address. 
It isa unique number helps to identify cach and every computer on Internet. 
IP addresses are in the format XXX.XXX.XXX.XXX, Where each xxx is a number 


from 0 to 255, IP address is an identifier for a particular machine on a particular 


network, IP addresses are also referred to as IP numbers and Internet addresses, 
IP address consists of four sections separated by periods and each section has 
numbers from 0 to 255, These sections show machine itself or host both and 
the network that the host is on 


The network portion of IP address is allocat 
the authority of IANA (Internet Ass 
assign the host portion of IP 
Which sections of IP addre 
machine depend on the cla 


analogous 
s assigned 


ed to ISPs by interNIC, under 
igned Numbers Authority). Then ISPs 
address to the machines on networks they operate. 
ss show the network and which sections show the 
ss of IP address, that is assigned to the network. 

There are five classes of IP addresses — Class A, Class B, Class C, Class 
D, and Class E. The classes correspond either to the size of network (i.e., 


number of hosts that the network can support) or are reserved of specific 
purposes, such as multicasting and experimentation. 
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Je of class A, class B and class C IP addresses are compared as — 
he Claas A 202.0.0.0 
Class B 127,54.0.0 
Class Cc 234.154.222.0 


bold numbers represent the network and the normal numbers 
r on the network. Thus, the network of Class A can support 
escnt nos 


tg more hosts than the network of Class C. 


many lass D is reserved for multicast addresses. Multicasting allows copies 
Class : 


am to passed to a select group of hosts rather than to an individual 
ofa on E addresses are reserved for future use. 
host. Class E rnet address consists of four bytes (32 bits), defining three 
sar ios netid, and hostid. These parts are of varying lengths, 
fields j the class of the address (see fig. 1.24). 
dep The different classes are designed - 
to cover the needs of different types of Type 
anizations. For example, class A Netid Hostid 
Te sses are numerically the lowest. 
A E, only one byte to identify class Fig. 1.24 Internet Address 
i SAA netid, and leave three bytes available for hostid numbers. This division 
peg that class A networks can accommodate for more hosts than can class 
B or class C network which provide two-and one-byte hostid fields, 


respectively. Currently both class A and class B are full and addresses are 
available in class C only. 


Fig. 1.25 shows the form of each IP address class. 


i Byte 1 ‘ Byte 2 


1 
1 1 t a i 
om fe [ee 


Netid 


A Byte 3 


i Byte 4 


Class B 


Class C 


Multicast Address 


Reserved for Future Use 


Fig. 1.25 Five Forms of Internet (IP) Address 
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Now-a-days, classless inter-domain routin 
Class C 198,136.50.0/3 means class C assigne 


g (CIDR) scheme 


d three IP addresse 
routing by 3 public domain servers. For the same domain nam 


is emplo è 
S for ine 


e, the System 
administrator at a company assigns servers for each of the three Ip add 
There are two types of IP address - 


esses, 
(i) Static IP address (ii) Dynamic IP address, 


(i) Static IP Address- Static IP address is alloted by internet se 
provider. The service provider can give individual IP address, Service 
can give a class C network address comprising of a group of 254 Jp 


When device and router 
are connected, the router and device both employ DHCP. At every instance 
DHCP allocates an IP address to the device, This address can be referred to wg 


dynamic IP address, When device and router are disconnected then, the dynamic 
IP address is lost and when device and rout 


er are reconnected then DHCp 
allocates new IP address to that device, 


TVice 
Provider 
address, 


Q.45. What is IP addressing ? Why 
concept of loT ? 


Ans. IP Addressing - Refer to Q.44. 

Version 6 (1Pv6) permits for a huge increase in the number IP addresses, 
With IPv4, the maximum number of unique addresses, 4,2 billion, is not enough 
to provide even one address for each o 


f the 7.3 billion people on Earth, IPv6, in 
Contrast, will accommodate over 1038 addresses — more thana trillion per person, 


It is highly likely that to accommodate the anticipated growth in the 
numbers of Internet- 


connected objects, IPv6 will have to be implemented 
broadly, It has been available since 1999 but was not formally launched until 
2012, In most countries, fewer than 10% of IP addresses were in IPV6 as of 
September 2015, Adoption is highest in some European countries and in the 
United States, where adoption has doubled in the past year to about 20%. 
Globally, adoption has doubled annually since 2011, to about 7% of addresses 
in mid-2015, While growth in adoption is expected to continue, it is not yet 
clear whether the rate of growth will be sufficient to accommodate the expected 
growth in the loT. That will depend on a number of factors, including 
replacement of some older systems and applications that cannot handle IPv6 


addresses, resolution of security issues associated with the transition, and 
availability of sufficient resources for deployment. 


IPvó are required to implement the 
(R.GRY,, May 2019) 


Efforts to transition federal systems to IPv6 began more than aaa 
ago. According to estimates by NIST, adoption for public-facing services has 


much greater within the federal government than within industry or 
peen mia. However, adoption varies substantially among 

i ggt that federal adoption plateaued in 2012, Da 
i report on domains that are not public-facing, and it is not clear whether 
BE ion of IPv6 by federal agencies will affect thej 

a 


applications. 


~Q.46. Write short note on DNS 


Ce r D te ee | 


nT af Phlana AM Gam) 
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agencies, and some 
ta Were not available 


r deployment of loT 


in the Internet. (R.GPV,, June 2010) 
Or 


Write short note on DNS. (R.GRY, June 2011, 2013, 2014) 
Or 


What is the utility of DNS ? (R.GPY, June 2015) 
Ans. The essence of DNS is the invention of a hierarchical, domaine 


d naming scheme and a distributed database system for implementing the 
ae scheme. The primary use of DNS is for mapping host names and e- 
a destinations to IP addresses but can also be used for other purposes, 

m 


The DNS is a distributed database. It is used by TCP/IP application. We 


e the term distributed because no single site on the Internet knows all the 
F iition, Each site maintains its own database of information and runs a 
E program that other system across the Internet (clients) can query, The 


DNS provides the protocols that allow client and server to communicate with 
each other. 


On Unix hosts the resolver is accessed primarily through two library 


functions, gethostbyname(3) and gethostbyaddr(3), which are linked with the 
application when the application is built. The first takes a hostname and returns 
an IP address, and the second takes an IP and looks up a hostname, The 
resolver contacts one or more name servers to do the mapping. 


The resolver is normally the part of the application. It is not part of the 


operating system kernel as are the TCP/IP protocols. 


RFC 1034 specifies the concept and facilities provided by DNS, and RFC 


1035 details the implementations and specification. 


0.47. Define the following terms with respect to IoT - 

(i) IP addressing (i) DNS ean 

(iii) Static IP address (iv) Dynamic IP a — vemo 
Ans. (i) IP Addressing — Refer to Q.44. 

(ii) DNS — Refer to Q.46. 

(iii) Static IP Address — Refer to Q.44 (i). 

(iv) Dynamic IP Address — Refer to Q.44 (ii). 


Se I EE 
——————— 
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Q.48. Discuss IPv6 addresses. 


Ans. Like an IPv4 address, an IPV6 address uniqucly identifies a com 
on the Internet. However, the IPv6 addressing scheme differs from the poe 
addressing scheme in many ways, as described below. v4 


The fundamental difference between IPv6 addressing and IPv4 add 
is the address length. Whereas IPv4 works with 32-bit IP addresse 
uses 128-bit IP addresses, making the address space extremely large, 


Like IPv4, IPv6 also defines an addressing format that Consists of à 
network id and a host id. However, inlike IPv4, IPv6 does not define i 
classes. Thus, it is not possible to determine how many bits are reserved r 
the network id portion, and how many bits are reserved for 


the host id portion 
by looking at the IP address anymore. Thus, an additional prefix length is 
needed to know this fact. 


Furthermore, IPv6 defines three types of addresses unicast, 
multicast. A unicast address defines a single computer. The pac 
unicast address must be delivered to that specific computer. 


ressing 
S, IPv6 


anycast, and 
ket sent to a 


A multicast address defines a 
share the same prefix and may or 


network. A packet sent to a multic 
of the set. 


group of computers that May Or may not 
may not be connected to the same physical 
ast address must be delivered to each member 


Since IPv6 addresses can be very long to read or write, the dotted decimal 


notation used in IPv4 is not used here. Instead, a new hexadecimal colon 
notation is used to write IPv6 addresses. In this notation, 128 bits are divided 
into eight sections, each 2 b 


ytes in length. Two bytes in hexadecimal need 
four hexadecimal digits. Th 


erefore, the address consist of 32 hexadecimal 
digits, with every four digits separated by a colon. 


Example of such a notation is an address 68DC : 7764 : FFFF : FFFF : 0 
: 1267 : 8COA : FFFF. 


Further optimizations of the IPv6 addressing are possible one of them is 
to drop leading zeroes. Suppose that a portion of an IPv6 address is OOF6 : 


0089. Then, it is written as F6 : 89. Another optimization is to replace an 


address portion containing zero with another colon. Thus, if an address is 
65CB : 0: 1356, we can write it as 65CB : 1356. 


also: 
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0.49. What is the use of IPv6 in IoT ? Explain its Power and conclusion 


(R.GP.V., Novy, 2019) 
A 15: The uses of IPv6 in IoT are as follows - 
ns. 


(i) Scalability — IPv6 provides a highly scalab 


le address scheme 
9128 unique addresses representing 3.4 x 1038 


addresses. 

ith 

i (ii) Enabling the Extension of the Internet and the Web of Things- 
6 nables the extension of the Internet to any device and service. 

JPvo € 


ements have demonstrated the successful use of IPv6 addresses to 
aa deployments of sensors in smart buildings, smart cities and even 
large 
cattle. : ; 
(iii) IPv6 Version Available for Low-power Devices — The use of 
for IoT applications has been investigated for many years. One of the 
IPv6 x: es from research in this area is a compressed version of IPv6 for 
main SIE ices namely IPv6 over low power wireless personal area 
low Bet 6 oWPAN). It is a simple and efficient mechanism that allows to 
eee IPv6 address size for constrained devices, while enabling border 
es to translate these compressed addresses into regular IPv6 addresses. 
T0 


(iv) Multicast and Anycast— With IPv6, the use of multicast is much 

risk-free thanks to the way of creating the addresses for destinations 

ane ‘In fact, IPv6 defines several multicast addresses (i.e., FFO1 :: 1) for 
ts Internet auto configuration procedures. 


IP multicast is particularly useful in the loT names 2 A EA 
deployments, it allows to distribute one command or eer me 
devices directly or indirectly on the Wireless Area Networ 7 _ 

Anycast allows to verify if devices or other resources are a eile 
network. This provides a convenient mechanism for ee ioe 
directory and resource depositery entities. It makes the use o ae 
much easier, thus improving the resilience of the system. a aes 
useful in local and sensor networks. It may be used for lo 
Tepositories, security servers and multi-homed gateways. 


(v) Mobility — \Pv6 provides strong features and solutions to ee 
mobility of both end-nodes, and routing nodes (and thus, for resour 
agents in IoT applications). 
i ity limitations of IPv4, new features 
vi) Security —To overcome security os 
have NS ae Among the features that support or improve se ty 
which can be mentioned are — , 
(a) Introduction of IPSec, designed for IPv6 due to restoration 
of end to end connectivity. 
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(b) Mandatory use of IPsec for Mobile IP 
routability, V6 to secure the retry 


(c) Large addressing space. 
(d) Neighbor discovery. 


(vii) Improving Routing — 1Pv6 provides end to 

. SK, . -to-e me 

with a ie distributed routing mechanism. The IP v6 protocol nae g 
more efficient and hierarchical by reducing the size „SS TOutin 

tables. j and comp lexity of routing 


(viti) StateLess Address AutoConfiguration (SLAAC 


an address self-configuration mechanism (stateless an IPv6 Provides 
can define their addresses in very aut m 


). The nod 
ddre onomous manner. = 
prefix of the local link in its router advertisements, A tost eiaa ese the 
IP address by appending its link-layer (MAC) address, converted oa ee 
Universal Identifier (EUI) 64-bit format, to the 64 bits of the local ring 

prefix, 


Q.1. What are sensors ? 


Ans. A sensor is an electronic device connected in an electronic circuit, 
which senses a physical or real environment. A change in the specific physical 
condition or environment, causes a measurable change in a characteristic circuit 
parameter, which is sensed by a sensor. The sensor sends signals to an electronic 
circuit, which is connected to a microcontroller or computing device through 
a serial port interface. 

Q.2. What is sensor technology ? 


Ans. A technique used for designing sensors and associated circuits, devices 
and electronic readers is known as sensor technology. A change in physical 
parameters like pressure, light, type of metal, temperature, smoke, proximity 
to an object can be sensed by a sensor. Acceleration, orientation, location, 
vibrations, or smell, organic vapours or gases can also be sensed by sensors. 
Physical energy like heat, strain, sound, pressure, vibrations and motion are 
converted into electrical energy by a sensor. An electronic circuit connecting 
the input and the sensor, also receives the output of the sensor. A smart sensor 
besides having electronic circuit also has computing and communication ability. 
Variations in the parameters like currents, voltages, phase angles or frequencies 
provide energy to the electronic circuits. These variations are measured by 


analog sensors with reference to a normal or reference condition to determine 
the value of the sensed parameter. 


Q.3. Explain the concept of sensor node architecture. 


Ans. A sensor network is made up of the following parts, namely a set of 
Sensor nodes which are distributed in a sensor field, a sink which communicates 
with the task manager via Internet interfacing with users. A set of sensor 
Nodes is the basic component of a sensor network. A sensor node is composed 


res ee 
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of four basic components as shown in fig. 2.1. They are a Sensing unit 
processing unit, a communication unit and a power unit, a 


Sensing Unit Processing Unit 


PE ee Pertti 


Fig. 2.1 The Components of a Sensor Node 
Sensing units are usually made up of application specific Sensors and 
ADCs (analog to digital converters), which di gi 


talize the analog Signals produce d 
by the sensors when they sensed a particular phenomenon. In some Cases, an 
actuator is also needed. ; 


Communication Unit 


Obviously sensors play a key role in a sensor network whic 
front end connecting our physical world to the computational 
Internet. Although MEMS technology has been making steady 
past decades, there is still large space for the further development of smart 
front end sensors. Among them, various chemical and biochemical sensors 
remain one of the most challenging sensor groups to be explored and developed, 
e.g. sensors to detect toxic or explosive trace in public areas, sensors for 
diagnostic analysis and sensors used under extreme conditions. New sensing 
Bune les new sensing material and new sensor design need to be invented and 
adopted. 


h are the very 
world and the 
progress in the 


The processing unit is usually associated with an embedded operating 
system, a microcontroller and a storage part. It manages data acquisition, 
analyzes the raw sensing data and formulates answers to specific user requests. 


It also controls the communication and performs a wide variety of application 
specified tasks. Energy and cost are two k 


ey constraints for processing 
components. Nodes may have different types of processors for certain specific 
tasks. For example, a video sensor node may need a more powerful processor 
to run than acommon temperature sensor. A small embedded operation system 
such as Berkeley’s TinyOS is another key issue for an embedded system. 
Besides the basic ability for process ma 


i nagement and resource management, 
it may also possess the Capability for soft 


ware tailor and real time management, 


the ability to provide support for embedded middleware, network protocols 
and embedded database. 


The transceiver connects the sensor node to the network. Usually each 
of the sensor nodes has the capability to transmit data to and receive data from 
another node and the sink. The latter may further communicate with the task 
manager via Internet (or Satellite) and information reaches the end user, A 
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eiver is the most power-consuming component of the node. Thus the 

iranse of multi-hop communications and complex power saving modes of 

S on e.g. having multiple different sleep states, is crucial in this content. 
oper , 


The power unit delivers power to all the working parts of the node. Because 
limited capacity of the power unit, e.g. the limited lifetime of a battery, 
of the sJopment of the power unit itself and the design of a power saving 
the oa eae of the sensor network remain some of the most important 
Se ical issues. For some applications, a solar battery may be used. 
tec 


Additionally, a sensor node may have application dependent functional 
punits such as a location finder, a mobilizer, a power generator and other 
su 


cial-purpose sensors. The nature or number of such subunits may vary, 
e š . . 
pending on the application needs. 


0.4. What are the challenges of sensor node ? 
Ans. The challenges of sensor node are as follows — 


(i) Sensor node relies only on battery and it cannot be recharged or 
replaced. Hardware design for sensor node should also be considered. 


(ii) Achieving synchronization between nodes is also another issue. 


(iii) Node failure, topology changes, adding of nodes and deletion of 
nodes is another challenging issue in sensor node. 


(iv) It comes under fewer infrastructures and also maintenance is 
very difficult. 


Q.5. What are the features of sensor ? 


Ans. The features of sensor are as follows — 


(1) It is only sensitive to the measured property (e.g., a temperature 
Sensor senses the ambient temperature of a room). 


(ii) Sensor is insensitive to any other property likely to be encountered 


in its application (e.g., a temperature sensor does not bother about light or 
Pressure while sensing the temperature). 


(iii) Sensor does not influence the measured property (e.g., measuring 
the temperature does not reduce or increase the temperature). 


Q.6. What do you mean by sensor resolution ? 


Ans, The resolution of the sensor is basically defined as the smallest 
Change that it can detect in the quantity that is being measured. The resolution 
ofa sensor with a digital output is usually the smallest resolution of the digital 


Output it is capable of processing. A sensor’s accuracy does not depend upon 
its resolution, 
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oT SENSOR CLASSES ANALOG, DIGITAL Stace == 
"VECTOR SENSORS SENSOR TYPES, BIAS DRY | 
~ HYSTERESIS ERROR, QUANTIZATION ERROR ` 


Q.7. Name different sensor classes. 


Ans, Various sensor classes 
are shown in fig, 2.2. The sensor 
classes can be classified into two 
types based on output and data 
types. On the basis of output they 
can be divided as analog sensor 
and digital sensor. On the basis 
of data types they can be divided 
as scalar sensor and vector/ 
multimedia sensor. 


Based on 
Output 


Fig. 2.2 Sensor Classes 
Q.8. How an analog sensor works ? 


Ans. An analog sensor consists of a sensing component and associated 


electronic analog circuit. Depending upon the change in the physical environmental 
parameters like temperature, strain, pressure, force 


nel , flex, magnetic field, or 
proximity, 


analog sensors generates the analog outputs. Resistance of sensing 
component of these sensors varies with the surrounding pressure or strain or 
magnetic field or humidity. For example, the resistance of a pressure sensor 
increases with the pressure which creates a strain on the sensor. 


The analog output from a sensor circuit is given as input to a signal 
conditioning-cum-amplifying circuit (SC). The output of SC is inputted to an 
analog-to-digital converter (ADC).The ADC gives a digital output which can 
be read by a microcontroller, The microcontroller after performing computation, 


gives the value of the sensed parameter and shows the physical situation around 
the sensor. 


Q.9. Write a short note on digital sensors. 


Ans, Digital sensors use a special electronic circuit, which gives digital 
output 1 or 0 (on-off state) or output of 1s and Os as a binary number 
(corresponding to a set of on-off states), In a microcontroller, the output | or 
0 is read by a port. Digital sensors are used for sensing a sudden change in 
specific physical state or condition or in a specific set of physical states, 


The concept of digital output of on-off state found application in multiple 
conditions detection, such as for sensing of presence of traffic on a street and 
sensing the presence of organic vapours or gas leakage or fire, etc, 
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Q. 10. How temperature can be measured usi 


ng resistance sensor ? 
Ans. Two standard temperature points i.e, 0°C and 100° 

ture measurements, For vari C are first fixed 
for tempera ; various values of the sensing component 
resistance Rasa function of the temperature T (in °C), an equation or table is 
prepared: The equation is used when changes are linearly related to the variation 
inthe physical environment. The table 1s used when changes are non-linearly 
related to the variation in the physical environment, A simple electronic circuit 
for measurement of temperature of oil or coolant Plate in an loT device using 
resistance bridge is shown in fig. 2.3. Tt uses the sensing component at the 
sensed object. At any measuring instance, the 


; associated computing device 
calculates the temperature. The resistance brid 


ge consists of a sensing resistor 
at the sensing object and three fixed or standard resistors. The microcontroller 


with the help of a serial port is connected to the Sub-circuits, viz. serial port 
interface, analog-to-digital converter (ADC), signa! conditioning amplifier, 
resistance bridge, and sensor resistance outputs A and B. 


A] Serial port interface, Analog-to- 
| | digital converter, Signal conditioning |} 
B| amplifier and Resistance bridge 


Sensor 


Micro- 
Resistance 


controller 


IC-based 
Temperature 
Transducer 


Thermistor 


Fig. 2.3 Temperature Calculation using Resistance Sensor 


In an alternative arrangement, circuit is connected to a thermistor output 
at A' and B' or IC-based temperature transducer at A" and B". The IC-based 


temperature transducer induces current in the output according to heat energy 
represented by temperature. 


The output of resistance bridge circuit, act as input to the microcontroller, 
which after appropriate computation communicates the output. 


0.11. Discuss the working of a capacitive sensor. 


Ans, In fig. 2.4, a circuit using a capacitance bridge is shown, which is 
made of a sensing capacitor (object) and three fixed capacitors. The 
microcontroller electronic circuit with port is connected to sub-circuits VIZ., 
serial port interface, analog-to-digital converter, signal conditioning amplifier, 
capacitance bridge and diode 


Serial port interface, 
ADC, diode, Signal 
conditioning amplifier 


Sensor 
Capacitance 
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Let this sensor be used to check proximity ofa metal object. The capacitance, 
C of the sensing capacitor varies with the distance. This variation in Cis convey i 
to digital form by an ADC, which is then inputted to the microcontroller Tha 
microcontroller after computation, communicates this data. 3 


12. Discuss the use of sensors for measurement Of various 
isc 


Ans. Temperature — The most commonly used sensor for 
measurement is a thermistor which shows greater changes in resis 
narrow environment temperature range. A thermistor which shows Negative 
temperature coefficient i.e. with rise in temperature value a drop in the resistance 
is known as NTC. It is used in home automation or in sensing the clouds. The 
output of a thermistor, is fed to the serial port of microcontroller th 
circuit of SC amplifier and ADC. 

A thermistor for which resistance rises with the rise in temperature, i.e 
exhibits a positive temperature coefficient is known as PTC thermistor, Thin 
wires of platinum or other metallic alloys show this characteristic. PTC 
thermistors can be used for sensing temperature and measuring values Over a 
wide range of temperatures. 


The principle of a temperature sensor usin 


conditioning amplifier and ADC for generating 
discussed in Q.10. 


Parameters, 


temperature 
tance within 


NArough a 


g a resistance bridge, signal 
input to a microcontroller is 


Most of the temperature sensors have three terminals — one for ADC 
t, Vin and two + and — V terminals for 5 V (or 3.6 V) supply. 
Humidity — Humidity or relative hu 


It is the relative percentage ratio of content of water vapours in air compared 
to the i i 


inpu 


ch a capacitance bridge is replaced by a humidity 
sensor can be used for measurement of humidity. 

Most of the humidity sensors show output voltage proportional to RH%. 
The output of these sensors, Van Which is a function of RH% is directly 


given to ADC, and ADC output is given to the serial port interface at 
microcontroller for measurement of RH%. 


Distance — For measurement of distance of objects lying in the range of 
0.15 m to 0.8 m infrared (IR) sensors are useful. In these sensors a narrow 
beam IR LED sends radiation at an inclined angle towards the object and 
reflected radiation is received by a nearby phototransistor (FPT). The time 


pnd IE- 


m, 


i 
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cen transmitted and reflected signals, is 
hid sensor LED is given input supply at 
FPT circuitry generates output Vy, 
+. given as input to the ADC and AD 
t troller serial port to compute the 


proportional to the object 
+ and — potential terminals 
as a function of distance. V dis 
C output is given to the input of 
distance. IR sensors can only be 


r objects lying in the range of 0.15 to 0.8 m. Because above 0.8 m, the 
used o 


f reflector radiation be come insufficient to detect and below 0.15 

‘ ne delay is less than 1 ns, which cannot be measured. For long range 

the tim d_any obstacles nearby ultrasonic sensors can be used. The 
distances a have frequencies of the order of few kilocycles, and wave 
ultrasonic a 3 millisecond/m in air. Ultrasonic sensors found application in 
Í rea automation and detection of rail tracks and oil pipeline faults. 

“adu 


maj ductivity (reciprocal of resistance) increases exponentially with 
oi ae ceived light intensity. To measure incoming radiation intensity 
Uae T direction, a p-n junction photodiode can be used. The output 
fan AOE fed to the microcontroller through a SC amplifier and ADC. 
On aie ion — Commonly used sensor for detection of linear accelerations 
en al three axes x, y, z is a micro-electro-mechanical sensor 
pure Se tacatm ass moves in a direction, an MEMS moves. The mechanical 
CEE ales BMG causes variation in three capacitance values, Cy C and 
poemen: £ TIAR two plane surfaces which varies on acceleration along 
C,. The ieee the value of each C. Variations in the Se 
Sa ‘tion in the voltages of an electronic circuit, which gives measure of a,, a, 
A a,. Modern smart phones 
uses an accelerometer sensor, 
which rotates with the phone. 
Using this sensor, acceleration 
components in three directions 
can be detected and on the 
basis of that display screen 
image and menu items can be 
rotated and aligned hori- 
zontally on vertically. An 
accelerometer can also detect 
up/down, left/right and front/ ee. 
back accelerations given by Fig. 2.5 Measuring Three « cc 
the user during playing games Components using 
on the phone. An accelerometer Accelerometer Sensor 
Circuit is shown in fig. 2.5. 


Microcontroller 


Component 
x,y or Z Select |7 


Acceleration 
siya ES 
Component |_,} 


Sensor 


vt v- 


or due to acci 
S 3 0 ac 
ystem of mobile takes action ac cidental fall of device moa USC initi 


cording| 
0.13. What á 
on are th 
dinlen} te uses of an analog sensor ? What a 
re the USes 
ofa 


Ans, Sen: 
Sors are of two types, analog and digit bes May 2018) 


temperatu ? 
re, humidi ; al 
magnetic object Ae angular e ae pi can sense 
, Motion, sound » Object di 
, etc. Istance 


type of flavours remaining a rf as, sense the number of chocol 
fill service and s S and communicate that ales of each 
ense unoccupied parking slots at number to chocolate 


Also refer Q.12, 


0.14. Explain in brief about - 


(i) Serial port i 
fe Port interface (ii ; 
(iii) Sampling we e (ii) Analog-to-digital converter 


(iv) Signal conditioni 

on j 

fs Ans. (i) Serial Port Interface —- ADC 8 ae. 
interface which sends input to the serial a 


of serial port interface has only two termi 


0 or 12 bit output is input to 


port of mi 
ae Icrocontroller. The output 


ii -to-digi 
(ii) Analog-to-digital Converter - The analog output of a si 
a signal 


conditioning ny lifier 1S 11 pu eC to the AL C as The decimal alue 0 
in’ f 


digital output 
put of ADC related to V, is in the form of binary bits at the i 
input. 


The decimal v i 
alue of binary bits i i 
IS proportio ; 3 
voltage V,, and reference voltage V A portional to the ratio of analog input 
Te) 


The output of tee 
rieRScontoler ma oe utted to the microcontroller. Alternative! 
The digital output / consists of an in-circuit ADC or multiple inputs ADE, 
gi put of the in-circuit ADC is processed by the nilensepateler: 


For example, the digital output of an 8 bits [2" - 1 = 2554] ADC will be 
= Vix 255 iV 
Since Vp is the maximum init bh can be applied 
rT e applied to t 
therefore maximum digital output will be 11111111, i.e. 255, a ai 


(iii) Sampling ADC - When ADC input si 

a accepts input signals at fixed 
periodic intervals and converts them into digital outputs, the process is known 
as sampling ADC. Ir sampling the interval is set on the basis of signal frequency 
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la Sampling ADC finds many applications, e.g. durin 
ice of SONG recording, the sampling ADC receives signals from r 
for the recording sensor. c 


(iv) Signal Conditioning Amplifier - An SC amplifier, amplifies the 
d conditions the minimum [V;, (min)] and maximum [V._ (max)} 
nsed physical parameter, So that they become equal to OV and 


s 
we ese of the output of SC. 
re 


Q15. Give use of scalar sensors. 

Scalar sensors produce output signal or voltage which is generally 
-nal to the magnitude of the quantity being measured. Physical quantities 
rature, colour, pressure, strain, etc. are all scalar quantities as 
gnitude is sufficient to convey an information. 


For example, the temperature of a room can be measured using a 
thermometer OF thermocouple, which responds to temperature changes 
irrespective of the orientation of the sensor or its direction. 


0.16. Give use of vector sensors. 
Ans. Vector sensors produce output signal or voltage which is generally 
proportional to the magnitude, direction, as well as the orientation of the quantity 


being measured. Physical quantities such as sound, image, velocity, acceleration, 


orientation, etc. are all vector quantities, as only their magnitude is not sufficient 


to convey the complete information. 


For example, the acceleration of a body can be measured using an 


accelerometer, which gives the components of acceleration of the body with 


respect to the x, y, Z coordinate axes. 
for sensor data communication. 


0.17. Name commonly used protocols 
gh serial interfaces. Wired 


Ans. Sensor data communication is done throu 
communication can be of following two types ~ 
(i) Asynchronous serial communic ation like using UART 

on. A 125 kHz RFID UART module is used by a RFID reader. À 


GPS device also sends serial data by using the UART module. 
(ii) Synchronous serial communication, used by the sensors to 


communicate serial data using 12C or SPI interfaces. 
Commonly used communication protocols for serial bus communication 
are Inter-Integrated Circuit (12C), Universal Serial Bus (USB) and FireWire 


(or IEEE 1394). Some other protocols which are used for serial communication 
internal sensors and other embedded circuits are LIN (Local 


in automobiles’ intern 
Network), CAN (Controller Area Network) and MOST (Media 


Oriented System Transport). 


communicati 
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Q.18. Discuss various protocols used for sensor communication, 
Ans. Various 


protocols used for sensor communicati i 
ti ication are discussed 


(i) UART for Serial Bus — A UART device transmits 8-bi 
soe smits 8- 
Successive intervals, known as baud intervals. 8-bit data at 


. Baud is a German . 
means drop, just like a raindrop. In UART prot word, which 


ocol bits are communi ted li 
bauds. Each character, which communicates 8-bit is coded as per i a 


code. The 8-bit data is preceded by a start bit (where 1 becomes 0 for a certai 
interval, i.e. baud interval), and succeeded by a stop bit (which means 1 ra 
minimum interval, viz. baud interval). Thus, each character contains ið bani 


(ii) Using UART Communication for a RFID Tag — A libra 
program for RFID using UART serial interface protocol enables the us = 
UART communication for an RFID tag. ia 


A tag ID has ten digit characters, which is preceded by a header character 
and followed by an end character whch consists of 1 byte. The total number 


of digits communicated for each tag is equal to 12. 


(iii) Using I2C Protocol for a Serial Bus — In an 2C (Inter- 
Integrated Circuit) bus, different integrated circuits using I2C interface 
communicate over the same set of wires. Using I2C protocol, number of 
devices can be interconnected for serial bus communication, such as one 
for flash memory, one for touch screen, and one for measuring pressure in 
a number of processes in a plant. The sensors using 12C protocol consists 
two active signal terminals, viz. Serial Data (SDA) and Serial Clock (SCL) 
lines and one ground terminal. An example of serial synchronous data 
communication using I2C protocol is shown in fig. 2.6. A device which 


sends signals using SCL and SDA lines is called master and the device 
receiving these signals is called slave. 


Sensor with 
IDC Interface. 


Sensor with 


Sensor with 
12C Interface 


I2C Interface 


Microcontroller 
with 12C and USB 
Interface and Software 
Serial Library Programs 
for 12C and USB 


IC with 


SCL 12C Interface 


Fig. 2.6 


(iv) Using USB Bus — A bus which connects a host system and a 
number of interconnected peripheral devices is known as 'niversal serial bus 
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USB). AS muchas 127 devices can be connected to a host. Use = pa ' 
‘ serial communication is enabled by a library program for USB sen: ate 

p ol. There are three standard protocols, which are used for $ oe 

ea 1 (a low speed of 1.5 Mbps, 3 m channel and a high speed 12 wales = 

p> hannel); USB 2.0 (high speed of 480 Mbps 25 m channel), wire ai wae 

p speed 480 Mbps 3 m channel). By using a USB port driving salen 

(bigh Ta controller, a host connects to the devices or nodes. Tree ul ad 

a > d by USB bus. The host computer has a host-controller, which co 

AA E nb A hub is connected to other nodes or hubs. 


94 isa 
(v) Using the IEEE 1394 Bus Standard Protocol - eee pen 
i eed standard, which is used for 800 Mbps serial y a a: 
high A in which bits in data frame communicate synchronously frames 
transisi, 


be 


S 


omputer. 
system sear boxes, 10 directly connect to a personal comp 


mee he LIN Serial Bus — Local Interconnect Network (LIN) 


without bus 
at ter and upto 15 slaves, 
is a serial bus network with single mas er of devices request for the 


. : um 3 
Tee out arbitration means, when n vig simpler to use 
arbitration. With o 


mai the bus. LIN protocol b >. 
pus, the destination 1S not selected by eet ee om cation between 


mpared to CAN in automobiles. l i circuits, and components and systems. 
co : d actuator A 
-e circuits, sensors an 
automobile circuls, 


iven below — 
Some special features of LIN are given E Ta 
(a) Length of data frame can De 


. ‘kbit/s for 40 m 
f -cation upto 19-2K 
. = cingle wire communica 
l (b) Using sing 
length can be done. l a 
bus length (c) Flexibility in configuration pa Teel Sena 
e CAN Protocol for Seria! >> shown in fig. 2.7.8 
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CAN bus is a standard bus used ina distributed network, such as in a Vehicular 
Control Network (VCN), where a number of devices (c.g. controller for brakes, 
engine, power, lamps, gates, windows, air conditioning, front display panel, 
meter display panels and cruising) are located and distributed. 


CAN bus has a serial bidirectional line. A CAN device can operate at a 
maximum rate of 1 Mbps and receives or sends one bit at an instance. A 
twisted pair connection is employed at each node, which can run upto a length 
of 40 m. 


Using a CAN bus, number of different embedded controllers with sensors 
and actuators can be networked and controlled. 


(viii) Using the MOST Protocol — Use of MOST protocol enables 
high speed serial bus for synchronous data communication, required to form 
a multimedia network used in automotive IoT and IloT applications. 
Communication using MOST protocol between a MOST Network Interface 
Controller (NIC) and devices is facilitated by a driver software called MOST 
network services. With the help of these services a user can communicate 
media files. 


Q.19. Discuss the role of sensors in IoT. Explain various types of sensors. 
(R.GP.V., May 2019) 
Ans. A large varieties and different types of sensors are available in the 
market at present. They are used for the improvement of quality of human life 
style. The importance of loT rises day by day, a sensor in its part is designed 
for the measurement of physical external stimulus and records, indicates or 
responds to it that can be read by a user or another device. The most commonly 
used sensors in Internet of things are described below — 


(i) Temperature Sensors — These are one of the commonly used 
sensors that measure the temperature or heat of a given medium. These sensors 
use a number of methods to determine and quantify the temperature of any 
object. Some of the temperature sensors required a physical contact with the 
object while. other types do.not. require contact as they can.detect liquid or 
gases that emit radiant energy like spike in heat or temperature. Highly sensitive 


semiconductors available in market which are capable enough to monitor and 
display slight variation in temperature. 


(ii) Proximity Sensors — Proximity sensors are the best to detect 
any type of motion. They are widely used in applications such as security, 
safety, or efficiency. These sensors are used to avoid obstacles in navigating 
to a crowded place or any complex route as best possible sensor for the map 
building. Proximity sensors use electromagnetic radiation like radar signals to 
detect motion or habitation. Proximity sensors have various industrial uses. 
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The retailers use proximity sensors to find out vicinity of the customers once 
they are near to their premises by sending them some offers on their IoT 
devices. It also can be used in parking systems, museums, airports, etc. 


(iii) Pressure Sensors — Pressure sensors are used for measuring 
pressure of any type of gas or liquid. Pressure sensors convert the physical 
power into an electrical signal. They also can be effectively used for measuring 
other variables like speed and altitude or similar situation in some way. 
Barometers and pressure gauges are the common using pressure sensors used 
for IoT system. Barometers are helpful in weather forecasting as it can give 
accurate measurement of ambient air. Pressure gauges are mostly used in 
industrial sites as it is good for the monitoring of pressure in closed 
environments. Pressure sensors are ultimate solution for IoT devices as these 
can be used for various areas such as touch screen devices, bio medical 
devices, automotive systems and manufacturing industry. Micro pressure 
sensors are type of small size sensors for the measurement of pressure. The 
first micro sensor was developed and used by industry is piezoresistive pressure 
sensor to reduce fuel consumption by maintaining a tight control ratio between 
air and fuel and other is disposable blood-pressure sensor to monitor the 
corresponding status of the patient during operation. The market available 
products are usually either piezoresistive or capacitive. Micro pressure sensors 
work on the principle of mechanical bending of thin silicon diaphragm by the 


contact air or gas pressure. This physical movement is converted into electrical 
output. 


(iv) Optical Sensors — Optic sensing technology is used to detect 
electromagnetic energies like light. It utilizes concept of the photoelectric effect, 
such as there will be an ejection of electrons, when a negatively charged plate 
of some appropriate light-sensitive material, is striked by a beam of photons. 
The electrons can then be made to flow as a current from the plate feed as a 
signal. The magnitude of the electric current produced is directly proportional 
to the light intensity or number of photons. They can emit, receive, and convert 
light energy into electrical signal. The fiber optic sensor loT interface is 
connected to Internet ‘aiid can collect various information for’ monitoring 
different parameters. These optical sensors are widely used in different types 
of digital cameras which act as one of the major physical devices of an IoT 
system. As they are passive to all forms of electrical interfaces, they are 
preferred sensors for IoT. Optical sensors are very good for energy, health 
care, aerospace, chemicals, environmental IoT systems. Optical sensors can 
be ideal for environments such as oil refineries, mining operations, pharmaceutical 
companies, and chemical industries due to its no risk components. 


(v) Humidity Sensor — Humidity is the presence of water in air. 
The amount of water vapour in air can affect human livings as well as many 
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manufacturing processes. The presence of water vapour also influences various 
physical, chemical, and biological activities and its measurement in industries 
is Critical because it may affect the quality and cost of the product, the health 
and safety of the personnel. So humidity sensing is important in the control 
systems for industrial processes and human beings. Controlling or monitoring 
of humidity is very important in many industrial, agricultural and domestic 
applications. In semiconductor manufacturing process, the humidity or moisture 
levels needs to be properly controlled and monitored while wafer processing. 
In medical science humidity control is required for respiratory supporting 
system, sterilizers, incubators, pharmaceutical processing and many other 
biological products. Humidity sensor is also necessary in chemical gas 
purification, dryers, ovens, paper. textile production and food processing 
industry. In agriculture, measurement of humidity is important for plant 
protection, such as dew control, soil moisture testing and monitoring. Domestic 
applications requires humidity control for living environment in buildings and 
for microwave ovens, etc. 


Types of Sensors — Basically two types of sensors are as follows — 
(i) Physical sensor (ii) Chemical sensor. 


(i) Physical Sensor — Physical sensors are: generally used for 
measuring physical quantities such as length, temperature, pressure, electricity, 
weight, sound, etc. It can be defined as a device which respond to physical 
property, called stimulus, and produce a corresponding measurable electrical 
signal. ‘ 

(ii) Chemical Sensor — A device which responds to a particular 
way by a chemical reaction and that can be used for the quantitative or qualitative 
determination of the change is called chemical sensor. Such sensor is concerned 


with detecting and measuring a specific chemical substance or set of chemicals. 


0.20. What types of sensors are used in a mobile phone ? 


Ans. With the change in physical conditions, a characteristic parameter 
of a circuit changes. The technology, which facilitates such changes due to 
sensing is used in mobiles. A mobile phone can sense surrounding conditions 
using proximity sensors. A finger touch and gestures can be sensed by 
touchscreen of a mobile phone. A whole lot of sensors including resistive and 
capacitive sensors, photodiode current based sensors, acceleration, gyroscope, 
temperature and pressure sensors are used in smartphones. The functioning 
of various applications and games is also enabled by sensors. A microcontroller 
associated with a sensor circuit calculates the touched position and maps it to 
a user command in a resistive touchscreen, on the basis of which the mobile 
takes further actions. 


Unit -it 71 
0.21. Explain the concept of participatory sensing. 


Ans. Participatory sensing refers to the sensing by the individuals and 
group of people who are contributing sensory information to form a body of 
knowledge. Deborah Estrin defines participatory sensing as, “a process whereby 
ind ividuals and communities use increasingly capable mobile phones and cloud 
services to collect and analyse systematic data for use in discovery. 
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Fig. 2.8 Participatory Sensing Pracess 

Various sensors used in mobile phones e.g., camera, temperature and 
humidity sensors, an accelerometer a gyroscope, 2 compass, infrared sensors, 
NEC sensors, QR code readers, microphone and GPS are participants of a PS 
process. The sensed information can be communicated on the Intemet. 

Various sources of data in a PS process can be classified in three 
categories — 3 ; ‘i 
(i) Individual Data Collectors — They communicate data regarding 
weather, waste collection, etc. 


(ii) Group Data Collectors — They include traffic lights, which can 
send data about traffic density and parking availability. Smart automobiles can 


also communicate traffic density data at different locations. 
(iii) Social Sites Data — They include Facebook, Twitter, LinkedIn, etc. 
Various phases of a PS process used for loT applications is shown in fig. 
2.8. First phase is the coordination phase, in which various participants 
coordin: 2 with each other after identifying the sources. Second and third 
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In foe ote data collection, communication and its storage on cloud servers. 

visualization in fifth oo Is processed, which leads to analytics and data 

this knowled Phase and finally results in knowledge discovery. Using 
ge appropriate actions are initiated in sixth phase. 


Partici eee A 
patory sensing is used for retrieving information about weather, 


environment, polluti 
3 on, waste management, traffic congestion, ur ili 
or disaster management. Sanet 8 , urban mobility 


Vari ses 
arious challenges related to participatory sensing are security, privacy, 


ie 
putation and ineffective incentives to the participants. 


Q.22. Exp lain the following measurement terms — 
(i) Bias 
(ii) Drift 
(tii) Hysteresis 
(iv) Repeatability 
(v) Stability, 


Ans. @) B; SE z 
s. (i) Bias — Bias is consistent, repeatable errors in the set of 


measurements. This error i 
. Tror is defined as the f 
the true value. average of measured values minus 


(ii) Drift — This is the | 
. o : L g 
It is often associat w frequency change in a sensor with time. 


have been smoothly changing for several years) 


(iv) Repeatability — This is the 
measurement when put back in the same 


related to accuracy, but a sensor can be inace 
observations. 


ability of a sensor to repeat a 
environment. It is often directly 
urate, yet be repeatable in making 
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(v) Stability — This is another way of stating drift. For a given input 
we should always get the same output. Drift, short and long term stability are 
actually ways of expressing a sensor’s noise as a function of frequency. 
Sometimes this is expressed as guaranteed accuracy over a certain time period. 
Drift is often a problem with pressure sensors under high pressure. All sensors 
drift with time — hence the standardization of PRTs in triple-point-of-water 
and gallium melt cells. 


Q.23. Discuss various types of sensor errors. 
Ans. Various types of sensor errors are discussed below — 


(i) Bias (or Systematic) Errors— For definition of bias error, refer Q.22. 


A nondimensional form of bias error is the mean bias error, defined as 
MBE = systematic error/true value. Bias errors arise for many reasons such as — 


(a) Calibration Errors — Perhaps due to nonlinearity or errors 
in the calibration method. 


(b) Loading or Intrusion Errors — The sensor may actually 
change the very thing it is trying to measure. 


(c) Spatial Errors — These errors arise when a quantity varies 
in space, but a measurement is taken only at one location (e.g. temperature in 
a room; usually the top of a room is warmer than the bottom). 


(d) Human Errors — These can arise if a person consistently 
reads a scale on the low side, for example. 


(e) Defective Equipment Errors — These arise if the instrument 
consistently reads too high or too low due to some internal problem or damage. 


(ii) Drift Error — The output changes (drifts) from its correct value, 
even though the input remains constant. Drift error can often be seen in the 
zero reading, which may fluctuate randomly due to electrical noise and other 
random causes, or it can drift higher or lower (zero drift) due to nonrandom 
causes, such as a slow increase in air temperature in the room. Thus, drift 
error can be either random or systematic. 


(iii) Hysteresis Error — The output of a system can be different, 
depending on whether the input is increasing or decreasing at the time of 
measurement. This is a separate error from instrument repeatability error. For 
example, a motor-driven traverse may fall short of its reading due to friction, 
and the effect would be of opposite sign when the traverse arrives at the same 
point from the opposite direction, thus, hysteresis error is a systematic error, 
not a random error. 
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(iv Lert) 
) Quantization Error — When the sensor has a digital output, the 


output is essentially an a i 
ee Pproximation of t Thi i 
called quantization error. e ic lead aa 


sitters d ees: — Accuracy is the closeness of agreement between a 
a Saleen e true value. Accuracy error is formally defined as the 
a minus the true value. The accuracy error of a reading (which 
l y also be called inaccuracy or uncertainty) represents a combination of 
bias and precision errors. The overall accuracy error (or the overall inaccuracy) 
of a set of readings is defined as the average of all readings minus the true 
value. Thus, overall accuracy error is identical to systematic or bias error. 


f (vi) Precision — Precision characterizes the random error of the 
instrument’s output. Precision error (of one reading) is defined as the reading 
minus the average of readings. Thus, precision error is identical to random 
error. The fig. 2.9 shows the difference between precision and accuracy. 
Two people, A and B, shoot guns at targets. Both people shoot eight times. 
Each plus sign marks the spot where a bullet hits the target. We can say — A is 
more precise than B, but not as accurate. On the other hand, B is more accurate 
than A, but not as precise. Instrument precision is often associated with 
instrument resolution, but these are not the same thing. An instrument can 
have great resolution, but poor precision. 


Fig. 2.9 


(vii) Zero Error — The instrument does not read zero when the input 


or that offsets all measurements taken 
rrected by some kind of zero offset 
manufacturers to indicate the 


is zero. Zero error is a type of bias err 
by the instrument, but can usually be co 
adjustment. Zero balance is a term used by 
m expected zero error of their instrument. 

(viii) Linearity Error— The output deviates from the calibrated linear 


etween the input and the output. Linearity error is a type of bias 
zero error, the degree of error varies with the magnitude of 


maximu 


relationship b 
error, but unlike 


the reading. 
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(ix) Sensitivity Error — The slope of the output vs. input curve is not 


calib ‘ 
ca ii exactly in the first place. Since this affects all readings by the 
ment, this is a type of systematic or bias error. 


ne rian Error — The output precision is limited to discrete 
i lela ' reads to the nearest millimeter on a ruler, the resolution error 
~ | mm). Resolution error is a type of random or precision error. 


ae ee oe Repeatability Error — The instrument gives a different 
oe : | € input returns to the same value, and the procedure to get to 
that value is the same. The reasons for the differences are usually random, so 
instrument repeatability error is a type of random error. 
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JATOR, ACTUATOR TYPES — HYDRAULIC, PNEU 


Q.24. What is an actuator ? Discuss some examples involving application* 
of actuators. i 


Or 


Write short note on actuator. (R-GP.V., May 2018) 


Ans. A device which takes the input in the form of command, pulse or 
state (1 or 0) or set of states (1s or Os) or a control signal and performs some 
function is called an actuator. Examples of applications of actuators are given 
below — 

(i) Light sources 

(ii) LEDs 

(iii) Piezoelectric vibrators and sounders 

(iv) Ringing ofalarm bell 

(v) Applying brakes on a moving vehicle 

(vi) Switching on a set of streetlights 

(vii) Relay switch 

(viii) Speakers 

(ix) Solenoids 

(x) Servomotor 

(xi) Switching on or off a heater or air-conditioner or boiler current 
in a steam boiler in a thermal plant. 

Some of these applications are discussed below — 


(i) LED-LED is an actuator which accepts pulse width modulated * 
(PWM) pulses, generated by a microcontroller, and emits light or infrared 


a 


OO a 


S 76 Intemet of Things (Vill-Sem.) 


radiation. By controlling the inputs, we can use different colour LEDs, RGB 
LEDs, vary the colours and intensity of LED and display graphic and text on 
big screen. 


_ _ (ii) Piezoelectric Vibrator — When varying electric voltages are 
applied at the input of piezoelectric crystals, these generate vibrations. 
(iii) Piezoelectric Speaker — Synthesized music tunes and sounds 


can be created using a piezoelectric speaker. When appropriately programmed 
pulses are inputted to the speaker they generate the music, sounds, buzzers 
and alarms. 


(iv) Relay Switch — A relay switch is an electronic switch which 

makes mechanical contact when the input circuit is magnetised with a control 
“circuit, and pulls a lever to make the contact. The switch is controlled by the 
input 1 or 0 from the port pin of a microcontroller or by a push button switch 


and battery. Depending upon the state 1 or 0, the current flows through the 
Switch or voltage is applied across it. 


(v) Solenoid — A solenoid is a special type of actuator having a 
number of cylindrically wound coils. A magnetic field is created, when current 
flows through the coils. The intensity of magnetic field depends upon the 
number of tums in the solenoid and the magnitude of current in it. Nov, if a 
iron shaft is placed along the axis of the solenoid, its movement can be controlled 
by varying the input current and pulses of current. The shaft can be made to 
forward or backward or to have a repeated to and fro motion. Using a cam 
mechanism, the linear motion of shaft can be converted into the rotary motion. 


(vi) Motor — A motor can be AC or DC controlled. IO modules can 
be used with these motors to deliver high currents on receiving the control 


digital inputs of 1s and Os. The motor is rotated by AC or DC. Rotary motion 
of a motor can be converted into linear motion using a cam. 


(vii) Servomotor — A servomotor is a geared DC motor, which is 
commonly used in robotic applications to rotate the motor shaft. The servomotor 
has 3 terminals, two for voltage supply (+ and — terminals) and one for a pulse 


width modulated (PWM) input. Depending upon the value of PWM input, the 
microcontroller generates pulse of different widths. 


0.25. Explain the various types of actuator, 
Ans. The various types of actuator are as follows — 


(i) Hydraulic Actuators — These actuators.are simple devices with 
mechanical parts that are used on linear or quarter-turn valves. They are designed 
~ based on Pascal’s law, viz. when there is an increase in pressure at any point 
in a confined incompressible fluid, then there is an equal increase at every 
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., the container. Hydraulic actuators comprise of a cylinder or fluid 
iiy utilizes hydraulic power to enable a mechanical process. The 

tor eae motion gives an output in terms of linear, rotary, or oscillatory 
mechan draulic actuators can be operated manually, such as a hydraulic car 
motion, if can be operated through a hydraulic pump, which can be seen in 
jack, OF en equipment such as cranes or excavators. The disadvantage with 
h pyaraulic actuators is that they are more complex and need more 
the 


(ii) Pneumatic Actuators — These actuators work on the p 
t as hydraulic actuators except that the compressed gas is used a a 
aid Pneumatic actuators use air under pressure that is most suitable 10 
of liquit- 


jow to medium force, short stroke, and high-speed applications. 
o 


(iii) Manual Actuators and Automatic Actuators — Manual nen 
Joy levers, gears, or wheels to enable movement, while an sees : 
Cee has an external power source to provide motion to operate a valv 
ac : 


tomatically. Power actuators are a necessity on valves in pipelines located 
au : 
remote areas. 


(iv) Electrical Actuators — Electrical actuator isan ile hie a 
device that converts electrical energy into n a 
tors operate through the interaction ofmagnetic fie an SRP 
A to generate force. The reverse process, producing electrica gy 
Fa chanical energy, is done by generators such as an alternator a a 
Feet some electric actuators can also be used as gener sens: 
> . > 
i tor on a vehicle may perform both tasks. Ele 
EES tors are commonly referred to as electric machines. 


Electric actuators are found in applications as diverse as ee 
blowers and pumps, machine tools, household an Stee acne 
disk drives. They may be powered by direct current, pas sR pE 
portable device or motor vehicle, or by alternating > aaa E S 
electrical distribution grid or inverter. Small aria ues Lae 
wristwatches. Medium-size motors of highly stan re Mirae as 
characteristics provide convenient mechanical power 


(v) Thermal/Magnetic Actuator — One hd = = . 5 
bimetallic strip. This device directly air Ase — lose stra 
This is accomplished by utilizing an effect calle <a 
Thermal expansion is the manifestation of a change ee ee e 
ial. When a material is heated, the average distance etwe ; 
EEN The amount of distance differs for different types 0 
; pete oat increase in distance is unperceivable to the human 
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eye. However, because of the huge numbers of atoms (or molecules) į 
piece of material, the material expands considerably and, at times, is notice Ë $ 
to the human eye. ini 


(vi) Mechanical Actuators — Mechanical actuators cony 
mechanical input into linear or rotary motion. A common example ofa mechani 
actuator is a screw jack. The picture shows a screw jack in operation. Rotti 
of the screw causes the legs of the jack to move apart or move together 
Inspecting the motion of the top point of the jack, this mechanical rotati a 
input is converted into linear mechanical motion. ; iii: 


ert a 


with th 
proper gearing mechanism. Š 


AQABA 


Fig. 2.10 
0.26. Define electronic sensors and actuator in detail. 
(R.GP.V., Nov. 2019) 


Ans. Refer to Q.2 and Q.24. 


| | BASICS OF IoT NETWORKING, IoT COMPONENTS, 
FUNCTIONAL COMPONENTS OF IoT, 10T SERVICE ORIENTED 
"ARCHITECTURE, IoT CHALLENGES 


k J 


Q.1. Discuss the basic concept of IoT networking. 


Ans. In an IoT network, some of the major technologies are wireless personal 
area network viz. 6LoWPAN, ZigBee, Bluetooth. In addition, on a slightly larger 
wireless network scale, Wi-Fi, wireless LAN technology, is going to be used 
and needs to be supported. Then as, on the larger scale network, the backbone, 
is used in addition to the mobile communication network domain. Then 
smartphones and mobile communication phones will also be used and they will 
be connected to the base stations. The base stations will provide connectivity to 
the wider network, the internet. Considering this, many options are needed to 
think about. One thing is that smartphones are equipped with Bluetooth and Wi- 
Fi therefore IoT network is possible. The most simple topology control will be 
a wireless PAN which is either like a Bluetooth or some other type of network. 
That is connected to a smartphone, and the smartphone will bring that signal up 
and connect it through LTE, or 4G/3G, to the base station, and the base station 
will connect to that wide array network, which is the Internet. It can be observed 
that one technology linking on a technology of something. 


Wearable devices such as shoes, watch, glasses, belt, etc. can be used to 
detect biometric information because they are close and attached to body and 
they can sense in real time. These devices can send data through Bluetooth 
technology to the smart phone that rests inside the pocket. In that case, the 
smartphone will be able to pick up this information and it will be able to use it 
through mobile communication link to send it to a base station. The base 
station, which is connected to a wide area network and the Internet, is going 
to be where the information connects to any other place we need in the world. 
For example, if a person is using smart watch and shoes or belt or something 
similar attached to his body, to monitor his health condition that data can be 
sent wirelessly to his smartphone then, the smartphone will send that information 
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to the base station, which will be connected to the internet and that information 
can be delivered to a control centre or medical server. If something happens to 
the person, they will know and they will be able to provide immediate support. 
A smart device can be used to collect the information that communicates with 
control centres or like a medical centre and this is how everything gets 


connected together. 


Cellular Network {((@) 


WPAN 


§ Bluetooth 


Fig. 3.1 IoT Networking 


Q.2. What are the components of loT ? 
Ans. Components of IoT are as follows — 

(i) Hardware — It consists of a firmware, control unit, microcontroller, 
communication module, sensors and actuators. 

(ii) Software — In loT, software is required for actions on messages, 
information and commands which the devices receive and then output to the 
actuators, which enable actions such as robotic hand movement. 

(iii) Physical Object —It refers to a hardware with embedded software. 

(iv) Communication Module — These include software consisting 
of device APIs and device interface for communication over the network and 
communication circuit/port(s), and middleware for creating communication 
stacks using 6LowPAN, CoAP, LWM2M, IPv4, IPv6 and other protocols. 


0.3. What are the functional components of IoT ? 
Ans. Functional components of IoT are as follows — 
(i) Component for interaction and communication with other loT devices. 
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(ii) Component for processing and analysis of operations. 
(iit) Component for Internet interaction. 

(tv) Components for handling Web services of applications. 
(v) Component to integrate application services. 

(vi) User interface to access [oT. 


Q.4. Discuss about the IoT service oriented architecture. 

Ans. The [oT service oriented architecture is shown in fig. 3.2 In Iof we 
have four different layers, Viz. the sensing layer, the network layer, the service 
layer and the interface layer. Sensing layer basically takes care of sensing 
through different RFID tags, sensors and so on and, data sensed or acquired 
are sent to the next layer higher up which is the network layer. The network 
layer basically serves sensor networks, social networks, different other 
networks and databases, Internet and so on. Then we have the service layer 
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Fig, 3.2 loT Service Oriented Architecture 
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which deals mostly with the service delivery such as service division, service 
integration, service repository, service logic, business logic and so on. So, all 
these different things have evolved with the offering of the services to support 
the different business functions. Then, we have the interface layer, on which 
we have the application frontend, a contract, interface and application APIs. 
The security issues span across all these layers. 


0.5. What are the challenges of IoT ? Explain. 


Ans. The challenges of IoT are as follows — 

(i) Availability — Availability of the IoT must be realized in the hardware 
and software levels to provide anywhere and anytime services for customers. 
Availability of software refers to the ability of the IoT applications to provide 
services for everyone at different places simultaneously. 

(ii) Security Concerns — If the IoT devices are poorly secured, cyber 
attackers will use them as entry points to cause harm to other devices in the 
network. This will lead to loss of personal data out into the public. 

(iii) Privacy Issues — These devices collect user data without their 
permission, analyze them for purposes only known to the parent company. 
The social embrace of the IoT devices leads people to trust these devices with 
collection of their personal data without understanding the future implications. 


oe -(iv) Inter-operas Ability Standard Issues — In an ideal environment, 
information-exchange should‘take place between all the interconnected IoT 
devices. But the actual scenario is inherently more complex and depends on 
various levels of communication protocols stacks between such devices. 


0.6. Explain the network function virtualization (NFV). 


Ans. NFV is a technology that leverages virtualization to consolidate the 
heterogeneous network devices onto industry standard high volume servers, 
switches and storage. NFV is complementary to SDN as NFV may give the 
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Fig. 3.3 NFV Architecture 
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infrastructure on which SDN can run. NFV and SDN is not dependent but 
both are mutually beneficial to each other. SDN can run without NFV and 
without SDN, network functions can be virtualized. The network function 
virtualization (NFV) is shown in fig. 3.3. 


The main elements of the NFV architecture are as follows — 


(i) Virtualized Network Function — It is software implementation 
of a network function which is able to run over the NFV infrastructure. 


(ii) NFV Infrastructure — It involves virtualized compute, network 
and storage resources. 


(iii) NFV Management and Orchestration — It concentrates on all 
virtualization-particular management operations. The life cycle management 
and orchestration of these software resources which support the infrastructure 
virtualization and life cycle management of VNFs is covered by it. 


Q.7. Describe how NFV can be used for virtualizing IoT devices. 
(R.GP.V., May 2018) 


Ans. In software, network function virtualization has a network functions 
implemented which run on virtualized resources in the cloud. Separation of 
network functions can be enabled by NFV that may be implemented in the 
software by underlying hardware. By installing new software, hence network 
functions may be simply tested and upgraded, whereas the hardware remains 
the same. Virtualizing network functions minimizes the power consumption, 
and also minimizes equipment costs. Virtualized network functions are permitted 
by the multi-tenanted nature of the cloud to be shared to multiple network 
services, In case of fixed and mobile networks, NFV is applicable only for 
control plane and data plane functions. Several functions are performed by 
home gateway including — network address translation (NAT), dynamic host 
configuration protocol (DHCP) server, application specific gateway and firewall. 
Private IP addresses is provided by home gateway to every attached device in 
the home. The home gateway gives routing capabilities and it converts the 
private IP address to one public address. For applications like IPTV and VoIP, 
application specific routing is provided by the gateway. Virtualized home gateway 
is hosting by NFV infrastructure in the cloud. The virtualized gateway provides 
private IP address to the each device in the home. The virtualized gateway 
connects to network services like VoIP and IPTV too. 


Q.8. What is network function virtualization (NFV) based architecture 

to address connectivity and interoperability challenges in Internet of things ? 
i (R.GP.V. May 2019) 

Ans. Connectivity Challenges in IoT — Connectivity is the fundamental 
component of IoT because transport of data from one IoT device or system 
to another depends very much on whether they are able to connect with each 
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other or not. Difference in connectivity protocols can be studied at various 
layers of the communication stack. For example, physical layer, MAC layer, 
network layer and transport layer. 

(i) Physical Layer — Deployment of IoT solutions depends largely 
on the availability and cost of the physical hardware that operates on the 
allowed frequency band in the country of deployment. Since the cost of loT 
deployment depends largely on the mass production ability of a particular 
sensor/actuator, it is necessary to have some form of agreement on the allocated 
license frequency band for oT. 

(ii) MAC Layer — Presence of multiple vendor solutions and low- 
power communication technologies are the main cause of concern at the MAC 
layer. Different vendors have their preference on the MAC layer technologies 
for various reasons such as team capability, cost, ease of use etc. Various 
technology options at the data link layer include wired LAN, Wi-Fi, bluetooth, 
ZigBee, 6LoWPAN, proprietary Sub-1GHz protocols, power line 
communication (PLC), fieldbus and many others. Moreover, many of the 
MAC protocols have already been enhanced to cater for better battery life. 

Most standardization bodies are spending excessive amount of time trying 
to address heterogeneity at the MAC layer. However, the implementation of 
some of these technologies spans over different layers of the OSI model and 
makes it difficult to come to a consensus. Furthermore, standards are simply 

- recommendations and not certification so the vendors have a choice to comply, 
partially comply or not to comply with the standards. 


(iii) Network Layer — In order to exchange information with each 
other, IoT devices need to be connected to the Internet or have a mechanism 
to push data to the Internet. Hence, they need to support the TCP/IP protocol 
suite that is too bulky and not cost effective for the IoT device. 

One of the biggest challenges of using reduced TCP/IP in IoT is maximum 
transmission unit (MTU) size. IoT devices operate with much smaller MTU 
of about 127 bytes compared to computers, which typically assumes a 
minimum MTU of 1500 bytes. IPv6 specifications further complicate the 
situation because they include two design decisions that cause problems for 
small-MTU links. Firstly, fixed 40-byte header length adds too much overheads 
for IoT devices that produce small packets with little data. 


(iv) Transport Layer — Transport layer in the Internet provides 
congestion control, guaranteed and in-order delivery of packets. These provisions 
are effectively used by the TCP protocol. However, TCP is not suited for loT 
applications as IoT devices offer a varying traffic pattern due to their limitations. 

For example, due to the energy conservation requirements, IoT devices usually 
go into sleep mode after transmission or receiving the packet, making it difficult 
to maintain the communication and acknowledgement channels. 
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Interoperability Challenges in IoT — Heterogeneity in loT solutions 
leads to Interoperability problems between IoT systems. Without interoperability, 
IoT deployments will be isolated to their use case and the data generated by 
one system can be consumed by other systems. Interoperability issues happen 
due to multi-vendor solutions and presence of legacy sensor network based 
solutions that have been deployed before the concepts of IoT was introduced. 

(i) Mutti-vendor Problem — Standardization bodies only offer best 
practices for IoT. These recommendations only serve as guidelines for bodies 
that offer certification for IoT products. The certification bodies often adopt 
just a portion of the standards. Four well known bodies that manage 
certification programs today to ensure heterogeneous interoperability between 
IoT devices are Wi-Fi Alliance for wireless LAN technology, Bluetooth Special 
Interest Group (SIG) for bluetooth enabled devices, ZigBee alliance for ZigBee 
compatible devices and LoRa alliance for wide area IoT devices. 

However, the problem lies in the fact that these certifications drive up the 
cost of IoT deployment and many vendors choose not to conform to the 
standards so that they can keep the cost down and offer value added services 
that can give them edge over their competitors. 

(ii) Legacy Solutions — Many vendors and solution providers have 
been offering closed-loop vertical solutions like building management, home 
automation, vehicle tracking, personnel tracking, etc. The problem with these 
solutions is that they were never designed to connect to the Internet so their 
data is contained within their domain. The challenge faced today by loT because 
of these solutions is that firstly, it is too expensive to upgrade these systems to 
take advantage of IoT and secondly, the data models deployed in these systems 
are based on old database technology like relational databases, which may not 
conform to the concepts of non-relational big databases. 

NFV has been popularized by the telecommunication companies (Telcos), 
who have been suffering from the interoperability problems in their core 
networks. In 2012, more than 20 worlds’ largest telcos formed the Industry 
Specification Group (ISG) within the European Telecommunications Standard 
(ETSI) device a mechanism to virtualize their propriety core network hardware. 
It was aimed at addressing the operational challenges, high costs of managing 
closed and proprietary appliances and heterogeneity of device. 

Heterogeneity in telco networks results in following issues — 

(i) Fixed Configuration — The telco hardware is configured with 
fixed IP locations that remain unchanged for years resulting in very rigid resource 


allocation. 
(ii) Manual Management — Configuration and management of telco 


equipment requires movement of physical staff and can be done one at a time. 


` Hence, it is difficult to implement a common centralized policy. 
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(iii) Rapid Growth of IP End Points — Telcos offer Internct access 
to large number of users and this is expanding as the consumer base grows. 
Hence it is difficult if no central provisioning is established. 


(iv) Network End Point Mobility — Networks are fixed and too rigid 
to move around so requirements for mobility takes long time to reconfigure 
the network for different scenarios. 


(v) Elasticity — There is no mechanism to upgrade and downgrade 
a physical hardware based on demand so the networks have to be over 
provisioned. 


(vi) Multi-tenancy — Usually one end-point equipment is configured 
for a single tenant and dynamic or multiple tenant is impossible on vendor 
defined hardware as vendors always wants telcos to buy more hardware. 


In order to solve all these interoperability and management issues, ETSI 
has proposed a new architecture shown in fig. 3.4. In this new architecture, 
telco equipment (infrastructure layer) has been changed to dumb switches 
with only packet forwarding capabilities. Control layer has been separated 
from the hardware in order to enable centralized policy and dynamic resource 
allocation based on the need. Finally, application layer has been moved to the 
cloud to have virtually unlimited resources. This application layer could function 
as a firewell, DNS, load balance etc. and then communicates via software 
APIs to the control and infrastructure layer. Resulting in the entire core network 
to operate as a software that is independent of the limitations of the hardware 
and vendor specific protocols. f 


Open APIs 


Services 


Fig. 3.4 Typical NFV Architecture 


IoT today faces similar problems as Telcos did with their core network 
equipment and the NFV route seems like the best option for them. 


— 
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0.9. What issues might affect the development and implementation of 
the IoT ? (R.GP.V., May 2019) 


Ans. The Internet of things is often lauded for its potentially revolutionary 
applications. Indeed, IoT devices are today being implemented in many different 
sectors for a vast array of purposes. However, it is still unclear how loT will 
progress due to challenges associated with both technical and policy issues. 


Technical Issues — Prominent technical limitations that may affect the 
growth and use of the IoT include a lack of new Internet addresses under the 
most widely used protocol, the availability of high-speed and wireless 
communications, and lack of consensus on technical standards. 


(i) Internet Addresses — A potential barrier to the development of 
loT is the technical limitations of the version of the Internet Protocol (IP) that 
is used most widely. IP is the set of rules that computers use to send and 
receive information via the Interent, including the unique address that each 
connected device or object must have to communicate. 


(ii) High-speed Internet — Use and growth of the IoT can also be 
limited by the availability of access to high-speed Interent and advanced 
telecommunications services, commonly known as broadband, on which it 
depends. While many urban and suburban areas have access, that is not the 
case for many rural areas, for which private-sector providers may not find 
establishment of the required infrastructure profitable, and government 
programs may be limited. 


(iii) Wireless Communications — Many observers believe that issues 
relating to access to the electromagnetic spectrum will need to be resolved to 
ensure the functionality and interoperability of loT devices. Access to spectrum, 
both licensed and unlicensed, is essential for devices and objects to 
communicate wirelessly. loT devices are being developed and deployed for 
new purposes and industries, and some argue that the current framework for 
spectrum allocation may not serve these new industries well. 


(iv) Standards — Currently, there is no single universally recognized 
set of technical standards for the loT, especially with respect to 
communications, or even a commonly accepted definition among the various 
organizations that have produced IoT standards or related documents. Many 
observers agree that a common set of standards will be essential for 
interoperability and scalability of devices and systems. However, others have 
expressed pessimism that a universal standard is feasible or even desirable, 
given the diversity of objects that the loT potentially encompasses. Several 
different sets of de facto standards have been in development. 


Several other issues affect thing the continued development and 
implementation of the loT are — 
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(i) The lack of consensus standards for the 10T, especially with 
respect to connectivity. 

(ii) The transition to a new Internet protocol (IPv6) that can handle 
the exponential increase in the number of IP addresses that the loT will require. 

(iii) Methods for updating the software used by loT objects in 
response to security and other needs. 

(iv) Energy management for IoT objects, especially those not 
connected to the electric grid. 

(v) The role of the federal government, including investment, 
regulation of applications, access to wireless communications, and the impact 


of federal rules regarding “net neutrality.” 
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0.10. Explain in brief about 6LoWPAN. 

Ans. The full form of 6LoWPAN is “IPv6 over low power wireless personal 
area network”. It operates on 2.4 GHz frequency range. It provide 250 kbit/s 
data rates. Fig. 3.5 shows Internet layer IPv6 sends and receive from/to adaptation 
layer. At adaptation layer, the data stack employs 6LoWPAN protocol before the 
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data stack sends to IPv6 Internet layer. In case of connectivity, an IEEE 802.15.4 
WPAN device contains a 6LoWPAN interface serial port. For the IEEE 802.15.4 
network device, the 6LoWPAN represents an adaptation layer protocol. 

The devices represent the nodes. These nodes having low speed and low 
power. They represent the WPAN nodes of a multiple device mesh network. 
Data size per instance are limited by low power devices. Data size is decreased 
by data compression, In addition, data size per instance is decreased by data 
fragmentation. Header compression, fragmentation and reassembly are the 
characteristics of 6LoWPAN. The first fragment header contains 27 bits which 
involves the datagram size and a datagram tag 16 bits, when data is fragmented 
before communication. Subsequent fragments include header of 8 bits. This 
header of 8 bits includes datagram tag, datagram size and the offset. Fragments 
reassembly time limit is set to 60s. 


Q.11. What are the features of 6Lo WPAN ? 
Ans. The features of 6LOWPAN are given below — 
(i) It helps mesh routing. 
(ii) For reassembly of fragments, and IPv6 and UDP headers 
compression, neighbour discovery, the IETF recommended techniques can 


be specified. 
0.12. Write a brief description of IEEE standards with principles. 


Ans. The Institute of Electrical and Electronics Engineers Standards 
Association (IEEE-SA) is an organization of (IEEE) that develops global 
standards in a broad range of industries, which include power and energy, 
biomedical and health care, information technology and robotics, 
telecommunication and home automation, transportation, nanotechnology, 
information assurance, and developed many more standards over a century, 
through a program that offers balance, openness, fair procedures and 
consensus. In the development of IEEE standards, many technical experts 
participate from all over the world. 

The development process or the principles of IEEE standards are 
categorized into seven basic steps — giz 

(i) Securing “Sponsorship — A sponsoring organization is in charge 
of coordinating and supervising the standard development from inception to 
completion. Therefore the IEEE approved organization must sponsor a 
standard. All the professional societies within IEEE serve as the natural spônsor 
for many standards. 

«>. * (ii) Requesting Project Authorization — A project authorization request 
(PAR) is to be sent to the IEEE-SA standards board, to gain authorization for the 
standard. 
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(iii) Assembling a Working Group — After the approval of Project 
authorization request, a working group of individuals affected by, or interested 
in, the standard is organized to develop the standards. The ru 


les of IEER 
ensure that all working group meetings are open and anyone has the Tight to 
attend and contribute to the meetings. 


(iv) Drafting the Standard— A draftof proposed standard was 
by the working group. This draft follows the IEEE standards style manual which 
sets guidelines for the clauses and format of the standards document. 

@) Balloting — After finalizing the draft of the standard in the 
working group, the draft is submitted for balloting approval. An invitation-to- 
ballot is send b 


y the IEEE standards departments to any individual who has 

xpressed an interest in the subject matter of the standard. The one who 
responds positively to the invitation-to-ballot becomes a member of the balloting 
group. The requirement of IEEE to tha of a response rate should 


Prepared 


t at least 75% 
be receive by the 


e standard step, in order to 


f the balloting group. 
Č) Review Committee—The draft standard, along with the balloting 
comments are submitted to th 


e IFEE-SA standards Bo 
after getting approval of 75%. 


(vii) Final Vote — For the submitted standard document, each member 
of the IEEE-SA standards 


board place a final vote. In some cases external 
members are invited to vote. To e standard, it takes a 


gain final approval of th 
Majority vote of the standards if the review committee 


board. Generally, 
recommends approval, the standards board will vote to approve the standard. 


Q.13. Explain IEEE 802 Standards for LAN. (RGPRV, June 201 0) 
Ans. The various standards of IEEE 802 are as follows — 
(I) 802.1 — The high level interf; 


ace standard addresses matters are 
related to network architecture, 


interconnection and management. Moreover, 
it deals with issues related to the higher OSI layers. 


(i) 802.2—Logical link control (LLC) 

are two sublayers within 802.2 that are equivale 
e (Gii) 802.3 — Carrier sense multi 
(CSMA/CD) standards covera varie 
on the Ethernet as originally propos 


and media access control (MAC) 
nt of the OSI data link layer. 


ple access with collision detection 
ty of architectures that are generally based 
ed by Metcalfe and Boggs. 
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(iv) 802.4 — The token bus network standard describes how the 
token bus network operates. 


(v) 802.5 — The token ring network standard describes how the 
token ring network operates. 


d 
(vi) 802.6 — The metropolitan area network ape eee 
describes the operation of network covering bigger distances. 


i doption 
standard, the distributed queue dual bus (DQDB) by the ANSI is an adop 
of the IEEE MAN standard. 


VILE 802. 7 — I he broadband I ec i T V ides 
( i) g g 3 


(viii) 802.8 — The Fibre Optic Technical Advisory Group provides 


guidance to other groups that are involved in establishing LAN standards using 
fibre optic cable. 


(ix) 802.9 — Integrated data and voice networks maagia S 
the architecture for networks that carry both voice and data Í e : e 
(x) 802.10— ALAN security addresses the ee k: eee 
capability like encryption /decryption network management an ne 
(<i) 802.11 — The wireless LAN standard covers multip 
transmission methods for wireless transmission. o Taie 
(xii) 802.12 — The demand priority access method is one 


i i i i s 
newer groups which are involved in developing specifications for 100 Mbp 
speed over twisted-pair wires. 


(xiii)802.14 — Cable TV based broadband communication network 
working group. 


(xiv) 802.15 — Wireless personal area network (WPAN) woe group. 
(xv) 802.16 — Broadband wireless access (BBWA) working group. 
(xvi) 802.17 — Resilient packet ring working group (RPRWG) for 


in LAN, MAN and WAN for transfer of data packets at rates scalable to 
use : 
many Gbps. 


Q.14. What is a IEEE 802.15.4 ? 


Ans. 802.15.4 isa packet-based radio protocol. It addresses the spirale nei 
needs of wireless applications that have low data rates = ; Lae wer 
tion requirements. It is the foundation on which ZigBee is : £ 
N specified by 802.15.4 are the physical (PHY) and MAC ayers: , 
(© PHY Layers — The PHY layer defines the physical ns HN 
characteristics of the network. The basic task of the PHY Iye ii cia 
issi and reception. At the physical/electrical level, this i S 
ad spreading techniques that map bits of information in suc 
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way as to allow. them to travel through the air. Specifications for receiver 
sensitivity and transmit output power are in the PHY layer. 
The PHY layer is also responsible for the following tasks — 
(a) Enable/disable the radio transceiver 
(b) Link quality indication (LQI) for received packets 
(c) Energy detection (ED) within the current channel 
(d) Clear channel assessment (CCA). 


(ii) MAC Layer - The MAC layer defines how multiple 802.15.4 
radios operating in the same area will share the airwaves. This includes 
coordinating transceiver access to the shared radio link and the scheduling 
and routing of data frames. There are network association and disassociation 
functions embedded in the MAC layer. These functions Support the self- 
configuration and peer-to-peer communication features of a ZigBee network, 

The MAC layer is responsible for the following tasks — 
(a) Beacon generation if device is a coordinator 
(b) Implementing carrier sense multiple access with collision 
| avoidance (CSMA-CA) 
(c) Handling guaranteed time slot (GTS) mechanism 
(d) Data transfer services for upper layers. 


0.15. What type of devices are supported by IEEE 802.15.4 ? 


-Ans. There are basically two devices supported by IEEE 802.15.4. One 

is a full function device (FFD) and the other is a reduced function device 

(RFD). An FFD is equipped with full functionality. It can send, receive, route 

data and form clusters. It can serve as the PAN coordinator. That does not 

mean that it will always be a PAN coordinator. It may elect to or sometimes if 

it sees somebody else, some other FFD is already doing that role, then in order 

to save energy, it may not do PAN coordinator operation. It may just work as 

a full functional device and then later on if that device, which is the PAN 
coordinator releases its role and some other device needs to take it, then the 
FFD may volunteer to take that role. Next, type of device is RFD, which has 

a reduced functional protocol compared to the FFD protocol stack. This can 
only communicate to full functional devices. It cannot serve as a PAN 
coordinator, it serves a role as a simple sensor or switch device, and it cannot 
provide routing functionality. Using 802.15.4 one can form a star network 
topology, a P2P network topology. In addition, for a large scale network, we 
can form a cluster tree. Moreover, the role of coordinator is very important, it 
controls the 802.15.4 network. A special form of a FFD needs to be taken, 
and it is a typical FFD function and added on with network coordination and 
service features. An FFD will need to take this role of coordinator to play a 

bigger role in controlling the network. 
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0.16. Discuss various types of network topologies used in IEEE 802.15. j 
Ans. The network topologies used in IEEE 802.15.4 are shown in 


table 3.1. , 
Table 3.1 IEEE 802.15.4 Network Topologies 


Nodes communicate 


Ou... via the central PAN 
© FFD coordinator. 
O RFD 


Nodes can communicate 


@ ran via the PAN coordinator 

Coordinator) and via point-to-point links. 
pecie It is an extension of the 
Q nmp star topology. 


Cluster trees are similar to 
stars, though RFDs are 
PAN only allowed to connect as 
Coordinator | the outer most branches. 
Diagram shows that the FFD 
connect the coordinator and 
a FFD can have connections 
to multiple end devices. 


Cluster 
Topology 


0.17. What is a ZigBee and its type ? l 

Ans. ZigBee is the most popular industry wireless mesh ET 
standard for connecting sensors, instrumentation and control cy i Fan 
a specification for communication in a wireless personal area wie hie 
has been called the “Internet of Things”. Theoretically, a ZigBee-ena edc 
maker can communicate with a ZigBee-enabled toaster. ZigBee is ah n 
global, packet-based protocol designed to provide an ea e sels a S 
for secure, reliable, low power wireless networks. ZigBee and i y é 
are low data rate wireless networking standards that can eliminate the costly 
and damage prone wiring in industrial control applications. Flow N Manes 
control equipment can be places anywhere and still communicate wi - 
of the system. It can also be moved, since the network does n ane 
the physical location of a sensor, pump or valve. The ZigBee RF4 A Jae 
enhances the IEEE 802.15.4 standard by providing a simple networ’ a g ai 
and standard application profiles that can be used to create interoperable mu 


vendor consumer electronic solutions. 


94 Intemet of Things (VIll-Sem.) 


ZigBee applications include - 
(i) Home and office automation 
(ii) Industrial automation 
(iii) Medical monitoring 
(iv) Low-power sensors 
(v) HVAC control 
(vi) Various control and monitoring uses. 
ZigBee Types — 
(i) ZigBee Router (ZR) - Capable of running applications, as Well as 
relaying information between nodes connected to it. 


(ti) ZigBee End Device (ZED) — It contains just enough functionality 
to talk to the parent node, and it cannot relay data from other devices. This 
allows the node to be asleep for a significant amount of the time thereby 
enhancing battery life. Memory requirements and cost of ZEDs are quite low. 
as compared to ZR or ZC. 


Q.18. Give reasons for using ZigBee. 
Ans. The reasons for using ZigBee are — 
(i) Reliable and self healing 
(ii) Supports large number of nodes 
(iii) Easy to deploy 
(iv) Very long battery life 
(v) Secure and low cost 
(vi) Can be used globally 
(vii) Open standards protocol with no or neglible licensing fees 
(viii) Chipsets available from multiple sources _ 
(ix) Remotely upgradable firmware 
(x) Low maintenance, 


Q.19. What are the characteristics of ZigBee ? 
Ans. The characteristics of ZigBee are as follows — 


(i) Global operation in the 2.4 GHz frequency band according to 
IEEE 802.15.4. 


(ii) Regional operation in the 915 MHz (America) and 868 MHz (Europe), 


(ili) Frequency agile solution operating over 16 channels in the 2.4 
GHz frequency. 


(iv) Incorporates power saving mechanisms for all device classes, 
(v) Discovery mechanism with full application confirmation. 
(vi) Pairing mechanism with full application confirmation. 
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(vii) Multiple star topology and inter-personal area network (PAN) 
communication. 

(viii) Various transmission options including broadcast. 

(ix) Security key generation mechanism. 

(x) Utilizes the industry standard AES-128 security scheme. 

(xi) Supports Alliance standards (public application profiles) or 


manufacturer specific profiles. 


Q.20. Define the various modes of ZigBee. 


Ans. ZigBee employs either of two modes, beacon or non-beacon to 
enable the to-and-fro data traffic. Beacon mode is used when the coordinator 
runs on batteries and thus offers maximum power savings, whereas the non- 
beacon mode is used when the coordinator is mains-powered. 


(i) Beacon Mode — In this modé a‘device watches out for the 
coordinator’s beacon that gets transmitted at periodically, locks on and looks 
for messages addressed to it. If message transmission is complete, the 
coordinator dictates a schedule for the next beacon so that the device ‘goes to 
sleep’; in fact, the coordinator itself switches to sleep mode. While using the 
beacon mode, all the devices in a mesh network know when to communicate 
with each other. In this mode, necessarily, the timing circuits have to be quite 
accurate, or wake up sooner to be sure not to miss the beacon. This in tum 
means an increase in power consumption by the coordinator’s receiver, entailing 
an optimal increase in costs. - ee i 


Coordinator Network Device 


Beacon 


[coortinaior | [Network Deve 
Data 
Acknowledgement 


(Optional) 


Acknowledgement 
(Optional) 


Fig. 3.6 Beacon Network Fig. 3.7 Non-beacon Network 
Communication Communication 


(ii) Non-beacon Mode — This mode will be included in a system 
where devices are ‘asleep’ nearly always, as in smoke detectors and burglar 
alarms. The devices wake up and confirm their continued presence in the 


network at random intervals, 
0.21. What are the network topologies supported by ZigBee. 
Ans. ZigBee supports following topologies - 


(i) Star Topology — The star topology consists of a coordinator placed 
in the centre and several end devices (nodes), as shown in the fig. 3.8 (a). 
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(ii) Tree Topology — In thi 
the network consists of em cote ae 
coordinator, several routers, and end devices 
as shown in fig. 3.8 (b). All the nodes itë 
connected in the form of the tree. The end nodes 
are connected directly to the coordinator and 
the routers as their children nodes. Both the 
routers and the coordinator can have children 
Each end device can communicate with its parent 
nodes, i.e. coordinator and router. An end device 
cannot have children and, therefore, may not be 
a parent. An end device can communicate with 
another end device only through its parent node 
and there is no direct connection between end 
devices. Drawbacks of tree topology is that if 
one of the parents becomes disabled, the children 
of the disable parent cannot communicate with 
other devices in the network. 

(iii) Mesh Topology — Mesh topology 
is also known as peer to peer topology. A ZigBee (b) Tree Topology 
mesh network consists of three types of nodes 
— a coordinator, several routers, and one or more 
end devices. The coordinator can send packets 
to any node in the network. If the node is not in 
range, the message will be sent to a neighbouring 
node which will then forward it onward to the 
destination. The mesh network can cover a larger 
range while using only a fraction of power. The 
ZigBee mesh network is capable of growing or 
shrinking depending on one’s needs just be 
adding or removing nodes. A mesh topology is 


self-healing, i.e. during transmission, if any of ce . 
the path fails, the node will find an alternate path to the destination. Adding or 


removing a device is easy. Any source device can communicate with any 
destination device in’ the network. Compared with star topology, mesh lopolnay 
requires greater overhead. Mesh routing uses a more complex routing protoco 


than a star topology. 


(c) Mesh Topology 
Fig. 3.8 


jure in detail. 
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Fig. 3.9 Architecture of ZigBee 

nents of ZigBee are discussed below — 

Layer — Refer to Q.14 (i)- — 
bands, 2.45 GHz band whic using 
cere d 868 MHz band 


which using 10 channels an 
Direct Spread Spectrum Sequencing (DSSS) 


Various compo 
(i) Physical (PHY) 
PHY layer supports three 
16 channels, 915 MHz band 
using 1 channel. All three using 
access mode. 
PHY packet fields are — o. 
(a) Preamble (32 bits) — synchronization 
(b) Start of packet delimiter (8 bits) 
(c) PHY header (8 bits) — PSDU length 
(d) PSDU (0 to 1016 bits) — Data field. 


en Dd Be PHY Service 
reamble acke p 
Delimiter Header Data Unit (PSDU) 


Fig, 3.10 Packet Structure 


(ii) MAC Layer — Refer to Q.14 (ii). 

This layer provides interface between physical layer and network layer. 
This provides two services — MAC data services and MAC management service 
interfacing to the MAC sub Layer Management Entity (MLME) Service Access 
Point called (MLMESAP). The MAC data service enables the transmission 
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and reception of MAC Protocol Data Units (MPDUs) across the PHY g 
service. Basically there are two types of topology — star and peer to Peer, Ban 
to peer topology can take different shapes depending on its restrictions, Pen 
to peer is known as mesh, if there is no restriction. Another form js ie 
topology. Interoperability is one of the advantages of ZigBee protocol sass 
ZigBee has wide range of applications, so different manufacturer provide. 
ZigBee devices. ZigBee devices can interact with each other regardless > 
manufacturer (even if the message is encrypted). 

(iti) Network (NWK) Layer — Network layer interfaces between 
application layer and MAC Layer. This layer is responsible for network 
formation and routing. Routing is the process of selection of path to relay the 
messages to the destination node. This forms the network involving joinin 
and leaving of nodes, maintaining routing tables (coordinator/router), es 
routing and address allocation. ZigBee coordinator or router will perform the 
route discovery. This layer provides network wide security and allows low 
power devices to maximize their battery life. From the basic topologies, there 
are three network topologies as considered in IEEE802.15.4 which ae star 
network, tree network and mesh network. 


(iv) Application (APL) Layer — This layer is the highest protocol 
layer and it hosts the application objects. ZigBee specification separates the 
APL layer into three different sublayers — the application support sub layer, the 


> 
8 


(a) The Application Objects (APO) — These objects control 
and manages the protocol layers in ZigBee device. It is a piece of software 
which controls the hardware. Each application objects assigned unique end 
so number that other APO’s can use an extension to the network device 
ess p interact with it. There can be up to 31 application objects in a single 

cA evice. A ZigBee application must conform to an existing application 
A e which is accepted ZigBee Alliance. An application profile defines message 
ormats and protocols for interactions between application objects. The application 
profile framework allows different vendors to independently build and sell ZigBee 
devices that can interoperate with each other in a given application profile. 


l (b) ZigBee Device Object — The key definiti i i 

the ZigBee device object, which addresses three a iene T 
discovery, security and binding. The role of discovery is to find nodes and ask 
about MAC address of coordinator/router by using uncast messages. The 
discovery is also facilitating the procedure for locating some services anon h 
their profile identifiers. So profile plays an important role. The securit servings 
in this ZigBee device object have the role to authenticate and derive the vaca 

keys for data encrypt!» T< network marager is ir Jemented in the 


——————— 
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PAN to interconnect. It also 


coordinator and its role is to select an existing l It al 
inding manager 1s to binding 


supports the creation of new PANs. The role of b 
nodes to resources and applications also binding devices to channels. 
(c) Application Support Sub Layer — The application support 

(APS) sub layer provides an interface between the NWK and the APL layers 
through a general set of services provided by APS data. The APS sub layer 
processes outgoing/incoming frames in order to securely transmit/receive the 
frames and establish the cryptographic keys. The upper layers issue primitives 
to APS sub layer to use its services. APS layer security includes the following 
services- Establish Key, Transport Key, Update Device, Remove Device, Request 
Key, Switch Key, Entity Authentication, and Permissions Configuration Table. 

(vi) Security Service Provider — ZigBee provides security mechanism 
for network layer and application support layers, each of which is responsible 
for securing their frames. Security services include methods for key 
establishment, key transport, frame protection and device management. 


0.23. Enlist security services provided in ZigBee. 

Ans. Security and data integrity are key benefits of the ZigBee technology. 
ZigBee leverages the security model of the [EEE 802.15.4 MAC sub layer 
which specifies four security services — 

(i) Access control by maintaining a list of trusted devices within the 
network. 

(ii) Data encryption, which uses symmetric key 128-bit advanced 
encryption standard. 

(iii) Frame integrity to protect data from being modified by parties 
without cryptographic keys. 

(iv) Sequential freshness to reject data frames that have been 
replayed- the network controller compares the freshness value with the last 
known value from the device and rejects it if the freshness value has not been 
updated to a new value. 

The actual security implementation is specified by the implementer using 
a standardized toolbox of ZigBee security software. 


0.24. Describe traffic types handled in ZigBee/IEEE 802.15.4. 


Ans, ZigBee/IEEE 802.15.4 addresses three typical traffic types. IEEE 
802.15.4 MAC can accommodate all three types as follows — 

(i) Data is Periodic— The application dictates the rate, and the sensor 
activates, checks for data and deactivates. 

(ii) Data is Intermittent — The application, or other stimulus, 
determines the rate, as the case of say smoke detectors. The device needs to 
connect to the network only when communication is necessitated. This type 
enables optimum saving on energy. 


O C 
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(iit) Dane is Repetitive — When data is repetitive and the rate js fi 
a priori then. depending on allotted time slots, called GTS (guaranteeg Pi 
slot), devices operate for fixed durations. Me 
OZS Wete short mete on media access control. (R.GPV., May 2 018) 
Or 
Exim medi access control. 


aiim WSC aiies of each node can be defined. Every node to be addressed 
tie vast atas is enabled by ARP. The network data can be obtained 
wea Ge mince trum £ romer having an IP address. Every node is enabled b 
some Lai? im Densmiting on the network the data to a router having an D 
aidmss. Lookup hie is used by address resolution protocol. Using that table 
the network 32-i uddress gives MAC address of the single node. This looku 
tanie s also used by RARP. The table is used to store the IP address in a 
coin. MAC address is stored in each row of another column. Number of 
ae son me a number of nodes connected to the Internet. Using a table, 
= rl : pras ENIA eee address for the Internet. 
= address translatio; stack o tained at the Internet layer to 
ete a mp a n works like building up of the table. They 
E E EERTE cache, whenever the first time a node transmits the 
VTE esses or the network transmits the receiver IP and 
a nae ie = next communication between the node and the 
sses Create a lookup table. At the new IP address, 


the process enables the node to s : 
; e , 
with the help of address ra or receive the IP packets from the Internet 


0.26. Write short note on TCP 


Ans. Transmission control pr 
otoc : 
user-to-user byte stream ph Thi ol (TCP) Provide 


(R.GP.Y., June 2011) 
s a connection-oriented 


provides the initial handshaking by establis 
connections. It handles requests to deliver informa 


an important consideration since the lower rey teri reiau 


r does not guarantee about 
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eceives data or requests from its uscr, stores it in a 
gives it to the IP, which is shown 10 fig. 3.11. It 
d transfer of information. 


delivery of packets. TCP r 
TCP segment format and 
plays no role in the subsequent routing an 


TCP User 


ee 
Segment 
IP TCP TCP IP 


Fig. 3.11 TCP as a User-to-user Service 
Each byte on a TCP connection its own 32-bit sequence number. In case 
of a host blasting away at full speed on a 10 Mbps LAN, theoretically the 
sequence numbers could wrap around in an hour, but practically it takes much 
longer. Sequence numbers are used both for acknowledgement and for the 
window mechanism, in which separate 32-bit header fields are used. 
(R.GPV, June 2004) 


0.27. Write short note on UDP. 

Ans. UDP (user datagram protocol) is another transport layer protocol 
that is a part of TCP/IP suite. It is an unreliable, connectionless protocol that 
does not guarantee delivery and duplicate protection. UDP is basically just IP 
with a short header added. It provides non-sequential transport functionality 
when reliability and security are less important than size and speed. 

UDP provides a way for applications to send encapsulated raw IP datagrams 
without establishing any connection. UDP is more appropriate than TCP in 
some contexts; like it is more robust at lower layers. UDP has very little to do. 
Mainly, it adds a port addressing capability to IP. Since its header is shorter, it 
involves less overheads. 

UDP is used by the applications that do not want TCP’s sequencing and 
flow control and wish to provide their own. It is widely used for one-shot, 
client-server type request-reply queries and applications in which prompt 
delivery is more important than accurate delivery, such as transmitting speech 
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or video. Thus, there is a place at the transport layer for both COMNECtign, 
oriented and connectionless type of service. UDP is described in RFC 768, 
The relation of 1P, TCP and UDP is shown in fig. 3.12. 


TELNET | rie | SMTP [os |] 


Layer (OSI Names) 


Application 

Protocols [ rer | [wr] Transport 
Network 

Nia 4 [arraner] [sarner] PACKET Physical + 
Data Link 


Fig. 3.12 Protocols and Networks in TCP/IP Model 


Q.28. Write short note on RFID. (R.GP.V., May 2019) 
Ans. The radio frequency identification (RFID) is a unique identity of 
object or person wirelessly using radio waves in the form of numbers. RFID 
technology plays an important role in loT for solving identification issues. 
RFID system is composed of one or more reader and several RFID tags. Tags 
uses radio-frequency electromagnetic fields to transfer data attached to an 
object. The tags contain electronically stored information. Passive tags collect 
energy from a nearby RFID reader’s interrogating radio waves. The RFID 
device serves the same purpose as a bar code or a magnetic strip on the back 
of a credit card or ATM card; it provides a unique identifier for that object. 
And, just as a bar code or magnetic strip must be scanned to get the information, 
the RFID device must be scanned to retrieve the identifying information. 


Q.29. Discuss the use of RFID tags in IoT systems. 


Ans. Using a RFID (radio frequency identification) tag an object can be 
identified at different locations and times. A product, parcel, postal article, 
person, bird, animal, vehicle or object can be tagged. A RFID tag can be 
identified by the reader circuit of an ID using UART or NFC protocol, from a 
distance of 20 m. An active device which has an in-built source of power such 
as an NFC enabled mobile, generates an RF field which induces the current in 


RFID tag and generates enough power for radio frequency identification. Using 
that power, the device transmits the contents of RFID tag. 


In case of a passive device, the power is obtained from the electrical 
current in its antenna by incoming RF signals from a reader or hotspot and the 
tag information is then transmitted back. 


A hotspot has a wireless or Wi-Fi transceiver for Internet connectivity, 
whith receives signals from a number of RFID tags in a system and transmits 


the data to a web server over the Internet. RFIDs thus form a network, which 


o E —tt— eee 
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T server consists a 
is connected to an IoT server through Internet. An sie ay ipaa 
RFID identity manager, a device manager, database se 

ces, 
and fetching, a data analyser and a whole lot of servi 


icati tracking 
IoT Applications using RFID — RFID founds eaa 
business processes like for payment, leasing, sien a nei ie 
inventory control of goods, supply chain systems an a ications of RFID 
temperature or any other parameter sensor. Some pears an T 
include factory designing, taking protective measures tor a 


? j ? lain. 
0.30. How does radio frequency identification (RFID) work? Exp 


Ans. RFID systems uses three components In two SD 
transceiver (transmitter/receiver) and antenna are usually combin oie 
reader. A transponder (transmitter/responder) and antenna are pet 
make an RFID tag. An RFID tag is read when the reader emits a ra si 
that activates the transponder, which sends data back to the transceiver. 

Three basic components used by a RFID system are — 

(i) An antenna or coil, 
(ii) A transceiver (with decoder), 


(iii) A transponder (RF tag) electronically programmed with unique 
information. 


There are two types of transponders, which correlate to the two major 
f RFID tags. 
aaa te and RFID tags have no energy source of their own, 
relying on the energy given off by the reader for the power to respond. Cheaper, 
passive RFID tags are the most likely to be used for consumer goods. 
An active transponder or tag has an internal power source, which it uses 
to generate a signal in response to a reader. Active transponders are more 
expensive than passive ones. They can communicate over miles like ordinary 


radio communications. They are commonly used in navigation systems for 
commercial and private aircraft. 


There are many uses of this technology around us today, although they 
are often invisible to users. You may find that you are already carrying and 
using a RFID tag, or even several. At its most basic level, RFID is a wireless 
link to uniquely identify objects or people. It is sometimes called dedicated 
short range communication (DSRC). RFID systems include electronic devices 
called transponders or tags, and reader electronics to communicate with the 
tags. These systems communicate via radio signals that carry data either 
unidirectional or bidirectional. As shown in fig. 3.13, when a transponder 
enters a read zone, its data is captured by the reader and can then be transferred 


through standard interfaces to a host computer, printer, or programmable 
logic controller for storage or action. 


= 
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Transponder aay 


NY 


Computer 


Fig. 3.13 Working of RFID 


The antenna emits radio sign als to activate the tag and to read and wr 
data to it. The reader emits radio waves In ranges of anywhere from one 
to 100 feet or more, depending upon its power output and the radio fre eh 
used. When an RFID tag passes through the electromagnetic zone, it ae 
the reader’s activation signal. The fonier decodes the data encoded a 
tag’s integrated circuit (silicon chip) and the data is passed to the host co mae 
for processing. ae 

The purpose of an RFID system is to enable data to be trans 
portable device, called a tag, which is read by an RFID reader an 
according to the needs of a particular application. The data trans 
tag may provide identification or location information, or speci 
product tagged, such as price, color, date of purchase, etc. RFI 
has is used by thousands of companies for a decade or more. 

ined attention b its abili i j 

pine more care aes a ie 
3 tags are 
ao cna consists of a microchip attached to a 
e. The chip can store as much as 2 kilo 
pte oi ane stored on an RFID tag, 
er is at has one or more antenn 
receive signals back from the tag. The reader t 

digital form to a computer system, 
` Ks link is establish 
ent of processe 


mitted by a 
d processed 
mitted by the 
fics about the 
D technology 
RFID quickly 
he technology 
in the works, 

radio antenna 
bytes of data, 

a reader is needed. A typical 
as that emit radio waves and 
hen passes the information in 


ed witha unique ID on an item, then automation of 
S ensures, 


av 
as barcodes, € a longer read range than other techniques such 


(iv) Tags can ha 
y i 
ii memory capability, while barcode do not 


SSE 
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(v) An RFID tag can store large amounts of data additionally 


unique identifier. . 
(vi) Unique item identification is easier to implement wi 


with barcodes. o, 

(vii) It has ability to identify items indivi m 

(viii) Tags are less sensitive to adverse conditi 
physical damage etc.). 

(ix) Many tags can be read simultaneously. 

(x) RFID tags can be combined with sensors. ’ 

(xi) Automatic reading at several places reduces time lags an 
inaccuracies in an inventory. a, 

(xii) Tags can locally store additional information, such as distributed 
data storage may increase fault tolerance of the entire system. 

(xiii) Reduces inventory control and provisioning costs. 

(xiv) Reduces warranty claim processing costs. 


Q.32. Explain the principle of RFID. 

Ans. An RFID tag is an electronic circuit which transmits its ID using RF 
signals. When tag comes in contact with the RF signals, it transmits back a 
short string of data to the reader. The information so received by the RFID 
reader is communicated to a web server or cloud server over the Internet. 
Some additional information may also be send by the reader depending upon 
the application. 


th RFID than 


dually rather than generically. 
ons (dust, chemicals, 


An RFID tag is simpler to process as compared to a bar code or QR 
code. Further, it uses short range RF transceivers, which makes them invisible. 


0.33. Explain in brief about components of an RFID system. 


Ans. Various components of an RFID system used for loT applications 
(as shown in fig. 3.14) are — 
(i) Tag (ii) Transceiver 
(iii) Reader (iv) Data processing subsystem 
(v) Middleware (vi) Applications and services. 
(i) Tag — A tiny chip, which can receive RF signals, functions as a 
tag. A chip used on objects can be of following three types — 
(a) Active chip 
(b) Passive chip 
(c) Battery powered passive chip. 
(ii) Transceiver -A transceiver is not a separate component, it is in- 
built at the chip. Depending upon the chip used it can communicate with the 
reader in a range of 10 cm to 200 m. The chip can communicate with the 


reader by UART communication either using RF links o 

frequency range for operation of these transceivers are 120. ue 

MHz, 433 MHz, higher when using UHF and microwave A -150 kh; 
Middleware equencje h 356 


G 
Stand, 


Datacenter/ 
Cloud/Web 
Server 
<a 


loT 
Applications 
and Services 


Data 
Store 


Fig. 3.14 
(iii) Reader — A reader which is used to read 
transceiver within it. If device is using UART Protocol, the Prs tag, 
consists of | start byte, a 10 byte ID and | end byte. Th receive, 
from the RFID tag are sent over the Internet, 


(iv) Data Processing Subsystem — A d 
l ( - ata processing sy 
consists of a computing device and a middleware. It rales ee 
connectivity, directly through a gateway. The subsystem acts a backend Be 


(v) Middleware — These are the software Components used at the 


reader, read manager, data st , 
3 ’ ore for 
the applications, the transactional data store and APIs of 


has a 
ie d will 
e signals received 


0.34. What are the issues with the use of RFID technology ? 


Ans. RFID technol i 
Toe nology, which appears to be very simple has following 


(i) Design Issue- 
ores #1 'ssue— A standard global framework is required to design 


(ii) Security 
reader and i pe tid ae tag being read only, can interact with any 
e tracked without authority. To ensure privacy and 


security, data i 
processing at the tag and reader, need to be supplemented with 


auth i i 


i 
and security enhancing technique. 
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(iv) Protection Issue — The tag can be damaged in adverse weather 
condition, thus needs protection. 

(v) Active Life Issue — Active RFID devices, which consists battery 
have a life of only 2 to 4 years. 

(vi) Recycling Issue — Recycling of tags can harm the environment. 


Q.35. How does an RFID tag securely communicate and read by a 
reader ? How is an RFID tag secured ? (R.GP.V., May 2018) 

Ans. An radio frequency identification device tag may have a memory 
and microprocessor. Then it computes one way hash function known as meta 
ID on tag. If the radio frequency identification device reader uses the meta- 
ID, then only the tag communication unlocks and the tag becomes readable. 
After the reader finishes reading, the tag gets locked. This disables reading by 
unknown entities to the system. The tag can self-destruct if under attack. 


0.36. Enlist various technological challenges with the implementation 
of RFID technology. 
Ans. Various technological challenges with the RFID are given below — 
(i) RFID hotspot needs wireless installation, the frequency of which 
may interfere with the frequencies of existing wireless systems in the organization. 
(ii) Data processing subsystem which consists reader and tag 
protocols, middleware architecture and EPC standards needs to be implemented 
effectively. 
(iii) Tags and RFID technology are costly. 
(iv) Security of data. 
(v) Design robustness. 
0.37. What are the security issues associated with RFID ? 
Ans. The security issues associated with RFID technology are given below — 
(i) Maintain overall data integrity and identify foreign attacks. 
(ii) Preventing cloning of the tag by an unauthorised entity. 
(iii) Unauthorised tag manipulation by an external reader can make 


the tag useless. 
(iv) An unauthorised external reader can disable the tag. 
(v) An external reader may pretend to be a part of the system, thus 


can affect the privacy of data. 
(vi) An external object may pretend to be a system tag or reader. 


0.38. How is the IPv6 used for the RFID objects using ORCHID ? 


Ans. The data captured by a RFID reader after filtering, aggregation, and 
routing get stored at an IP (Internet Protocol) address in XML format. This 


data can be accessed using HTTP and SOAP protocols. 
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For communicating (or routing) the data captured by the reader over th, 
Internet, an IPv6 protocol is used. IPv6 is a 128-bit IP address, which Needs 


acturer, 
product and serial number bits. 


In order to secure this IPv6 communication, Cryptographically Generated 
Addresses (CGAs) are used. In this method a cryptographic one-way hash 
function is generated by a host suffix/interface identifier. The input to this 
function is a public key as binary input. CGA being unique is a very secure 
method for IPv6 communication. The CGAs however cannot be used at the 

TP layer for RFID loT systems. 


In an alternate method, a new class of identifiers based on CGAs are used 
for IP communication. These identifiers are known as Overlay Routable 
Cryptographic Hash Identifiers (ORCHID). The ORCHID format is compatible 
with the IPv6-like address format. However, IPv6 has a 64-bit network prefix 

locator to identify the network locations, while ORCHID format does not 
have a locator. The ORCHID identifier is only used by the APIs and applications. 
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Q.39. Explain in detail about the NFC (near field communication). 


Ans. Near field communication is some how little bit similar to RFID. it 


eis a reader in a mobile phone, which makes it better, reliable and 
or the users. Near field co ication i 
DAA eae mmunication is a short- 


distance up to 4 cm. Allows intuit; es typically work 


range wireless 


consumption during data readi ge rate was approximately 424 kbps. Power 
in NFC technology, 


(i) Active Mode — In thi 
: , — In this mode i : 
communicate with each other by sending caer Sevitesarexpetive and 
(ii) Passive Mode ~ In thi 
: —Inth : 
rather other just h, 1s mode one of the device sends the signal 
NFC does not need pairi i 
: À pairing, it cannot work : : 
this way this technology is secure and used for a png digtangeand in 
Application — NFC works i Bonga 
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App. Today, we have several applications (apps) by which a Fa ra T 
using a card, in this scenario the device works as a vi re helvot 
transaction takes place. One can exchange their business card wi mar [e 
their devices. They just touch their devices and their business re r ino 
exchanged. If a information is required than use the device . ae 
poster and get all the information with a single touch. It can a am Eat at 
travelling, a person can book a travel ticket or a room In a hotel. ile ee 
keys are given to the person, when person touch the device on the approp 
devices, the work is done and the person will move 1n- 


Issues — These devices will work on a very small range, so this 1s one pal 
the major issues. Two devices of two different manufacturers can create 


some compatibility issue in their communication. Due to this reason a monopoly 
may exist in market. 


0.40. Explain architecture of Bluetooth networks. Discuss various 
applications of Bluetooth network. 


Ans. The L.M. Ericsson Company became interested in connecting its 
mobile phones to other devices (e.g., PDAs) without cables in 1994. Four 
other companies (IBM, Intel, Nokia and Toshiba), made a SIG (special interest 
group, i.e., consortium) to develop a wireless standard for interconnecting 
computing and communication devices and accessories with the aid of short- 
range, low-power, inexpensive wireless radios. The project was named 
Bluetooth, after Harald Blaatand (Bluetooth) I (940-981), a Viking king who 
unified started Denmark and Norway, also without cables. 


Although the original idea was just to overcome the cables between devices, 
it soon started to expand in scope and encroach on the area of wireless LANs. 
While this move makes the standard more useful, it also creates some 
competition for mindshare with 802.11. The two systems also interfere with 
each other electrically, to make matters worse. It is also noticed that Hewlett- 
Packard introduced an infrared network for connecting computer peripherals 
without wires some years ago, but it never really caught on in a bit way. 


The main aim of Bluetooth is to develop a single-chip, low-cost, radio- 
based wireless network technology. 


At the same time the Bluetooth development started, a study group within 


IEEE 802.11 wireless personal area network (WPAN) discussed under the 
following five criteria — 


(i) Distinct Identity — Originally the study group did not want to 
establish a second 802.11 standard. 


(ii) Compatibility — Compatibility with IEEE 802 standard. 


(iti) Market Potential — How many applications, devices, vendors, 
customers are available for a certain technology ? 
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(iv) Technical Feasibility - Prototypes are required 
. , - for fi 
discussion, so the study group would not rely on paper work. "they 
(v) Economic Feasibility - Everything developed within this gr 
should be cheaper compared to other solutions and permit for Up 


production. Olu 
Bluetooth meets these criteria so the WPAN group cooperated With 
Bluetooth consortium. os 


l To understand the networking of Bluetooth devices a quick introducti 
to its key features is necessary. i 
The Piconet is the basic unit of Bluetooth system. It consists of a 
node and upto seven active slave nodes within a distance of 10 meters. 
piconets can be present in the same (large) room and can even be ¢ 


through a bridge node as shown in fig. 3.15. An interconnected co] 
piconets is known as a scatternet. 
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The first step involves a master sending its clock and device ID. All Bluetooth 
devices have the same networking capabilities, i.e., they can be master or 
slave. There is no distinction between terminals and base stations, any two or 
more devices can form a piconet. The unit establishing the piconet automatically 
becomes the master, all other devices will be slaves. The hopping pattern is 
determined by the device ID, a 48-bit worldwide unique identifier. After 
adjusting the internal clock according to the master a device may participate in 
the piconet. All active devices are assigned a 3-bit active member address 


(AMA). All parked devices use an 8-bit parked member address (PMA). Devices 
in stand-by do not need an address. 


Fig. 3.16 Formation of Piconet 

Any user within one piconet shares the same 1 MHz channel. As more 
users join the piconet, the throughput per user drops quickly (a single piconet 
offers less than 1 Mbit/s gross data rate). This led to the idea of forming 
groups of piconets called scatternet. Only those units that really must exchange 
data share the same piconet, so that many piconets with overlapping coverage 
can exist simultaneously. 

Bluetooth applies FH-CDMA for separation of piconets. In an average 
sense, all piconets can share the total of 80 MHz bandwidth available. Adding 
more piconets leads to a graceful performance degradation of a single piconet 
because more and more collisions may occur. A collision occurs if two or 
more piconets use the same carrier frequency at the same time. This will 
probably happen as the hopping sequences are not co-ordinated. 


—— 
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Ifa device wants to participate in more than one piconet, it has to 
iconet it wants to take part in. If a 


to the hopping sequence of the p 5 : 
as slave in one piconet, it simply starts to syn SE Mil ithe hopping Sequer 
of the piconet it wants to join. After synchronization, it acts as a slave jy, ite 
piconet and no longer participates ints former piconet. To enable synchronization 
ty of the master that determines the hoppi” 
8 


a slave has to know the identi i : 
ing one piconet, a slave informs the cur 
Tent 


sequence of a piconet. Before leav : : 
master that it will be unavailable for a certain amount of time. The remainin 
8 


devices in the piconet-continue to communicate as usual. 

Applications — 802.11 does not specify whether users should use the; 
notebook computers for reading e-mail, surfing the web, or something si 
In contrast, the Bluetooth VI.I specification names 13 specific appli daton 
be supported and provides different protocol stacks for each one. Unfortuna e 
this approach leads to a very large amount of complexity, which we wil] ie 
here. The 13 applications, which are called profiles, are listed in fig. 3.17 a 


|Genericaccess Žž | Procedures for link management 
[Service discovery __| Protocol for discovering offered services 
[Serialport č ž | Replacement for a serial port cable 


Generic object exchange | Defines client-server relationship for object movement 


[LAN access |_| Protocol between a mobile computer and a fixed LAN 


Diahup networking Allows a notebook computer to call via a mobile phone 
| Fax | Allows a mobile fax machine to talk to a mobile phone 
Cordless telephony Connects a handset and its local base station 


Intercom Digital walkie-talkie 


[Headset Allows hands-free voice communication 
oriect push Provides a way to exchange simple objects 
| File transfer | Provides a more general file transfer facility 


Synch i 
ynchronization Permits a PDA to synchronize with another computer 


Fig. 3.17 The Bluetooth Profiles 


The fi i : 
the Badis po ee access profile 1s not really an application, but rather 
st blaha $ e real applications are built. Its main job is to provide 

Alo relatively in maintain secure links between the master and slaves. 
to discover oe ae nE 1> eene discovery profile, which is used by devices 
ices other devices have to : 
offer. 
necessary for all Bluetooth devices. The remaining ee EG ce al ae 
tional. 


Synchroni, 
devicg ety 
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a direct competitor to 802.11. The dial-up network protocol is used to allow a 
notebook computer to connect to a mobile phone containing a built-in modem 
without wires. 

The fax profile is similar to dial-up networking 
fax machines to send and receive faxes using mobi 


between the two. 

The next three profiles cordless telephony, intercom, headset profiles are 
for telephony. The remaining three profiles are for actually exchanging objects 
between two wireless devices. These could be business cards, pictures, Or 


data files. The synchronization profile, in particular, is intended for loading 
data into a PDA or notebook computer when it leaves home and collecting 


data from it when it returns. 
Q.41. Explain different user scenarios for a Bluetooth network. 
Ans. Many different user scenarios are there for wireless piconets or 
WPANSs — 
© Connection of Peripheral Devices — At present, most devices are 
connected to a desktop computer via wires. This type of connection has several 
disadvantages — each device has its own type of cable, different plugs are needed, 
wires block office space. In a wireless network, no wires are needed for data 
transmission. However, batteries now have to replace the power supply, as the 
wires not only transfer data but also supply the peripheral devices with power. 
(ii) Support of Ad-hoc Networking — Imagine several people coming 
together, discussing issues, exchanging data. For instance, students might 
join a lecture, with the teacher distributing data to their personal digital assistants 


(PDAs). Wireless networks can support this type of interaction; small devices 
might not have WLAN adapters following the IEEE 802.11 standard, but cheaper 


Bluetooth chips built in. 
(iii) Bridging of Networks — Using wireless piconets, a mobile phone 
can be connected to a PDA or laptop in a simple way. Mobile phones will not 


except that it allows wireless 
le phones without a wire 


Fig. 3.18 Example Configurations with a Bluetooth-based Piconet 
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have full WLAN adapters built in, but could have a Bluetooth chip. The mop, 
phone can then act as a bridge between the local piconet and e.g., the di 
GSM network (see fig. 3.18). For instance, on arrival at se airport, a p h 
mobile phone could receive e-mail via GSM and forward it to the laptop Whi 
is still in a suitcase. Via a piconet, a file server could update local informatie 
Stored on a laptop or PDA while the person is walking into the office, 


erson’, 


0.42. Discuss the protocol architecture of Bluetooth. 


Ans. The Bluetooth standard has many protocols grouped loosely into Jaye 
IEEE is working on modifying Bluetooth to shaehorn into the 802 model bene 
The basic Bluetooth architecture is shown in fig. 3.19. Starting as a simple iq D 
it now covers over 2,000 pages dealing with not only the Bluetooth protea, 
stack can be divided into a core specification (Bluetooth, 2001 a), which describes 
the protocols from physical layer to data link contro] together with managem s 
function, and profile specifications (Bluetooth, 2001 b). z 


Applications Profiles Application 
= Layer 
er Service 
Logical Link Control Adaptation Protocol k 
Link Manager Data Link 
Layer 
Baseband : 
Physical Radio Physical 
Layer 


Fig. 3.19 The 802.15 Version of the Bluetooth Protocol Architecture 


The bottom layer is the physi i i 
ysical radio layer, which corresponds fairl 
well to the physical layer in the OSI and 802 models. This la es deal om 
radio transmission and modulation. j os 
Next the baseband layer is somewhat ana 
also includes elements of the physical laye 
controls time slots and how these slots are 


logous to the MAC sublayer but 
r. It deals with how the master 
grouped into frames. 


protocols. 


The top layer is where the applications and profi 


use of the protocols in lower layers to get their work esd ate er a 


done. Each application has 
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its own dedicated subset of the protocols. Specific devices, such as a headset, 
a i eded by that application and no others. 
usually contain only those protocols needed by ae 

The three lowest layers of the Bluetooth protocol stack are ae 7 
below. These layers roughly correspond to the physical and MAC sublayers. 

(i) Radio Layer — This layer moves the bits from master to slave 
or vice versa. It is the lower-power system with a range of 10 metres rakes 
in the 2.4 GHz ISM band. The band is divided into 79 channels of 1 MHzeacn. 
Modulation is frequency shift keying, with 1 bit per Hz giving a gross data rate 
of 1 Mbps, but much of this spectrum is consumed by overhead. To oe, 
the channel fairly, frequency hoping spectrum is used with 1600 hops/sec an 
a dwell time of 625 p sec. 

Because both 802.11 and Bluetooth operate in the 2.4 GHz ISM band on 
the same 79 channels, they interfere with each other. Since Bluetooth hops are 
faster than 802.11, it is far more likely that a Bluetooth device will ruin 802.11 
transmission than the other way arround. 

(ii) Baseband Layer — The baseband layer is the closest thing 
Bluetooth has to a MAC sublayer. It turns the raw bit stream into frames and 
defines some key formats. This is traditional time division multiplexing, with 
the master getting half the slots and the slaves sharing the other half. Frames 
can be 1, 3 or 5 slots long. 

Each frame is transmitted over a logical channel, called a link, between 
the master and a slave. Two kinds of links exist. The first is the ACL 
(asynchronous connection-less) link, which is used for packet-switched data 
available at irregular intervals. These data come from the L2CAP layer on the 
sending side and are delivered to the L2CAP layer on the receiving side. ACL 
traffic is delivered on a best-efforts basic. 

The other is the SCO (synchronous connection oriented) link, for real- 
time data, such as telephone connections. This type of channel is allocated a 
fixed slot in each direction. Due to the time-critical nature of SCO links, frames 
sent over them are never retransmitted. Instead, forward error correction can 
be used to provide high reliability. A slave may have upto three SCO links with 
its master. Each SCO link can transmit one 64,000 bps PCM audio channel. 


(iii) Logic Link Control Adaption Protocol — \t has three major 
functions. It accepts packets of up to 64 kB from the upper layers and breaks 
them into frames for transmission. At the far end, the frames are reassembled 
into packets again. 

It also handles the multiplexing and demultiplexing of multiple packet 
sources. When a packet has been reassembled, the L2CAP layer determines 
which upper-layer protocol to hand it to. 

L2CAP fulfils the quality of service requirements, both when links are 
established and during normal operation. Also negotiated at setup time is the 


CO 
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maximum payload size allowed, to prevent a large-packet device fr 

drowning a small-packet device. This feature is needed because not all device. 

can handle the 64 kB maximum packet. = 
Q.43. Draw and explain the frame structure of Bluetooth protocol. 


Ans. There are different frame formats of Bluetooth, one of them is shown 
in fig. 3.20. This starts with an access code that usually identifies the master 
so that slaves within radio range of two masters can tell which traffic is for 
them. Second field containing 54-bit header typical MAC sublayer fields. Finally, 


the data field of upto 2744 bits. 


Bits 72 54 


r 

z 

Li 

7 ; 
a 
e 


0-2744 
Data | 


The 18-bit header is repeated three 
times for a total of 54 bits 


- 


Bits 3--"" 4 111 8 
major sf |eanacen 


Fig. 3.20 A Typical Bluetooth Data Frame 


The header field itself contain various subfields. The Address field identifies 
which of the eight active devices the frame is intended for. The Type field 
defines the frame type (ACL, SCO, Poll, or null) the type of error correction 
used in the data field, and how many slots long the frame is. The Flow bit is 
asserted by a slave when its buffer is full and cannot receive any’ more data. 
This is a primitive form of flow control. The Acknowledgement bit is used to 
piggyback an ACK onto a frame. The Sequence bit is used to number the 
frames to detect retransmissions. After that, comes the 18-bit header Checksum 
This 18-bit header repeated three times to form 54-bit header shown in 
fig. 3.20. 

Various formats are used for the data field for ACL frames. The SCO 
frames are simpler though — the data field is always 240 bits. Three variants 
are defined, permitting 80, 160, or 240 bits of actual payload, with the rest 
being used for error correction. In the most reliable version (80-bit payload) 
the contents are just repeated three times, the same as the header. 


0.44. What is wireless sensor network ? Give its uses. 


Ans. A wireless sensor network is made up of spatially distributed 
autonomous devices with sensors. These devices can monitor the environmental 
and physical conditions. A number of end-nodes, routers coordinated by a 
coordinator make a WSN. Several sensors are attached with each end-node. 

Data from end-nodes as communicated to the coordinator via routers in the 
form of data packets. Data from all the nodes is collected by the coordinator 
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which acts like gateway to connect the WSN with Internet. Some example of 
WSNs used in IoT system are given below — 
e. smart grid system, 


(i) For monitoring the grid at various points, i. 


using WSNs. 
(ii) To monitor the health of structures lik 


collecting the vibration data from structural health 
WSNs. 


e buildings and bridges by 
monitoring system using 


(iii) For collecting surveillance data ina surveillance system using 


WSNs. 
f various 


air quality and concentration O 
g system using WSNS- 
arious locations, 


(iv) To monitor the indoor 


gases in indoor air quality monitorin 
(v) To monitor soil moisture at v 


monitoring system using WSNs. 


in soil moisture 


0.45. What are the salient features of WSN technology ? 


Ans. In WSN every node sensor has the capability of computation, data 
compaction, aggregation and analysis. Each node also has communication 
and networking capabilities. 

The power of WSNs lies in their ability to deploy 
cost and low-power sensing nodes. WSNs are self-organizing ne 
makes them robust. The network can reconfigure itself when some new n 
are added in network or some nodes get failed- 


0.46. Explain wireless sensor network technology- 
(R.GPRV, May 2018, 2019) 


greater number of low- 
tworks which 
odes 


Ans. Refer Q.44 and Q.45. 

0.47. Explain in brief context-based node operation. 

Ans. The circumstances which form the setting of an idea, event or 
statement and in terms of which it can be fully understood is known as context. 
By using a sensor and associated circuit, computation and networking 
capabilities, and context at that node, a WSN node can adapt, re-program or 


do another work. The ability of nodes to change their operations according to 
ment is called context-based sensing, networking and 


changes in the environ 

computing, i.e. context based operations. The tasks that need to be undertaken 

on a changed context are identified by the application layer programs. In the 
path 


the selection of data, power, memory and routing 
rotocol, users, devices and application interface 
tion according to the context and consider the 


WSN system, 
management, the routing p 


can be programmed to func 
circumstances, while networking and computations. 


In WSN nodes the context for re-programming may be in the form of 
user, structural, physical, Some examples of context are — 


‘wae 
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(i) Surrounding conditions in the past and at present, 
(ii) Earlier cached data records. 


(ii) Current network. 
(iv) Currently available battery power and memory. 


(v) Physical parameters (i.e. present time of day). 
(vi) Nearest available connectivity. 

(vii) Changes in the state of the connecting network. 
(viii) Nearby systems or devices. 

(ix) Applications sequence in the past. 

(x) Device users past sequence of actions. 


0.48. Describe the various components of the WSN. 
Ans. The components of WSN system are sensor node, rel 
node, cluster head, gateway and base station. THAY pode eci 
(i) Sensor Node — It is capable of executin i 
ode i l g data processi 
gathering and communicating with additional associated nodes in the eeN 
A distinctive sensor node capability is about 4-8 MHz, having 4 KB of RAM, 
128 KB flash and preferably 916 MHz of radio frequency. 3 
(ii) Relay Node — It is a midwa i 
l ) y node used to communicate wit 
adjacent node. It is used to enhance the network reliability. A relay node ii 
special type of field device that does not have Process sensor or contr I 
rs aa and as such does Not interface with the process itself. A distincti i 
4 y node processor speed is about 8 MHz, having 8 KB of RAM, 128 KB 
ash and preferably 916 MHz of radio frequency. 
; ian (as igs Itisa high end node used to perform and construct 
jik a e Fe upon the application requirements, Typically these nodes 
Satin. že , evices which are outfitted with high quality processing 
Sa ie H She i greater battery life. A distinctive 
about 8 MHz, havi 
KB flash and preferably 916 MHz of radio ae eS 


(v) Gateway- Iti : 
1y i {is an interface between sensor networks and outside 
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about 16 MHz, having 512 KB of 


A distinctive gateway processor speed is 
RAM, 32 MB flash and preferably 2.4 GHz of radio frequency. 


(vi) Base Station - It is an extraordinary type of nod 


computational energy and processing capability. 
nd disadvantages of WSN ? 


s follows — 


e having high 


0.49. What are the advantages a 
Ans. The advantages and disadvantages of WSN are a 


Advantages of WSN — 
(i) It avoids a lot of wiring. 
(ii) It can accommodate new devices at any time. 
(iii) It is flexible to go through physical partitions. 
(iv) It can be accessed through a centralized monitor. 


Disadvantages of WSN — 
(i) Lower speed compared to wired network. 


(ii) Still costly at large. 

(iii) More complex to configure than wired network. 

(iv) It does not make sensing quantities in building easier. 
(v) It does not reduce costs for installation. 

(vi) Gets distracted by various elements like Bluetooth. 


0.50. Explain in brief architecture of WSN node. 

Ans. WSN node has a three layer architecture as shown in fig. 3.21. 
Layers which are involved in this architecture are application layer, network 
layer, physical cum data-link layer. Sensor management, sensor query and 
data dissemination, task assignment and application-specific protocols are the 
components of the application layer software. The application and network 
layers have sensor, CPU and program sensor node. Data-link layer and network 
layer are serially connected and may have coordination of the routing software. 
Layers are interconnected to an antenna and wireless radio circuit by a serial 
link. The physical cum data-link layer contains the radio circuit. MAC and 


physical protocols are used by the communication subsystem. 
Sensor Node CPU 
and Program 


Application Layer 


Network Layer 


Communication 


Subsystem 
Data Adaptation Wireless Radio Circuit 
MAC + s 
Physical Physical cum Data-link Layer and Antenna 
Data Packets Transceiver Wireless Network 
— E E 


eee ee erccwercccccce. 


Fig. 3.21 Wireless Sensor Node Architecture 


ica 
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Q.51. Discuss architecture for connecting nodes in a WSN SPstem, 
Ans. Two commonly used architectures for connecting nodes ina 


system as shown in fig. 3.22, are — 
(i) Fixed connecting infrastructure of WSNs contaj 


coordinators, relays, gateways and routers. 
(ii) Ad-hoc network of mobile WSNs containing coordinat 


relays, gateways or routers. 


WSNI aie as [WSN 1V] 


Coordinator for Coordinating WSN Nodes 


Router or 


Multi-point Relay Gateway 


Sewwwewrererseseseenewensesccce — 


-— 


(a) Fixed Connecting Infrastructure of WSNs 


[wenn] 


carecaaneceaccenecneooncseseones > 


(b) Ad-hoc Network of Mobile WSNs 
Fig. 3.22 


The nodes present nearby or reaching in wireless range are provide 


—< 


Intemet), a multi-point relay is used. Two networks are linked together by a 
path for transmission of data pack 

ps packet, 

Fie a epa e paths in a network at present, A smart home network 

ana Ai: ghar surveillance points, air conditioner, TV, computer 

points is an example of fixed connecting infrastructure. 


Mobile WSNs tied with bi f : 
of ad-hoc infrastructure. 7 Oc animale for habitat monitor ing is an example 


52, D fi T . 
Q. tscuss architectures for networking of nodes with neat sketches. 


Wsy 
Ning 


Org, 
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data sensing capability and can move towards the access point. These nodes 
are mobile and can move for communication to remote access points. The 
access point has the capabilities of data gathering and processing. It can connect 
with the larger network, link Internet. 

Each node can connect with its nearby nodes, while node which moves 
to longer distances can communicate to the access point through 2 or 3 hops. 
Each node also has a low power transceiver to connect with the neighbouring 
layer WSNs. 

In a layered architecture as shown in fig. 3.23 the access point is 
surrounded by three layers of WSNs. Layer | WSNs are directly connected 
with the access point. While layer 2 WSNs are first connected to layer J 
WSNs functioning like coordinators and then directly connected to the access 
point. Similarly, layer 3 WSNs first connect to layer 2 WSNs, then to layer 1 
WSNs and then to the access point. 


A a 0s oe oe rn eens eens on oo en one ee. ee 


Layer 3 (Three Hops WSNs) 


Layer 2 


Layer 3 z 
{ (Two HOP WSNs) 


(Three HOP WSNs) 


TT ma 


Router or 
Gateway 


Access Point 
(Base Station) 


Fig. 3.23 Layered Architecture 


As shown in fig. 3.23 WSN I and WSN IL of layer | are directly connect 
to the access point, thus have hop count = 1. While WSN II and WSN IV of 
layer 2 are first connected by one hop to WSN II and next hop to access 
point, thus hop count = 2. In a similar way, WSN V and WSN VI which are at 
layer 3, will connect to the base station by 3 hops. With the help of wireless 
LAN protocol (802.11b) base stations connect with the clusters. The access 
points also have connectivity to the Internet. Sensor data is archived and can 
be queried, in real time. This data can be accessed by users through mobile 
devices and remote clients. 

(ii) Multiple Cluster Architecture — A cluster refers to a group of 


WSNs. Each cluster has an associated gateway node. A set of such clusters, 
cach of which having a gateway, has one cluster with a cluster-head gateway. 


Layer I 
(One HOP WSN6) 
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In a multiple cluster architecture, cluster-head allows a tree-like to 

of the clusters. In distributed WSNs and WSN clusters, the formation of ia 
and election of cluster head is autonomous. A multiple cluster architec $ 
shown in fig. 3.24, has two clusters and a cluster-head gateway. Head a 
connects to the Internet to provide connectivity to WSNS in the multiple dinate 
The number of clusters required in a system, depends upon the coverage re ioe 
Two clusters are interconnected by the gateway of clusterhead. Each node ie 
cluster is connected to its nearby node. WSNs of two clusters interconnes i 
gateway in one, two or three hops. A node which moves to longer dine a 
communicates the neighbouring cluster through the gateway, ii 


ay 


WSN VII 


Cluster 2 


WSN VI 


Mlewweenseccwncesccca seg 


OO bs ete senccwwnse be 


Internet 


0.53. Write in brief about WSN protocols, 
Ans. WSN protocols are designed to — 
(i) Decrease computational requirement 
(ii) Reduce use of bandwidth and battery power, 


(iti) Operate in self-configured ad-hoc setup mode 
(iv) Reduce memory requirement by the protocol 
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Data-link Layer Media Access Control (MAC) Protocol — At the data 
link layer, an S-MAC protocol can be used. The S-MAC nodes go to sleep for 
extended periods and need to synchronise at periodic intervals. Use of S-MAC 
protocols results in energy efficient, collision-free transmission, and intermittent 
synchronisation of the operations. Collision-free transmission occurs due to 
scheduling of channel which also allows reuse of channels. 

Routing Protocols — Routing protocols are needed for energy-efficient 
routing, multi-hop route determination, route caching and directed diffusion 
of data by network layer. 

Routing protocols can be of two types, viz. reactive or proactive. Reactive 
protocols are used to determine the route on demand, while proactive protocols 
keep route cache determine the route in advance. When a routing table guides 
the paths available, routing protocols are table-driven. When a source demands 
the route and guides the paths available, routing protocols are demand-driven. 


Q.54. What points are need to be considered for WSN infrastructure 
establishment ? 
Ans. The following steps need to be considered, while establishing a 


WSN infrastructure — 
(i) Sensors and their CMOS low power ASIC circuit with sensors 


along with their radio ranges and energy-efficient coding. 

(ii) Clusters and their hierarchy, clusters gateways, cluster-heads. 

(ili) Routing, aggregation, compaction, fusion and diffusion of data. 

(iv) Network topology and architecture which may be either wireless 
multi-hop infrastructure network architecture or multiple cluster architecture, 
depending upon the type of applications and services. 

(v) Time should be synchronised at intermittent intervals. 

(vi) Selection of infrastructure either — 

(a) fixed connecting infrastructure of nodes, coordinators, 


relays, gateways and routers, or 
(b) ad-hoc network of mobile WSNs with limited or unspecified 


mobility region. 

(vii) Self-discovering, self-configuring and self-healing protocols of 
network nodes, localisation, mobility range, security, data-link and routing 
protocols, link quality indicator, QoS required according to applications and 
services. 

0.55, Why WSN need integration approaches ? 
Ans, WSN requires integrated approaches for the following purposes — 

(i) Nodes design and provisioning of resources 


(ii) Mobility of nodes 
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(iii) Localisation of nodes 
(iv) Architecture for connecting sensors 
(v) Architectures for sensor networking 
(vi) Security protocols 

(vii) Data dissemination protocols . 
(viii) Protocols of data-link layer and routing 
(ix) ForloT applications and services, 


0.56. What are the security challenges = es 
for WSN networks are — 
paren sche drains out the energy of the attacked node by 
repeatedly sending hello messages, known as hello flood attack. 
@ An attacked node acts like an access point and receives the 
messages without forwarding them, known as sinkhole aE 
(iii) The attacker node provides wrong information about the 
distances of the destinations, hence forcing the attacked node to take longer 
paths having high latency which results in high delivery delays of packets, 
This type of attack is known as wormhole attack. 2 
(iv) A single node, presents itself as different entities at different 
times, known as sybil attack. 
(v) The attacker node does not forward the messages received from 
an attacked node, known as selective forwarding attack. 


9.57. Write short note on quality of service. 


Ans. Quality of Service (QoS) is an average weighted metric measured 
over the life time of a WSN network. It depends upon following parameters — 
(i) Maximum time up to which the WSN functions effectively or 

given energy resources of the nodes will last i.e., life time. 
(ii) Time taken in generation of sensor data and its delivery up to 

the destination 1.€., average delay. 
(ii) Bytes per second delivered u ination i 

pto the destination i.e., throughput. 
High delays means low throughput. Italso related to the bandwidth of the network. 


(iv) Link Quality Indicator (LON). which ; 
diea Ti Pa ee ), which is a measure of packets 


Some factors which limit high QoS are — 


(i) Routing through nodes having hi i 
and paths using low energy resources, E cana i 
(ti) Link between nodes, 
iii) Maintaining a balance between 
packets Should be delivered by lower delay 
by higher delay paths, 


Treen 


e WSN networks ? 


Priority and delay. Higher priority 
paths and lower priority packets 


integration with sensors dat, 


D O i ..}.}}}} © 
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An example of QoS metric is the coverage ofa amet papaki ea 
depends on the density and locations of the nodes in the o ee a 
communication range and sensitivity. Another QoS metric, whic is 
surveillance systems, hazardous gases or fire-detection systems 15 percentage 
of times the network cover occurrence of an event. 


0.58. List the design challenges of configuring of nodes. l l 
Ans. Challenges in configuration of nodes (which may be static, dynamic 
or self-automatic) with respect to the resource constraints are — 
(i) WSN nodes in locations and mobility range- 
(ii) Clusters 
(iii) Gateways 
(iv) Cluster-heads 
(v) Sampling rate of the sensed parameters 
(vi) Aggregation, compaction and fusion. 
Resource constraints in view of which these challenges are to be met 
include limited battery power, computation capability, storage, bandwidth and 
scalability limit on the nodes. 


0.59. What are the protocols used for secure communication between 
WSN nodes. 

Ans. Data privacy and integrity, are two major requirements for secure 
communications between sensor networks. Data integrity can be maintained 
by receiving the data from authenticated sensing nodes only and preventing 
the communication of messages from unauthenticated sources. Privacy ensures 
secrecy of data and prevents eavesdropping. SPINS (Security Protocols in 
Network of Sensors) suggested by Berkeley laboratories is the best protocol 
for secure communication between networks. SPINs use symmetric 
cryptographic protocol because of the following reasons — 

Symmetric cryptographic method has low overhead in term of memory 
and computations for digital signatures, key generation and verification as 
compared to asymmetric method which has high memory needs and 
communicates higher number of bytes. 

SPINS is actually a suite of security protocols including — 

(i) SNEP (Secure Network Encryption Protocol) 
(ü) Micro-Tesla (u-Tesla). 

l SNEP ensures data integrity and privacy, thus enables secure point-to- 
point communication. In this protocol, messages are not need to be replayed, 
thus they remain fresh. The communication requires an authentication process. 
In SNEP, access point distributes session key to two nodes A and B. Total six 
keys are shared by two nodes viz., encryption keys, Kap and Kga, Cipher- 


Ba Oo 
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block-chaining message authentication cod 


keys, C4 and Cp. ý 
A lighter version of TESLA known as p-TESLA enables authentic 

broadcasting. The authentication process is micro-timed and efficient, First à 

packet is listened and considered as 4 parent and authenticated later. This 

results in stream-loss tolerant secure authentication. 

dencryption and authentication protoco L 


Q.60. Explain in brief localise 
Ans. In a distributed sensor network, a node uses four types of keys, viz 
individual key, group key, cluster key and share a pair of key with the nei ghbour 
In Localised Encryption and Authentication Protocol (LEAP), different packets 
depending upon the security needs of the 


use different keying mechanisms. seur 
networks. The implementation of goals ofa system for applications and services 
is a problem for highly-distributed architecture with localised coordination, 


Various implementation requirements include autonomous operation, self. 
organization, self-configuration, adaptation, energy conservation at physical, 
MAC, link, route, application layer, design of scalable node density, number 


and type of networks. 
Route nodes have no addressability and network is a data-centric network. 


e keys. KAB and Kpa and Counte 


ated 


0.61. What are the application of WSN ? 
Ans. WSN applications are as follows — 
(i) In Agriculture — For humiditytemperature monitoring. 
(ti) In Civil Engineering — For structural response and disaster 


management. 


(tii) In Environment Sciences — For habitat monitoring and 


conservation of biology. 


(iv) In Home and Office Applications — For home and office 


automation and smart environment. 


(v) In Health Applications — For telemonitoring of human physiological 


data and drug administration in hospitals. 


[  MQTT, MQTT METHODS AND COMPONENTS, MQTT 
| COMMUNICATION, TOPICS AND APPLICATIONS, SMQTT 

0.1. What is MQTT and give its advantages ri 

Ans. The full form of MQTT is “Message Queuing Telemetry Transport”. 
It is an open-source protocol. It is used for M2M or Internet of Things 
connectivity. It was introduced first by IBM and then IBM donated it to M2M 
‘Paho’ project of Eclipse. A version represents MQTT v3.1.1. It has accepted 
as organisation for the advancement of structured information standards 
(OASIS) standard in year 2014. In M2M or IoT devices MQTT protocol is 


foT/M2M 
MOQTT Java, C 


MQTT Java, C or 
JavaScript Library 
Functions 


or JavaScript 
Library Functions 


M2M/IoT 
Network 


Subscription 
Match 
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Store and 
Forward 
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TCP Keeping Objects 
Message 
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Fig. 4.1 
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as ersion represents MQTT-SN ie MQTT. 
used for connectivity. A V on-TCP/IP networks like ZigBee, Mes 


used in sensor networks and n / 
protocol is also publish/subscribed by MQTT-SN. It allows extension o 
MQTT protocol for WSNs, the actuator and sensor devices and their ney ork 

and forward, subscription match i 


MQTT-broker subscription, § , i slay 
à ; alive services are s ; 
and keep messages shown in 


4.1. Here, device objects employ MQTT Java, C or JavaScript library funci o 
With the help of an MQTT broker, messages interchange between M2M/igy 
device object and web objects. The Ghyect camninuntrste with the help of 
connected devices network protocols like ZigBee. In addition, web obj 


; : ec 
employ MQTT library functions and communicate with the help of IP netwon 


cols in case of publishing and subscribing 
web APIs. 


The following functions are performed by MQTT brokers — 


(i) Store-and-forward function is performed. It stores topics from 
publishers and transmits to subscribers. 

(ii) Functions like server node has ability to store message from 
publishers, and transmitting them to the subscribing clients. 

(iii) It has ability to receive topics by the publishers. These topics are 
used to measure like measured information of ambient light conditions, nearby 
parking space availability and traffic density waste container status. 

(iv) Until the client explicitly disconnected, recovers subscriptions 
on reconnect after a disconnection. 


(v) In order to route messages to right end points, receives subscriptions 
from clients on the topics, matches these subscriptions to publications. 


Nig 
Rinp 
f the 


(vi) Between publisher and subscribers of the topics, it behaves like 
broker. 


(vii) Authentication with the help of username/password for connect 
message and client security represents with the help of SSL/TLS. 


(viii) With the help of Intelligent and business analyst server and 
other servers MQTT server can be used with a gateway, 


Advantages of MQTT - 

(i) Small code footprint 

(ii) Low network bandwidth requirement 
(iii) Faster response time 
(iv) Low power requirement 


(v) Ease of scalability, 


a= __~_~ @2@&©2.. © 
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0.2. Write short note on MOTT methods and components. 


Ans. In MQTT there are a few different methods such as connect, 
disconnect, subscribe, unsubscribe and publish. Basically the connect method 
helps to connect this device with the server. The disconnect Is just opposite. 
Whenever a device is no longer required to be to remain connected, the 
disconnect method helps in disconnecting from the server, from TCP IP service 
offerings and so on. The subscribe method is basically for subscribing to the 
services and unsubscribe is the opposite which is used when it is no longer 
required to continue with getting the different data offerings, the data services 


and so on. 
The publish method which is basically publishing data from the different 
sensors or the different devices to the broker for it to be fetched by the 


different application clients. 

The MQTT has three principle components. The publishers which involve 
the different sensors, the subscribers and that means, those entities, those 
applications, those units that are interested in the data that is published by the 
sensors. In between the two is the broker which helps the publishers and the 
subscribers connect to one another and also help in classifying the sensor data 


into different topics. 


0.3. Explain in detail about the architecture of MQTT. 


Ans. The MQTT consists of three components, subscribers, publishers, 
and brokers. The architecture of MQTT is shown in fig. 4.2. To communicate, 
the device will register as a subscriber to a specific topic of its interest in the 
broker, When the publishers publish to the topic, the broker delivers the 
information to one or more subscribers. Many applications use MQTT e.g., 
healthcare, monitoring, energy meter, facebook notification. Furthermore, the 
MQTT represents one of the appropriate messaging protocol for loT and 
M2M communications because provides routing for small, cheap, limited power 
and memory devices that belong to vulnerable and low bandwidth networks. 
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The MQTT implements the communication between the broker z 
publishers and the broker with the subscribers. To start a communicar th 
CONNECT packet is sent from the client (publisher or subscriber) ma 

th 


server (broker) to start the connection, the server responses with a CONN 
packet. To finish the communication, the client sends a DISCONNECT ial 
C 
q 


0.4. Discuss communication process in MQTT. 
Ans. During the communication process following three Quality of Seryj 
Iq 


(QoS) levels may be used in MQTT - 

(i) QoS 0 (At most Once) — The message is sent using the b 
effort on the TCP/IP network, the answer is not expected and the messa ci 
not sent again. The message can arrive at the server or not. The sender = h 


a PUBLISH packet as shown in fig. 4.3. 


ED Publish Qos 0 


Fig. 4.3 QoS 0 (At Most Once) 


(ii) QoS 1 (Atleast Once) — It is the default mode of message transfer 
The message arrives at least once to the receiver, to ensure delivery at lead 
once. Ifa failure is identified, there may be failure on the communication link, 
or the message is not received after a specified period of time, the message 
will be resent by the sender. It allows the recipient to receive the message 
multiple times. After the message is processed, it is deleted from the receiver 
The sender using QoS 1 sends a PUBLISH packet containing the Packi 
identifier. The Publish packet retains a state of unacknowledged until the sender 
receives the PUBACK packet from the broker/receiver. Fig. 4.4 shows mesie 
exchange between a publisher and broker using QoS | technique. After deleting 
the message the receiver sends the acknowledgement to the sender. The same 
occurs with the sender after receiving the acknowledgement from the receivet 
Both sender and receiver delete the message after the communication. 


CY Publish QoS 1 
CP PUBACK 


Fig. 4.4 QoS 1 (At Least Once) 


acceptab] ia 2 oS 2 (Exactly Once) - Duplicate messages and losses are n0! 
; a able, It increases the network traffic, but it is acceptable because the 
os 2 is used to send re’ + essapes, it ie the higher! uality of service 
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eceived once, when the receiver 
SH packet involves two- 
owledged until the 
the receiver. The 
ding PUBCOMP 


This technique guarantees that a message Is f 
ns the message has arrived. The QoS 2 PUBLI 
he PUBLISH packet is treated as unackn 
esponding PUBREC packet from 


s for the correspon 
reated as unacknowledged 


messages exchange 


confir 
step process. T 
sender receives the corr 
sender sends a PUBREL packet and wait 
packet from the receiver. The PUBREL packet is t 
until the PUBCOMP packet reception. Fig. 4.5 shows 
between a publisher and broker using QoS 2 technique. 


CF Publish QoS 2 
C7 PUBREC 
C7) PUBREL 
ED PUBCOMP 


Fig. 4.5 QoS 2 (Exactly Once) 


The MQTT specification do not present parameters to be set in order to 
define an interval, and how many times the messages may be retransmitted. 


aD 


Broker 


0.5. Give features and limitations of commonly used brokers in MQTT. 


Ans, The MQTT broker is the heart of each MQTT arrangement. It 
provides connecting link between applications or physical devices and enterprise 
systems. Brokers are in charge of subscription, determined sessions, missed 
messages and general security, including authentication and authorization. The 
following table 4.1 gives the commonly used MQTT brokers with their features 


and limitations. 
Table 4.1 MQTT Broker with their Features and Limitation 


Mosquitto | It supports -All QoS * Clustering 
MQTT version ‘Authentication | - Fewer 
3.1 and it is an - Bridge Configuration 
Open source. ' Dynamic topics | Now allow 
- Websockets simultaneous 
connection 
with using 
authentication 
It is a tiny broker | +All QoS - Security 
(Really | which supports * Bridge * Websockets 
* Dynamic topics | + Cluster 


small V3 and V3.1, 
message 


broker) 
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(iii) | MQTT js | It is an MQTT -All QoS ‘ Bridge 
broker among * Dynamic topics ‘Authenticat; 
client/server API |+ Websockets ‘Cluster 
production recorded |* SSL 
in JavaScript. 

(iv) | HiveMQ | HiveMQ empowers | All QoS Open standar 


organization to attach |- Bridge i Performang 
all devices and ` Dynamic topics degra dation 
services with nomi- |: Websockets because of 
nal effort by victimi-|* TLS/SSL TLS 

zation the de-facto, |- Cluster 


(v) | VemeMQ | VemeMQ cloud be a |> All QoS . Performance 
superior, distributed |- Bridge degradation 
MQTT message -Authentication because of 
broker supports - Dynamic topics | TLS 
MQTT version 3.1 |- Websockets 
and 3.1.1. - Encryption 


Q.6. Define the term MOTT topics. 

Ans. A topic is a simple string that can have more hierarchy levels, which 
are separated by a slash. A sample topic for sending temperature data of the 
living room could be house/living-room/temperature. On one hand the client 
(e.g. mobile device) can subscribe to the exact topic or on the other hand, it 
can use a wildcard. Each client that wants to receive the messages subscribes 
to a certain topic and the broker delivers all the messages within the matching 
topic to the client. Thus, clients, do not have to know each other they only 
need to communicate with each other over the topic. This architecture basically 
appears to be a scalable architecture with a scalable solution. There is not 

much dependency between the producers and the consumers of the data and 
that is why MQTT is very popular. 

The subscription to house/+/temperature would result in all messages 
sent to the previously mentioned topic house/living-room/temperature, as well 


as any topic with an arbitrary value in the place of living room such as house/ 
kitchen/temperature. 


The plus sign is a single Ivel wild card and only allows arbitrary values for 
one hierarchy. If more than one level needs to be subscribed, such as, the 
entire sub-tree, there is also a multilevel wildcard (#). It allows to subscribe to 
all underlying hierarchy levels. For example house/# is subscribing to all topics 

beginning with house. 


CS 
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Q.7. Explain the applications of MOQTT in various fields. 
Ans. The applications of MQTT are as follows — 


(i) Healthcare — By using MQTT, a healthcare ass 
create a flexible checking solution. Following are the arrangemen 
address of victim care — 7 

(a) Keeping track of victims besides they go away from the clinic. 
(b) Upgrading the effectiveness of subsequent tests. 
(c) Achieving advanced industry information catch principles. 


The healthcare organization worked with IBM to make an answer in which 
an MQTT customer is inserted in a home observing machine that gathers 
diagnostics at whatever point the victim is in nearness to a base system. Then 
it forwards the indicative information through the web to the main domain, 
which is given to an application which analyses the measurements and alert 
the healthcare team if there are hints the victim perhaps carrying trouble. It spares 
cash for the association also its victims, as there is constrained requirement 
for victims to go hospital for regular check-ups if they are doing fine. 

(ii) Energy and Utilities — A service organization was confronted 
with increasing expenses to deliver power among with rising interest for 
electricity by their client root, which was not able, normally, to spend forever 
expanding amounts. Therefore instead of quickly carried out generation charges 
that their clients possibly could not spend, the organization first looked for an 
answer for decrease general request for power by putting smart meters in 
clients” apartments to remotely manage the application of definite power 
absorbing device. In any case, the arrangement expected to minimize utilization 
of accessible information network, for that the organization salaried according 
to the quantity of information transferred. 


Making of virtual power plant (VPP) was the arrangement which sits 
between the organization’s producing origins and their clients. Smart meters 
gather use information for the different devices which are used there in-home 
apartment. At that point, apartment gateway examines, furnished with a 
progressed MQTT customer, distribute the utilization information to the VPP 
at normal interval throughout the nearby cell phone system. 


ociation needed to 
t expected to 


(tii) Social Networking — A long range interpersonal communication 
organization experienced latency issues during transferring information. The 
strategy the organization utilized to deliver data was stable yet time-consuming, 
and if it remained to utilize the similar mechanism then the solutions were 
restricted. Another structure for a constant association among the servers 
lacking absorbing more battery power was required that is basic to clients of 
the organization’s civic communication site. 
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Using MQTT protocol the organization’s designers tackled the 


a issue ; 
social networking. With keeping up a MQTT association also directing rf 
a 


via MQTT’s conversational channel (chat pipelin), the organization was capabl 
to accomplish data distribution by speeds of 1x105 microseconds, instead pi 


several minutes. 
0.8. What are the limitations of MQTT ? Explain. 


Ans, MQTT is the most popular communication protocol for loT since 
IoT assets are constrained devices. But it has following limitations which need 


to be addressed - 


(i) Message Expiry- Right now in MQTT there is no Message expiry 
so in the event that you put a message in a broker and then forget to gather it 
or nobody ever comes to pick it up, it remains there forever. As a result, the 
broker is overloaded with messages and it degrades the overall performance. 


(ii) Security - MQTT protocol provides username and Password 
for authentication and various broker implementations add different mechanism 
on top of that. So security in MQTT depends on the use case and selection of 
broker. Mostly brokers provide security based on TLS, but TLS affects the 
performance significantly, especially CPU usage during the handshake. 


(iii) Ordering - The key challenges for a reliable data transmission 
organization in loT environment are ordering messages and resending messages 
which lost during transmission, MQTT provides guaranteed delivery of 
messages, but maintaining order of messages in MQTT is a challenging task. 


(iv) Priority - MQTT does not support a feature called priority of 
messages. If any system has more important data then it must be immediately 
available to all the subscribers, for example the data which is gathered from 
fire alarm system is more important than temperature or pressure sensor data 
So it must be available first to all receivers. So for that priority of messages are 
required then sending data in order. 


0.9. Write short note on SMOTT. 


Ans. The secured version of MQTT which is called the secure MQTT, 
or SMQTT in short. This is quite similar in notion to http and https, the secure 
http. So, secure MQTT is an extension of the MQTT using different security 
features such as encryption and so on. The advantage of such encryption is 
the broadcast encryption feature in which one message is encrypted and 
delivered to multiple other nodes which is quite common in loT applications. 

In general, the algorithm consists of four main stages, i.e. the setup stage, the 
encryption stage, the publish stage and the decryption stage. In the setup 
phase, the subscribers and publishers register themselves to the broker and 
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naba ration 
get a master secret key according to their developer z ne e: a s the 
algorithm. When the data is published, it is encrypted m a ted at the 
broker which sends it to the subscribers, which is finally pare aa 
subscriber end having the same master secret key. The key gene 


encryption algorithms are not standardized. SMQTT is proposed only to 
enhance MQTT security features. 


0.10. What do you mean by MOTE-SN ? Explain. 


Ans. The Message Queuing Telemetry Transport for Sensor Network 
(MQTT-SN) protocol was developed specially for Wireless Sensor Networks 
(WSNs), normally made up of low cost and easy developed environments. 
Typically, a WSN has a large number of sensors and actuators, from different 
device types, that presenta limited amount of storage and processing capabilities. 
The devices are developed to detect and notify events through wireless links, 
used habitually in monitoring environment, traffic and building management, 
battlefield surveillance, and home automation. 

MQTT-SN is also optimized for implementation on low-cost, battery- 
operated devices with limited processing and storage resources. 

MQTT-SN was originally developed for running on top of the ZigBee 
APS layer. ZigBee is an open industrial consortium with the aim of defining an 
open and global communication standard for WSNs. To be global ZigBee has 
selected the IEEE standard 802.15.4 as the protocol for the PHY and MAC 
layers, and adds on top on this standard the required network, security and 
application layers, thus providing interoperability between products of different 
vendors. 

MQTT-SN is designed in such a way that it is agnostic of the underlying 
networking services. Any network which provides a bi-directional data transfer 
service between any node and a particular one (a gateway) should be able to 
support MQTT-SN. For example, a simple datagram service which allows a 
source endpoint to send a data message to a specific destination endpoint 
should be sufficient. A broadcast data transfer service is only required if the 
gateway discovery procedure is employed. To reduce the broadcast traffic 
created by the discovery procedure, it is desirable that MQTT-SN could indicate 
the required broadcast radius to the underlying layer. 


Q.11. Describe the architecture of MQTT-SN protocol. 


Ans, The architecture of MQTT-SN is shown in fig. 4.6. There are three 
kinds of MQTT-SN components - MQTT-SN clients, MQTT-SN gateways 
(GW), and MQTT-SN forwarders. MQTT-SN clients connect themselves to 
a MQTT server via a MQTT-SN gateway using the MQTT-SN protocol. A 
MQTT-SN gateway may or may not be integrated with a MQTT server. In 
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case of a stand-alone gateway, the MQTT protocol is used between the M 
server and the MOTT-SN gateway. Its main function is the translation bet 
MQTT and MQTT-SN. 

MQTT-SN clients can also access a gateway via a forwarder in case th 
gateway is not directly attached to their network. The forwarder simn 
encapsulates the MQTT-SN frames it receives on the wireless side and forwards 
them unchanged to the gateway in the opposite direction, it decapsulates the 


frames it receives from the gateway and sends them to the clients, unchanged to, 


QTT 


Ween 


MQTT_ 
Broker 


MQTT-SN Gateway 


Fig. 4.6 MQTT-SN Architecture 


Depending on how a gateway performs the protocol translation between 
MOQTT and MQTT-SN, there can be two types of gateways, namely transparent 
and aggregating gateways, see fig. 4.7. They are explained in the following 
sections — 

(i) Transparent Gateway — For each connected MQTT-SN client, a 
transparent gateway will setup and maintain a MQTT connection to the MQTT 
server. This MQTT connection is reserved exclusively for the end-to-end and 
almost transparent message exchange between the client and the server. There 
will be as many MQTT connections between the gateway and the server as 
MQTT-SN clients connected to the gateway. The transparent gateway will 

perform a “syntax” translation between the two protocols. Since all message 
exchanges are end-to-end between the MQTT-SN client and the MQTT server, 


all functions and features that are implemented by the server can be offered to 
the client. 


Aggregating 
Gateway 


Fig. 4.7 Transparent and Aggregating Gateways 


— O __—_—S—(eeeeeee 
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Although the implementation of the transparent pi is repens 
compared to the one of an aggregating gateway, it requires e eines 
to support a separate connection for each active client. Some aie 
implementations might impose a limitation on the number of con 
connections that they support. 


(ii) Aggregating Gateway — Instead of having a MQTT connection 
for each connected client, an aggregating gateway will have only one MQTT 
connection to the server. All message exchanges between a MQTT-SN client 
and an aggregating gateway end at the gateway. The gateway then decides 
which information will be given further to the server. Although its 
implementation is more complex than the one of a transparent gateway, an 
aggregating gateway may be helpful in case of WSNs with very large number 
of SAs because it reduces the number of MQTT connections that the server 
has to support concurrently. 


0.12. Explain the following — 
(i) MOTT-protocol architecture 
(ii) MOTT-SN protocol architecture. 
(R.GP.V., Nov. 2019) 
Ans. Refer to Q.9 and Q.11. 


Q.13. Explain internet based communication and list its different kinds 
of protocols. (R.GP.V., Nov. 2019) 


Ans. The actions which occur during the data transferring from one 
layer to another layer are as follows — 


(i) For communication, every layer processes the data according 
to protocol used by that layer. 

(ii) The data stack sends and obtained from the previous upper 
layer with addition a new header it transmits by each layer and hence made a 
new stack after doing the actions defined at that layer. 


(iii) As per protocols, another layer will define the new parameters 
and make new stack for the subsequent lower layer. 


(iv) The process continues till the data communicates over the whole 
network. 


In the modified OSI model, IoT physical and application layers are the 
lowest layer and highest layer respectively. When data transfers from the 


application layer to the physical layer, i.e. from one layer to the another layer 
following actions are taken — 


(i) Every layer works the processing according to the header field 


bits, and one taken as per the protocol to be employed for decoding the field. ~ 
for the needed actions at that layer. 
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(ii) Every layer takes the data stack from preceding lower | iyé 
after the needed actions, it detects the header word and generates ete and 
defined for the next higher layer. Stack 


-eo 


application 
layer is received at the port. 


Lower layer such as data-link layer protocol has provisions for the traili 
bits with header words, while upper layer uses only the header words. Traine 
bits usage can be as end-of-the frame showing bits and error-contro| bite 
TCP/IP protocol suite for Internet communication has only four layers o ro a 
model that are 7, 4, 3 and 2. Layer | is used for physical link to rifts l 
Communication between the source and destination is shown in fi g. 4.8. Link 
layer L2, Internet layer L3, transport layer L4 and application layer L7 dté 
used by Internet-based TCP/IP communication. Protocol data units at the 
layers are shown in fig. 4.8. For transport layer TCP, a data segment is accepted 
from L7 layer. Then TCP stream is created by L4 layer. Stream is packetize, 
in the Internet layer L3. Although, for transport layer UDP us age, a datagran 
is accepted from L7 layer. Then UDP datagram is created by L4 layer, The 
stream packetizes into packet at the Internet layer L3. Datagram sent from 
layer L3 has maximum size of 2'° byte but it includes L3 header also. 


Port for Data from or to Application Layer L7 


L7 Header | L7 Data Segment 


PDU -232 
Byte for 
Applications 
and Services 


Data Stack from L7 or to L7 


L4 TCP Header | Data for TCP Stream 


UDP Header + Datagram 


PDU - 
216 Byte 


PDU - 
1518 Byte 
Data Stack from L2 (Link Layer) or to L2 


Physical Layer L1 Layer 


Fig. 4.8 
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Packet routing obtains as — every 


IP protocol is used by Internet layer. Packe ktk 
router fns knowledge about the path to destination. The al vauitiole 
the same source similarly follows various paths from a router, 


paths are available. In source transport layer ei — danai 

ayer is rearrange the packet as per to their O . Rane 
eki ni data eneit it is se to destination-end of loT game he 
Protocol is used by data link layer for its every sublayers such as RARP, - 
NDP, Ethernet IEEE 802.3, ARP, MAC, etc. In logical link layer, ects 1 
protocol on a LAN. The meaning of different terms used for protoco s = 
RARP (Reverse Address Resolution Protocol), PPP (Point-to-Point meng : 
ARP (Address Resolution Protocol), MAC (Media Access Control), e 
(Network Discovery Protocol). Resolution stands for to use network data 
stack for computing the MAC address. Reverse stands for to use MAC address 
for computing IP address. 

The following communication protocols have immediate importance to 

consumer and industrial IoTs — 

(i) IEEE 802.15.4 (ii) ZigBee (iii) 6LoWPAN 

(iv) Wireless HART (v) Z-wave (vi) ISA 100 

(vii) Bluetooth (viii) NFC (ix) RFID 


oe 


ps tus Te 


0.14. Write short note on CoAP. 


Ans. The constrained application protocol (CoAP) is an application layer 
protocol developed by the Internet Engineering Task Force (IETF) CoRE 
working group. It is designed for constrained environments. Based on a REST 
style architecture, the protocol considers the various objects in the network as 
resources. A unique Universal Resource Identifier (URD is assigned to each resource. 
The protocol uses the corresponding URI to operate the different resources. 


CoAP protocol was designed to look like and be compatible with hypertext 
transfer protocol (HTTP). This makes the protocol looks more like a traditional 


website-based business which provides the ability to be compatible with an 
existing system that is web service based. 


Q.15. Describe the architecture of CoAP protocol. 


Ans. The CoAP interaction model is similar to HTTP client/server model 
but the CoAP implementation acts as both client and server in typical machine 
to machine interactions. Similar to HTTP a CoAP request is sent by a client ` ` 
using a method code to request an action on a URI identifiable resource. 
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ment (ACK) - This message type is received in 


The server replies with a response code which may include a ' 
Tesource (iii) Acknowledge ption. 


representation. CoAP model is essentially a client/server architecture enablin age confirming the latter rece 
R response to CON messag 


the client to request for service from server as 
EUREC TCE (iv) Reset (RST) — This message Is sent in case of ane 
c 


needed and the server responds. CoAP request Seri interested in c 
is similar in nature to HTTP but as shown in fig. oAP Requests/Responses ge is not understandable or receiver 1S not in 


4.9 CoAP interchanges are asynchronous since 
it uses UDP. The message layer interfaces with 
UDP layer which formats the data received into 


rror in message, 
ommunication 


messa 
with sender. 
0.17. Discuss various fields in CoAP message 


encoded CoAP message contains a C 


format. 
oAP header, options 


a datagram and sends it to the lower layers of Fig. 4.9 CoAP Architectur Ans. A binary i 3 Value (TLV) 
the TCP/IP m € i vailable in a T Length Va : 
the OSI C odel. load. The header decides the avai y pe 
f i l ah ae shown in fig. 4.11. The message fields are defined as follows with 


Similarly in the opposite direction, the datagram received by UDP presents 
it to the application layer in a legible format. Logically CoAP comprises of 
two-layers —a message layer responsible for UDP communication and reliability 


all lengths in unsigned integer formats — 


(i) Version (Ver) - The field length is two-bit showing the CoAP 


(optional), while the other layer is responsible for request or response version number, which is one at present. 

interactions. CoAP also uses asynchronous message exchange between end (ii) Type (T) — This field is two-bit long showing the message type. 

points. CoAP defines four types of messages — There are four message types ¢ onfirmable, non-confirmable, acknowledgement 
and reset represented by bit patterns of 00, 01, 10 and 11 respectively. 


— —— (ii) Option Count (OC) — It is four-bit long field, thus providing 
maximum of sixteen options after the header. 

(iv) Code—It is eight-bit long field which shows whether the message 
is empty (0), request (1-31) and response (64-191). The remaining (192-255) 


Fig. 4.10 CoAP Client/Server is reserved for future use. 
CoAP defines four types of messages as Confirmable, Non-confirmable, (v) Message ID— This sixteen-bit field is used for detection of message 
Ss eS aes and Reset. The embedded method codes and response duplication, messages of type acknowledgement/reset and confirmable. 
es in some o 
ese messages mark them as requests or responses. The (vi) Payload — The payload carries sensor data or resource 


example of CoAP client/server model, is shown in fig. 4.10 where a temperature 
sensor is installed in the conference room of an office. The temperature sensor 


works like a “server” (Thing) which any CoAP based client (another Thing) 
can query to get the temperature. 


representation. 


2-bit Version + 2-bit Type Code + 4-bit Token Length 


8-bits Code 
Mandatory 


16-bit Message ID (Part 1) 


Q.16. Discuss the various message types used in CoAP. 


A oe a CoAP messages are similar to request or response model used 
in The code field of the CoAP header defines four message types. The 
requests are carried in confirmable and non-confirmable messages whereas 


att in these as well as piggybacked in acknowledgement messages. 
ese message types are as follows — 


is o K Ponia (cony = This message type requires response that 
nee message Is sent; the receiver must confirm the message receipt. 


16-bit Message ID (Part 2) 
Token (0-8 Bytes) 


Options (0-N Bytes) 


Payload (0-N Bytes) 


Fig. 4.11 CoAP Message Format 


(ii) Non-confirmable (NON) — This m i e apan lianen paji yip 

| , i cieie dies 1r E Opti fines pay oad message type with available options 

is ponse that is once message is sent, the receiver does not need to confirm ny Proxy Uti, Yri-Host, Uri-Port, Location Path, Max-Age, Uri Path Max- 
e message receipt. Thus implying unreliable message type. 8e, Uri Path, Uri Query, and Token Accept. 
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0.18. What types of methods are used in COAP ? Explain, 


Ans, CoAP makes use of GET, PUT, POST and DELETE Methods ; 
si 


same manner to HTTP and are used to manipulate the resources, Sine nt 
basic set of request methods is similar in both HTTP and Co AP ne the 
request on HTTP resource is similar to one on a CoAP resource 

method not allowed” response code should be generated in respon 
unicast request with an unknown or unsupported method. As CoA p 1 
are similar to HTTP, they exhibit the similar properties of safe (only r 
and idempotent (same effect at each invoke) as HTTP. The GET m 
safe while GET, PUT and DELETE methods must be performed in ide 
manner. The POST method is not idempotent because the URI emb 
the request indicates the resource that will handle the enclosed bod 
can be used for data processing, a gateway to other protocols an 
create a new resource as a result of the POST. Different CoAP meth 


(i) GET — The GET method is used to retrieve resource 
identified by the request URI. In response to GET method success 
response is sent. 


(ii) POST — The POST method creates a new subordinate resource 
under the parent URI requested by it to server. On successful resource creation 


on the server, a 201 (Created) response is sent while on failure a 200 (OK 
response code is sent. ) 


ISe to, 
nethog 
Clricvay 
ethod iş 
Mpoten 
edded in 
y, which 
d it may 
ods are _ 
information 
a 200 (OK) 


— (iii) PUT - The PUT method updates or creates the resource 
identified by the request URI with the enclosed message body. The message 
body 1s considered as modified version of a resource if it already exists at ‘i 
specified URI otherwise a new resource with that URI is created. A 200 (OK) 
response is received in former case whereas a 201 (Created) response is 


received in later case. If the resource is neither created nor modified then an 
error response code is sent. 


(iv) vere TE -The DELETE method deletes the resource identified 
par uested URI and a 200 (OK) response code is sent on successful 


Q.19. Give the characteristic 


of constrained application protocol. 
Ans. Constrained application 


D. Amai Protocol has following characteristics - 
ii) Aep pdon-tupport layer protocol can be defined by IETF. 
€ access can be obtained by CoAP object or its resource as- 


a) By usi ; 
for an HTTP ee using a subset of response codes, which can be employed 


(b) By using a subset of MIME types 
(c) By using the URI. 


Unit- IV 143 


n model for communication. 


ii estor response interactio 
(iii) It uses requ p ane 


(iv) With the help of ROLL network, a specialised web- 
ocol will be employed for CoRE. . 
(v) In case of resources, it employs object- 
can contain single or multiple instances. 
(vi) In case of transmitting a request or resp 
y CoAP, DTLS and UDP protocols. l 
(vii) It helps the resource discovery methods and resource directory. 


(viii) The URIs is employed with the help of the resource identifiers 
as CoAP://......- 

(ix) It involves small header, message type (T), token length Sor 
ver of 4 bytes, code, token, message ID 16-bit identifier. Confirmable imp eee 
that acknowledgement will be required whereas non-confirmable implies tha 
non-acknowledgement will be required. l 

(x) On over ROLL, CoRE communication will be asynchronous. 

(xi) A web client may not even be aware that it just transmitted data 
to an IoT device actuator resource and accessed an IoT device sensor resource. 
Using CoAP application cross-protocol proxies, integrates easily with the web. 
This can be obtained because HTTP and CoAP both share the REST model. 


oo model and every object 


onse, an object or resource 


emplo 


0.20. Explain the CoAP Request-Response model. 

Ans. CoAP resembles HTTP with request methods of GET, POST, PUT, 
and DELETE. They have the same properties of safe (only retrieval) and 
idempotent (we can invoke it multiple times with the same effects) as HTTP. 
These methods can be used to create, update, query and delete the resources 
on the server representing events of an IoT application. 


In addition, CoAP defines a new method the Observe method. This method 
is used to implement a subscription concept build-in with the protocol. This 
method is not in HTTP protocol and has been constructed over HTTP in many 
ways. Observe method is simply a GET request with the option called observe 
which tell the server that this client want to get every update in this resource. 
The observe is define be Taken and every time a change happens to the resource 
the server sends a new response to the client with the same Taken. 


There are three ways to send responses — Piggy-backed, separate and 
non-confirmable. A piggy-backed response is a response that is delivered with 
an acknowledgement message. Sometimes it is not possible (e.g., due to long 
Processing time) to send the answer immediately, so first an empty 
acknowledgement and later the answer is sent in a separate confirmable 
message. Finally, if the request was received with a non-confirmable message 
the response must also be sent as non-confirmable. 
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Response codes are similar to HTTP. For instance, 2.xx indicat 
| 4.xx indicates client error and 5.xx indicates server error. Ahe 
| response codes match the HTTP status codes (eg, 4.04 and 404 “Not. 
i others have different codes (2.05 “Content” is equivalent to 200 sork À 
| 2.05 is only used in response to GET) or are not represented at al] e Ey 
| 4.2). ce tab, 
! Table 4.2 CoAP Response Codes 


Beschreibung | Code | 
Created 


UC Ceg 
gh Som, 


Method not allowed 
Not acceptable 
Precondition failed 
Request entity too large 
Unsupported content format 
Internal server error 

Not implemented 

Bad gateway 

Service unavailable 
Gateway timeout 


Proxying not supported 


The request/response could happen in two ways piggy-backed or separate 
response. Fig. 4.12 shows the piggy-backed where the client sends the request 
using CON type or NON-type message and receives response ACK message 


"Not Found" 


fiately. 
meat Server Client Server 
: CON (0xbc90) í Í CON (0xbo91) Í 
i GET. eperatare H ; CET re i 
i Mokenox71) ; i (Token 0x72) } 
as sie To t >z 
i ACK (Oxbe90) | i ACK (0xbc91) Í 
; nEn p ; 4.04 Not Found į; 
i aT i : (Token 0x72) H 
H L 
H i ia i 
: , H 


l Fig. 4.12 Piggy-backed Reques/Response Transmission 
onion me fo ta response message type shown in fig. 4.13 when the receiver 
it ill send type message but not able to respond to this request immediately, 
1- send an empty ACK message immediately, When the response is ready, 


it will send a new CON to cli i m 
Beebi ent and client reply a confirmable message W 


A ee 


SQ O ———_ SCs 
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Client Seryer 
i CON(0x7a10) į 
: GET/Temperature ; 
: (Token 0*73) : 
+—— 
$ ACK (0x7a10) É 


Time Passes --- 


Í CON (0«23bb) 


2.05 Content 
: (Token 0x73) ; 
: 2.5 C7 : 


Fig. 4.13 Separate Request Response Transmission 


Q.21. What are the applications of CoAP ? 
Ans. Applications of CoAP are as follows — 


G) Basic CoAP Based System Setup — The lowest level of CoAP 
based system consists of machines that is sensors and actuators that measures 
or take actions. These sensors or actuators forms a small network to interact 
with the outer world over CoAP. There may be need to setup a proxy which 
finally sends data to an HTTP server. 


(ii) Real Time Condition Based Monitoring in Smart Grid — A 
smart grid is an intelligent power generation, distribution and monitoring system. 
It uses the modern information and communication technologies to gather and 
act on data. Today, multiple sensors enclosed in a unit can be placed on the 
transformer. The unit, then in turn, sends the data to the data centres by 
different means (PLC, GPRS, and Ethernet). They send the data over 
6LowPAN with CoAP to the edge router and proxy combination. This will 
standardize the way manufacturers create the sensors. 


(iii) Defense Equipment — Battle tank today has thousands of sensors 
each connected with wires, It is good to replace these tiny sensors with another 
tiny set of sensors based on CoAP. Intruder detection system consists of 
many tiny sensors to detect any intrusion. These sensors hop their data from 
one another to server, which connects to a secure network running standard 
Internet protocols. Some of these sensors bandwidth is few bytes or one byte 
sometimes, therefore it becomes essential that protocol selected should have 
low overhead. Thus making CoAP as preferred choice, moreover it also gives 
interface to http. However, CoAP uses duty cycling mechanism for power 
Saving, an essential requirement for small nodes to have a long life. 
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; (iv) Aircraft Equipment — A commercial aircraft contains mi l 
miles of wiring just connecting many sensors and actuators with siclis a 
Smart CoAP based sensors and actuators may help to save weight tas 
aircraft, making it more efficient. wee 

(v) Factory Instrumentation - Many manufacturing factories centra 
manage and control various kinds of instruments for measuring diffe ly 
parameters. Sensors used in these applications are low bandwidth senso PA 
which standard protocols do not work because of complexity and a 
such case a low bandwidth protocol like CoAP is effective in managing so 


and providing simplicity. 


0.22. Define the terms - 
(i) Server discovery (ii) Resource discovery (iii) Observe, 


Ans. (i) Server Discovery — Client discovers server with the knowled 
of server URL consisting of:server machine address with port number | 
which CoAP server resides. The default port is 5683 as defined in Shei 
2013. Therefore, the client needs to — set up a UDP connection with ihe 
server, send a GET request to the server over the given URL path (coa 
www.example.com:5683/sensor/temperature) and get a response. oo 

(ii) Resource Discovery — CoAP uses standard method 
discovery. Similar to standard methods, servers have a list of ner tn 
(with metadata about them) in the application/link-format to allow a den 
discovering them and their media type. Predefined macro defines gue 
Each resource needs name, path, interface, description, resource type a ‘ 
code. For periodic resources the actuator must know the period. A callb ; 
function performs the needed action. die 
a Med ae observation in CoAP is simply an extension 
neti ce AF resource checks for set condition of observe 
pee . : = on receiving a CoAP GET resource. Client does not need to 
a peatedly while the server responds by seeing the change in parameters 
eo A nae servers to communicate the state changes as needed by the client. 
erver and client have authorization to end the observation. 


0.23. Explain 
tJ. about messa onfi, 
devices, ge communication protocols for connected 


e€ C 


network pi B SN en CoAP object employs IP as well as cellular 

object messa ps aidsi » then CoAP-SMS represents a protocol. For CoAP 

UDP-DTLS over Rone cellular communication, it is an alternative to 
DTLS. A CoAP cli - CoAP client or server uses SMS instead of UDP + 
lent using CoAP-SMS protocol communicates to a mobile 
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dio service, long term evolution or 


rminal endpoint over the general packet ra 
gh speed packet access networks. 
The CoAP-SMS characteristics are given below — 
(a) An URI employed like coap+sms:// in 
instance, URI can be coap+sms://teINum/homeLocation 


te 
hi 
place of coap://. For 
Object/latitude for 


fa home after LocationObject measures location parameters 


latitude of location o 
MS to the specified telephone number 


using the GPS. When transmitting the S 


(telNum), URI is employed. 
(b) In case of SMS communication, a CoAP message encodes 


with alphabets. For 7-bit encoding of a character, an SMS message comprises 
of 160 characters. When an SMS-C supports 8-bit encoding, the maximum 
length in a CoAP message is 140 B. And an SMS-C supports 16-bit encoding 
and multilingual alphabets, then CoAP message is 70 B. Concatenated short 
messages given upto 255 B by the SMS-C supports. 

(c) In cellular networks, CoAP end points have to work with 
subscriber identity module card for SMS. Mobile station ISDN number 
addresses the end points. A TP-DATA-Coding-Scheme inclusion allows the 
CoAP client to search short message which contains a CoAP message. 

(d) Multi-casting is not supported by it. 

(e) Response-to-URI-Port and Response-to-URI-Host are two 
additional options make originating CoAP client aware of the presence of the 
alternative interface CIMD and SMPP and UCP/UML. Response-to-URI-Host 
is a string of size ranges from 0 to 255 B. With default port number 5683, 
Response-to-URI-Port size is about 2 B. In case of registry, IANA registered 
TBD like CoAP option numbers. 

(f) Data interchange sequences can be expressed as — 

(1) MS/CoAP client transmits a SMS request (SMS- 
SUBMIT) to SMS-C 
(2) SMS-C reports using SMS-SUBMIT-REPORT. 

(3) SMS-C transmits SMS (SMS-DELIVER) to MS/CoAP 
Server 
(4) Server reports using SMS-DELIVER-REPORT 
(5) SMS-C transmits SMS-STATUS-REPORT to the client. 


(g) The server provides the security by authenticating the client. 
During SMS data exchanges, MSISDN of the MS and SIM based security is 
employed, 
(ii) CoAP-MQ -— It represents a message queue protocol with the 
help ofa broker and RD. CoAP endpoints behave like client and server. CoAP- 
MQ server: provisioning in case of resource-subscription, store from the 
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Cane. ie In fig. 4.14. The server also provisions in Case 
Subscriber and proxy services. Here, RD Services repres oF 
directory and object registration services. The device objec 
ee pry the help of DTLS like security protocol and UDP in DaN 
MQ p 8- 4.14 shows data exchanges between CoAP-MQ endpoints, Coap 
cients, CoAP-MQ servers with the help of CoAP-MQ broker and Cop. 


resource discovery, 


communi i 
nicate with the help of CoAP client and server protocols and C 


MQ broker services. 


CoAP-MQ 


Function Set RD and CoAP- 


MQ Broker 


CoA P-MQ 
Function Set 


CoAP-MQ 
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Directory 
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CoAP-MQ 
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eee ee 
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UDP 
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Interfaces 
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Store and 
Forward 
Service 


Proxy 
Service 


Device Network Domain 


Le 


State Information 


Interfaces 


Network and Device Network Domain 


Fig. 4.14 
(iii) MOTT Protocol — Refer Q.1. 


Nh ret eR Ea CA EN 


COMPONENTS, AMQ 


0.24. Write short note on XMPP 


Ans. In case of messaging and presence protocols, XMPP represents an 
XML-dependent specification. Besides, it represents a open-source protocol 
recommended specification. This specification is accepted by IETF. The full 
form of RFC is recommendation for comments, and it represents an international 


E Server 
pn 


egistration 
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t 
i FC 6120 document. Instan 
ST aeaee A XMPP document. Address 


Message notify presence 


The XMPP fo 
presence are defined by RFC 612 


d by RFC 6122 XMPP document. 
any simultaneously. . ae 
Messages notify presence for the IMs paraa n ae ponent y. > 
chatti rs after creatio r . XMP 
enables chatting between two or many aia anao SE OS et 


enables IMs between many users like i ication for Google Talk. 


ve tivates interoperable communt 
characteristics. AMEE ap ji where all those who have 


Chat room represents an application software, eaey ka 
subscribed are given a room as view and the IMs are use ems 


organization. 


messaging and 
format is define 
for IMs to one or m 


Q.25. What are the features of XMPP ? 
Ans. Following are the features of XMPP — 
(i) It uses XML language. 
(ii) There are three types of XMPP elements — 
(a) Message 
(b) Presence 
(c) IQ (information/query, request/response) l 
(iii) For open-ended stream XML elements are transmi 
the tag <stream> and corresponding end tag </stream>. 
Q.26. What are the advantages and disadvantages of XMPP ? 
Ans. The advantages and disadvantages of XMPP are as follows — 


tted within 


Advantages of XMPP — 
(i) Firewall friendly 
(ii) Enables pushing data, not just pulling 
(iii) Provides many out-of-the-box tools for solving a wide range of 
problems. 
(iv) Strong authentication and security. 
Disadvantages of XMPP — 
(i) More overhead than HTTP for simple chores 
(ii) Specialized implementations still needed 
(iii) Stateful protocol 
(iv) Community and deployments are not as broad as HTTP. 


0.27. Write short note on AMQP. 


Ans, Advanced message queuing protocol (AMQP) is another OASIS 
standard that was designed for the financial industry, runs over TCP, and uses 
publish/subscribe architecture, similar to MOTT. The main difference in these 
standards is that the broker is divided into two main components — exchange 


SS OO eee 
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and queues. The exchange component is responsible for receiv; 

Messages and distributing them to queues following e t Publis} 
Subscribers connect to those queues, which basically repr a ae 
and get the sensory data whenever they are available, iat 


Q.28. Enlist the features of AMQP. 
Ans. The features of AMQP are as follows — 
(i) It is a secure protocol, it uses TLS/SSL Protocols over T 
(ii) It ensures reliable communication by Providing three CP. 
delivery guarantees (at most once, at least once, and exactly once) Messa 
(iii) It can send a huge amount of messages per second It h 
found that the AMQP can process 300 million messages per day in a diets been 
environment of 2000 users. Ibuted 
(iv) It provides an asynchronous publish/subscribe communicati 
(v) It offers store-and-forward feature to ensure reliability ey ation. 
network disruptions. en after 


0.29. Explain the architecture of AMOP. 


l Ans. AMQP is an open customary application layer protocol 
middleware messaging protocol. It is a uniform protocol by OASIS Cur, ri 
itis broadly used in business and commercial platforms. It is a unique r H 
because it supports point to point and publisher/subscriber models = ae 
and switching. Moreover, it has the ability to do message orientation a 
switching reliability and security. ne 

ia pa is different from MQTT, and has more advantages. It stores the 

a, an then forwards it. This feature works when the network is 
troubleshooting that time guarantees reliability. AMQP conforms reliability with 
the following message-delivery guarantees — 


(i) At Most Once — The message is sent only once, whether received 


Be 


or not. 
(ii) At Least Once — The message is sent on time. 


(iti) Exactly Once — The message is sent only once. 


satire jeer held with the TLS protocols are above TCP, Many 
rate. According to out that AMQP has low bandwidths and achievement 
messages per secon Pig ii AMQP can direct an enormous number of 
fide conien; a ermore, AMQP environment with 2000 users from 
shows that AMQP co id ar million messages per day. Fig. 4.15 
Milegi tae the broker is divided into two parts of exchange 
messages and gives eat ae The exchange receives publishers’ 
data to subscribers, € queue. The queues send the messages and the 


AMQP Broker 


Cralishet) = Exchange 


hitecture of AMQP 
S which concen 
many languages, 


trate on message 
and decreases 


highly flexible 


Fig. 4.15 Arc 
run in IoT device: 


eer rts $ 
mmunication. It suppo devices. AMQP is a 


xchange and co ee: es te 
E mmunication problems between dissimilar d environment applications. p 
s I that can work in different platforms ang ¢ table for constrained 
alae ial environment applications, yet itis unsuita 
hanisms. 


AMQP is widely 


industria 
supports indus nent a 
environments and automation discovery mec 


, Discuss the following — 
mn: as ea (ii) Method frames 
(iii) Content frames (iv) Heartbeat frames. . . 
Ans. (i) Delimiting Frames — TCP/IP is a stream protocol, i.e. there is 
no in-built mechanism for delimiting frames. Existing protocols solve this in 


several different ways — a 
(a) Sending a single frame per connection. This is simp 


(b) Adding frame delimiters to the stream. This is simple but 


le but slow. 


slow to parse. 
(c) Counting the size of frames and sending the size in front of 


each frame. This is simple and fast, and usually preferred. 


(it) Method Frames — These frames carry the high-level protocol 
commands (called as “methods”). One method frame carries one command. 


The method frame payload has this format — 


0 2 4 

spesneceeeee 2 a PE nonsense. 

iH Class-id : Method-id : Arguments... 

pp ccecscen oo Se as 
Short Short : oe = 


(e) Execute the method. 
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Method frame bodies are constructed as a list of AMQP data fields (bits 


integers, strings and string tables). The marshalling code is trivially generate 
directly from the protocol specifications, and can be very rapid. cd 


iii) Content Frames — Content is the application data we Carry frp 
via the AMQP server. Content is, roughly speaking, a “i $ 
properties plus a binary data part. The set of allowed properties are defineg by 
the basic class, and these form the “content header frame”. The data can be 
any size, and may be broken into several (or many) chunks, each forming a 
“content body frame”. 

Looking at the frames for a specific channel, as they pass on the aii: 
we might see something like this — > 


client-to-client 


[method] 
[method] [header] [body] [body 


[method] 


Certain methods (such as Basic.Publish, Basic.Deliver, etc.) are formally 
defined as carrying content. When a peer sends such a method frame, it 
always follows it with a content header and zero or more content body frames, 


A content header frame has this format — 


12 14 
fi T E ENEE E E 


Body Size $ Property Flags j Property List... 
=.....».......-. Jee we mewn cen wneenred esscesccnencnenascen: 


Short Short Long Long Short “Remainder... 


We place content body in distinct frames (rather than including it in the 
method) so that AMQP may support “zero copy” techniques in which content 
is never marshalled or encoded. We place the content properties in their own 


frame so that recipients can selectively discard contents they do not want to 
process. 


to 
pi 
! 
t 
{ 
TN 
i 
! 
i 
-de j 


okosa 


"P Pa niemy Frames — Heartbeating is a technique designed to 
eae T e : features, namely its ability to recover from a broken 
ieee ec He y closing only after a quite long time-out. In some 
jesponi it to know very rapidly if a peer is disconnected or not 

& tor other reasons (e.g. it is looping). Since heatbeating can be 


d ; : 
à ~ a : au level, we implement this as a special type of frame that peers 
£e at the transport level, rather than as a class method 


ORMS, ARDUINO, RASPBERRY PI BOARD, 
|" OTHER IoT PLATFORMS ; 


f ~ 


Q.1. What is an IoT platform ? 


Ans. When we are developing some application, platform is one which 
allows us to deploy and run our application. A platform could be a hardware 
plus software suite upon which other applications can operate. Platform could 
comprise hardware above which operating system can reside. This operating 
system will allow application to work above it by providing necessary execution 
environment to 1t. 

IoT platforms (more specifically IoT application platforms) provide a 
comprehensive set of generic, i.e. application independent functionalities which 
can be used to build IoT applications. When there is only one communication 
link between devices of one type with another device of same type then, a 
system of specific service can be set up. But in case of communication among 
devices of multiple types, there is a need of some common standard application 
platform which hides heterogeneity of various devices by providing acommon 
working environment to them. An loT application platform isa virtual solution, 
means it resides over cloud. Data is the entity that drives business intelligence 
and every device has something to talk with other device that is data. By 
means of cloud connectivity, IoT application platform translates such devices 
data into useful information. So it provides user a means to implement est 
use cases and enables predictive maintenance, pay-per-use, ae and a 
time data management. Thus, loT application platforms provi ea E 
suite for application development to its deployment and P 3 _ 

Various IoT platforms are now-a-days available he A a fer 
developing an IoT solution. Thingworx, Thingspeak and Groves 


examples of loT platforms. 
Q.2. Write in brief about ThingWorx platform. 


Ans, Thing Worx is the first software platform designed A Ty aoe 
the connected world applications. ThingWorx focuses on re ucing ‘ 


ive intemet of Things (Vill-Sem.) a 


MW 
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cost, and risk required to build innovative Machine-to-Machine (M2M) and 
internet of Things (IoT) applications, ThingWorx accelerates IoT application 
development by compressing the design-develop-deploy cycle and reducing 
time tO market. ThingWorx allows us deploy exactly the way we want either 
from cloud, on premise, federated or embedded, to fit the needs of any scenario. 
ThingWorx supports rapid Creation of smart applications like — Smart 
Agriculture, Smart Cities, Smart Grid, Smart Water, Smart Buildings, and 
Telematics. It isa development Suite that enables complete application design, 
runtime, and intelligence environment. The ThingWorx Internet of Things 
foundation is powered by a ThingWorx’s following leading products and 


Big Data Analytics 


A 


amazon © twilio 


Cloud Services 
3rd Party Tools 


stranslate 


Sb services — ThingWorx Composer, Codeless Mashup Builder, Event-Driven 
5 Š Execution and 3D storage, Thing Worx SQUEAL, ThingWorx Edge MicroServer. 
A 3 ThingWorx IoT platform provides device cloud to connect millions of 
Lag] 


devices with IoT application. It provides always on communication using 

REST, MQTT and sockets. Above the layer of communication there are system 
service integration, 3D storage engine and business logic. System service 
integration interact with business systems like ERP, CRM etc. 3D storage 
engine enables big data analytics. Above it there is a layer for REST APIs that 
helps to implement and use social services and cloud services. Then the data 
is presented via various visualization techniques. 


Q.3. What are the characteristics of ThingWorx IoT poe ? 

The characteristics of ThingWorx IoT platform are as follows - 

(i) Flexible Connectivity Options -ThingWorx “inclusive” emg 

strategy maximizes market opportunity and minimizes integration : o on 
(ii) ThingWorx SQUEAL™ (Search, Query & Analysis) - Wi 


i e P x SQUEAL, users can now correlate 
the interactive search capabilities ofthe ala Pertinent and related 


i business qu 
l data that delivers answers to key ipment data get 
E collaboration data, line-of-business system oS aa e 


ion 


= 


Business Logic 
Properties Services Events 


<- Ans. 


Connected Apps 
ZN 
t 
SQUEAL 


= 


Connected Devices 


5.1 Thing Worx IoT Foundat 


Communications AlwaysOn, REST API, MQTT, Sockets etc. 
ig. 


System 
Service 


Integration 


: enabling innovation. 
returned in a single search, speeding problem ae hana time by ten 
a 7 Development — Reduces 
(iii) Model-Based 


times. ws id creation of loT 
ilder — Facilitates rapt 

Z Ho (iv) Codeless Mashup Builder 
F Q applications. It makes it easy to model the things, 
a £ ing Worx Composer — : d security required 
Z : S39 busi a ella data storage, collaboration, an 
a $ usiness logic, 

a] 

= 


ted a lication. 
for a connected app ingSpeak [oT platform. 


; about the Thi Lomat 
2.4. pee ak is an application plattor pte sents apt the dain 
Ans. eager us to build the application which works up 
systems. It c 


Business Systems 
(ERP, CRM) 


ORACLE 
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collected by sensors. ThingSpeak is an open data platform for IoT appli 
development. ThingSpeak is the perfect complement to an existing enta 
system to tap into the Intemet of Things. It provides the ability to inte Pris 
data with a variety of third-party platforms, systems and technologies biei ow 
other leading loT platforms such as ioBridge and Arduino. ThingSpeak Cluding 
is used to send and store data. Each channel has, eight fields that can ne 
type of data, three location fields, and one status field. After ee. any 
ThingSpeak channel, one can publish data to the channel, the data wing à 
processed and application can retrieve the data. an be 
ThingSpeak platform provides following functionality to Support 
system — IoT 
(i) Collect — Sends sensor and device data collected from it 1 
cloud so that the data can be further analysed. O the 


(ii) Analyse — ThingSpeak can analyse the data received from sens 
of devices and can derive the virtual representation of the data. a 


(iii) Act — Based upon the analysis, it will trigger the actio 
= 3 nt 
functioning of IoT system and application. ki 


Fig. 5.2 shows ThingSpeak IoT with Electric Imp platform. Here Electric 
Imp is a platform which provides connectivity of Wi-Fi devices with cloud 
services. It provides access to the Electric Imp modules. Once the connectivity 


to such modules is simplified by Electric Im 
p cloud, dat i 
ThingSpeak are used to get IoT experience. ves td 


imp cloud 


aF 


Internet 


C] ThingSpeak.com 


Fig. 5.2 Electric 
. Imp and Thin 
Q. 5. What are the Talis gSpeak IoT 


of ThingSpeak IoT platform ? 
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(ii) Data analytics and visualization using MATLAB 
(iii) Device communication 

(iv) Open API support 

(v) Provides geolocation data 

(vi) Facilitates plugins. 


Q.6. Discuss about the GroveStreams IoT platform and its advantages. 


Ans. GroveStreams is one of the most powerful platforms in the cloud 
providing near real-time decision making capabilities to millions of users and 
devices. GroveStreams is a young, but clear-headed IoT analytics vendor 
whose technology was designed to solve the ease-of-deployment problem 
from the get-go. The aim of GroveStreams is to minimize deployment times 
by having an integrated, end-to-end, IoT-specific analytics platform that handles 
data ingestion, analytic calculation definition and analytics visualization and 
doesnot require writing script or code. GroveStreams is also designed to handle 
the volume and breadth of streaming data that is common within IoT systems. 
In particular, it can aggregate hundreds or thousands of event streams and 
then display them in a few graphical metrics to provide top-level views of 
complex system operation. The platform can store up to 80 million data points 
per raw input stream, so longitudinal analytics have a lot of headroom. Sample 
granularity can accommodate five samples per second. JSON encapsulation 
is supported, with each RESTful PUT API call capable of up to 230 MB in the 
message body, so good flexibility to consume a wide range of IoT device data. 

Because the platform is cloud-deployed, they are continuously enhancing 
the product. Their most recent addition allows authorization to be centrally 
managed and applied for user groups and communities. Hierarchical 
authorization rights can be applied to mirror responsibilities in a hierarchically 
managed organization. Some of the advantages of this platform are as follows— 

(i) Simple to put data in and take data out of the store. 

(ii) Built with BigData technology. Scales to nearly unlimited size. 
(iii) A user can get started with a free account.Pricing is data driven. 
(iv) Location/Map integration is also available. 

(v) The roll-up stream data is a really efficient way to get to the data 


needed, i i 
(vi) It is possible to run very complex expressions on any stream 1n 


the store. 
(vii) The dashboards to visualize the data are really good and easy to use. 


(viii) Users can get alerts upon arrival for alarm type streams. 
(ix) Blueprinting an organization makes setting up new organizations 
really easy, 


~~ 


ISe heemelt of TRGS (vat-Sem) 
n r > ath lor applications 
> Eyplain ù fabout Arduino wi “ 
QA Explain brie; 


sii avr MCU-based products are Arduino boards, 

Ans sien rdia pins, ceuli connections and sockets ales 
ae ppi i i AF markings. Hence, simplify the prototyping of embegg à 
board includes ia ġ nd cach Arduino board is simple to work for do-it-yourct 
aig aa boards are simple to program because of IDEs p ; 
(DY). snag: i the beginning with electronics and programming, Arduin 

open source. in sily used board. Now-a-days, entire Arduino family Uno 3 
Uno board RAS has analog input pins and PWM pins. These Ping a, 

pey ume «t sensors, actuators and analog circuits. On-off States, set of 

ee dial inputs from sensors, digital outputs to actuators and 

iier digital circuits can connect with the help of the board’s digital input 

output pins. Wireless connection to a ZigBee, Bluetooth LE, WiFi, GSM, or 
RF module or a wired connection to Ethernet LAN for the internet can be 
established by a board with a shield inserted into it. Arduino Ethernet, Arduino 
WiFi and Arduino GSM shields are development boards for loT devices. Arduino 
Gemma, LilyPad, LilyPad Simple/SimpleSnap and LilyPad USB are development 
boards for the wearable devices. 

In the MCU, a board has pre-programmed bootloader. On to the AVR 
MCU chip, bootloader software program embeds. Using USB connection toa 
computer, bootloader can also be downloaded. Use of the AVR platform with 
the Arduino IDE is allowed by bootloader. The board function is allowed by 
bootloader. By default after bootloading the board does not require Operating 
system. When necessary, an operating system can be embedded. The program 
are pushed into the MCU using USB port of the board, if a develo 

the codes using an IDE. After developing- 
pushed. Using the editor in an integrated 


developer writes the codes. After coding, these are downloaded onto the board, 
tested and debugged. A USB port inte 


rconnecting the board and external 
computer with an IDE is used for downloading. Architecture of Arduino Fio 
board with ethernet shield is show 


n in fig. 5.3. 
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Applications — An embedded-device data connectivity to the internet and 


data store on cloud can be an Arduino application, Internet of streetlights is an 
example ofan Arduino application for loT. Applications where the device does 
not need intensive computing and graphics is obtained by Arduino board. Light- 
emitting diodes, wearable devices, health monitoring or fitness devices, watches, 
gensors and actuators connected smartly through the internet are applications 
which using things. Fhe developments clement are open sources which use 
the computer with Windows, Arduino Linux distribution or a MAC, 


0.8. Give the classifications of Arduino features of UNO and other IoT 
device and wearable device boards 


Ans. Table 5.1 shows the features of 
device boards. 


Arduino UNO and IoT and wearable 


Application 
Fast computa- 
tions, ARM 
based MCU 


are application 
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Table 5.1 
8 kB/512B/ 
32kB/2kB/ 


512B 


512 
OkB 


32 kB/2 kB/ 
1kB 

32 kB/2.5 kB/ 
1kB 


icro/O | 4/9/4/0 


12/54/2/12 


ral 


LilyPad | 0/0/0 
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Q.9. Explain Ardui 
uino b 
boards widely used. ihe 
Ans. Arduino Board — Refer Q.7. 
Features ~ There are several features which make Arduin? 


used — iip 
; s i ulti 
(i) During the cditing-testing-debugging €Y xr usin 
the board and for development of number of new prot? y 
Gi) Prototyping ease. 


(iii) On the board, flexibility and ease of aoe Mine OSX. 
(iv) Software runs on multiple OS like Linux, 


cn source, 
(v) Operating system and IDE U ‘id eal, shields 
(vi) Hardware open source and extensible using © 


: : „are modules and codes 
and other circuits with open version of IDE, software 


fiomjother dcaa software, middleware and 


ii) Extensible source code, schematics, ale ne 
IDE are ka commands and statements for using AVR yn =a apa 
and other functional units of the MCU mean AVR-C. The : extend 


on coding in C++ and the libraries can be added with additional programs. 


0.10. How to connect Arduino USB to internet, 


and Arduino to WiFi? f 
Ans. Connecting Arduino USB to Internet — USB is supported by 


Arduino board IDE. Using IDE USB port functions, USB port connects to a 


mobile with an Internet connection. After that using network interface cards, 


a computer connects to the Internet. 

Connecting Arduino to Internet — Ethernet protocol library is supported 
by Arduino IDE. Library is defined by set of codes that allows use of functions 
of the library for particular purposes. Ethernet LAN directly connects to the 
network router, The ethernet client mode of shield is employed, if the shield 
transmits data of the device to the cloud. The ethernet server mode is employed 
if the shield transmits data of the device to the computer. 

Connecting Arduino to WiFi- WiShield library is supported by Arduino 
IDE. WiShield connects to a network router wirelessly. However from the 
power supply adequate energy for WiFi communications is necessary. 


Example — The header files in the WiShield library are — 
#include<util.h> 
#include<SPI.h> 
#include<WjServer.h> 
Need to use WiShield is that the program predefines — 
(i) Type of network, infrastructure fixed network or ad-hoc network 


A 
ist the feature which Met, 2018) 


poards widely 
Je coding of 


g the same. 


mbling modules. 


Arduino to Internet 


(ii) Types of security - | WEp 
2 WPA 


a's : 3 WPA2 
(iti) WEP key - 128-bit Siia 
(iv) SSID -A u anty type = | 


nigu , F 
wireless networks que ID of 32 characters and is used for naming, 


et of networ i 
ÁS i ked interconnected devices which communicate using 
SSID of the set is known as service set 


Q.11. Write a short note on bootloader. 


ANS- A system software that loads or embeds into a microcontroller chip 
or computing platform to let the system being its function is known as 
bootloader. In a device, the bootloader firmware contains at flash of 
microcontroller. It allows communication with a computer which include IDE 
Generally, the IDE has APIs, compilers, libraries, RTOs, simulator. assembler, 
editor, debugger, emulators, code burner, logic analyser, and other HPTR 
for integrated development of the system. An IDE can be open source 
Development of code is allowed by IDE on a computer. After that downloading 
of codes on to Arduino board. Into flash memory, the code is stored by burner. 
Hence, into the device, the special application codes are embedded. l 


Q.12. Write short note on programming embedded device Arduino 
platform using IDE. 


Ans. By using avr-gcc tools, Arduino board can be programmed. The 
Arduino board includes a pre-installed bootloader that embedded into the 
firmware. By using a graphical cross-platform IDE, Arduino programmer 
develops the codes. Simplicity is given by Arduino, based on processing 
language and makes the programming easy. IDE of Arduino board also has 
simplicity. A computer that runs the IDE is connected with boards. This loader 
running is enabled by bootloader program and handover the control by 
bootloader program. By the usage of interrupt handing functions for each 
task, the Arduino bootloader provisions for multitasking. Assigning multiple 
values ofa number n for the tasks is responsible for multitasking. The interrupt 
handing function n is called for execution if an instruction for interrupt. For a 
special device platform, the IDE has a set of software modules, which provide 
the software and hardware environment for developing and prototyping the 
software, As per the computer operating system, a computer downloads an 
suitable IDE version. Generally Windows, Mac OS X or Linux runs on 
computer. To push the developed codes into a board the bootloader permits 
the computer using the Arduino IDE through a USB cable or a labelled serial 
port. As done in a computer where bootloader loads the operating system 
from the-secondary disk like hard disk, Arduino bootloader need not initiate 
the upload of OS. 


+} 
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Q.13. How to develop a code through Arduino IDE? 

Ans. For the code, Arduino IDE functions like a file editor using the processing 
environment and library functions. Automatic indentation, highlights t he syntax of 
the codes, and matches braces are provided by the editor. The edited file firg 
compiles than checks and find error, if there is no emor than allows pushing of 
codes for embedding onto the board via USB port. Arduino is simple because it 

requires only two functions setup( ) and loop( ) to define executable program 

functions for the board. The function runs at the begin and is used for initialising 
settings is setup( ) function. A program in endless loop using statement while 

(true) {statements;} which nuns until the power off is loop () function. 

0.14. Explain Raspberry Pi with its components parts. 

Ans. A low-cost mini-computer is known as Raspberry Pi. Its physica] 
size is same as a credit card. Raspberry Pi runs different version of Linux, | 
can perform almost all task which is performed by a normal desktop com t 
Respberry Pi also permits interfacing sensors and actuators thro h Al 
purpose I/O pins. Raspberry Pi runs Linux i S 

; operating systems and also supports 


Python out of the box. The Raspberry Pi board with its diffi 
: a erent : 
explained below and shown in fig. 5.4. nt components is 


HDMI Out (Only on 256 MB Models) 
Fig. 5.4 Raspberry Pi Board 


(i) Processor and RAM — Raspb i 

pberry Pi uses ARM processor. Th 
new version of Raspberry Pi supports 700 MHz Low P ae 
processor and 512 MB SDRAM. Z OW EERIE 


(ii) SD Card Slot — \n Raspberry Pi, o i 

aN a , Operating syst 

are not in-built. So that in this case, we can plug-in SD — d lone storage 
image to the SD card slot. For installing this software on Raspbe iih Linux 
need atleast 8 GB SD car’ rry Pi, we 
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rovided with a micro- 


power supply: 


(iii) Power Input — R: / 

USB connector for power input which is used bY Qe 
(iv) USB Port — Raspberry Pi has : : 

i, US ternal US 

Pi, USB ports give current upto 100 mA. An EX P oe than orak 


needed for connecting devices which draw curren standard RJ45 ethernet 
(v) Ethernet Ports — Raspberry Pi has in-built stan 


port. To give Internet connectivity in Raspberry Pi, we can use Ethernet cable 
or USB WiFi adapter. - 

(vi) HDMI Output — Raspbe 
port gives both ppa ve er Be 
to monitor. For the 
aly E pvi port, in that case we can use HDMI to DVI a or adapter: 

(vii) Composite Video Output — Raspberry Pi has in-built RCA jack 
for composite video output. This RCA jack supports both NTSC and PAL video 
output. It is used for connecting old television which have RCA input only. 

(viii)Audio Output — Raspberry Pi has in-built 3.5 mm audio output 
jack. Audio jack is used for giving audio output to old television along with the 
RCA jack for video. In comparison to HDMI output, the audio quality from 
audio jack is not good. 

(ix) GPIO Pins — Raspberry Pi is in-built with multiple general 
purpose input/output pins. Raspberry Pi general purpose inpuV/output pins 
(GPIO) headers are shown in fig. 5.5. Raspberry Pi includes with four types 
of pins — I2C interfacing pins, serial Rx and Tx pins, true GPIO pins and true 


GPIO pins. 


rry Pi has in-built HDMI port. HDMI 
t. By using HDMI cable can connect 
hich do not have HDMI ports but 
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Fig. 5.5 Raspberry Pi GPIO Headers 
(x) Display Serial Interface (DSI) — Raspbe i i i 
Dis] pberry Pi has in-built DSI 
connector which is used for connecting an LCD panel to Raspberry Pi. 
connate A c E Serial Interface (CSI) — Raspberry Pi has in-built CSI 
ich is used for connecting a camera module to Raspberry Pi. 
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(xii) Status L atte status L 
Ras . EDs — Ras b wry Pp h five in-bui l 
pberry Pi status LEDs with A aa are given in table 5.2. 
[Status LED Table 5.2 
res 100 Mbit LAN attached 
Activity of Link/Network 


Full duplex LAN attached 
3.3V power is available 
SD card access 


0.15. Explain Linux on Raspberry Pi. 
Ans. Raspberry Pi has multiple versions of Linux which are as follows — 


(i) Raspbian — Raspbian Linux is a Debian Wheezy port which is 
made for Raspberry Pi. This is the suggested Linux for Raspberry Pi. 
(it) RISC OS — It is a very fast and compact operating system. 


(tii) OpenELEC — It is a fast and user-friendly XBMC media-center 
distribution. 
(iv) RaspBMC — It is an XBMC media-center distribution for 
Raspberry Pi. 
(v) Pidora — It is a Fedora Linux modified for Raspberry Pi. 
(vi) Arch — It is an Arch Linux port for AMD devices. 
Raspbian Linux desktop on Raspberry Pi is shown in fig. 5.6. 
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Fig. 5.6 Raspbian Linux Desktop 
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Default file explorer on Raspbian is shown in fig. 5-7- 


Fig. 5.7 File Explorer on Raspberry Pi 


Default console on Raspbian is shown in fig. 5.8. 


pia raspberrypi~ 
Fie Edit Tools Help 
J  pi@raspberrypi ~ $ cat /ete/*release® 


PRETTY NAME=Raspbian GNU/Linux 7 (Wheezy)* 
NAME="Raspbian GNU/Linux® 
VERSION_ID="7" 


ANSI_COLOR="1:31" 


HOME_URL="hip//www.raspbian org” 
SUPPORT_URL="hitp//www_raspbian.org RaspbianForums” 
BUG_REPORT_URL="hitp://www.raspbian.org/Raspbian Bugs” 
PRETTY_NAME="Debian #OSNAME# 7 (whecezy)* 
NAME="Debian #OSNAME#* 

VERSION_ID="7" 

VERSION="7 (wheezy)” 

(D=debian 

ANSLCOLOR="1;31° 
HOME_URL="hiip://www.debsan.org” 
SUPPORT_URL="hitp///www.debian.org/support* 
BUG_REPORT_UR-="bitp://bugs debian.org* 

PiGraspberryi ~ $ 


Fig. 5.8 Console on Raspberry Pi 
‘Default browser on Raspbian is shown in fig. 5.9. 


To configure Raspberry Pi, the raspi-config tool is used which begins 
from the command line ($raspi-config) as shown in fig. 5.10. We can expand 
foot partition with the help of configuration tool to fill SD card, change password, 
fange memory split, set keyboard layout, set locale and time zone, change 
an behavior and enable or disable SSH server. To use the whole space on the 

card we should expand the root-file system. 


=_ 


Search for a file 
Print name of present 
working directory 
Move (rename) file 
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locate 
pwd 


locate file.txt 
pwd 


mv 


mv sourceFile.txt 
destinationFile.txt 
rm file.txt 

sudo reboot 

wget http://example. 
com/file.tar.gz 
tar-xzf foo.tar.gz 
netstat-Intp 


rm 
reboot 
wget 


Remove file 

Reboot device 
Non-interactive 
network downloader 
Extract/create archive 
Print network connec- 
tions, routing tables, 
interface statistics 
Configure a network 
interface 

Report file system disk 
space usage 

Print lines matching 

a pattern 

Shutdown device 


revere (ore comms reveal tatten with p IIR ohiri 
Nees afew om Minda 2000 or Wisdoms XP, mibmisiarwtet 


D Ie UD ate he (TURON hre 
aan t Averan 

Neer Iie Armur progam 

Yer (DROM ariei to M, 


tar 
netstat 


7 Ir me cone no rete in required Te 
a mesede Ap lamer hot 16] 3n 10) Du vertes SEn pemer 
ea we 
2 Rome ee Oe eet BMA io the commuter and the hy Laser et IOTZ rra series prise 


3 Wen 2 mawan, pram a 


nemor confgerrmnen 
© betel the CD into the CROM dee me 
3 Wen fr the sofhear ts A saran 


Snn 


Si D e D N 


ifconfig ifconfig 


df 


df-Th 


grep grep-r “pi” /home/ 


shutdown sudo shutdown-h now 


Q.16. Discuss Raspberry Pi interface. 
Ans. Serial, SPI, I2C interfaces are used by Raspberry Pi for data transfer — 


(i) Serial —In Raspberry Pi, serial interface has receive (Rx) and 
transmit (Tx) pins for communication with serial peripherals. 


(ti) SPI — SPI stands for Serial Peripheral Interface, which is a 
synchronous serial data protocol used for communicating with one or more 
peripheral devices. For the connection of SPI, there is one master device and 
Fig. 5.10 Raspberry Pi Configuration Tool one or more peripheral devices. For SPI interface, five pins are available on 
Respberry Pi as given below — 


Raspberry Pi has an in-built HDMI output, however it is more convenient 


à EE (a) CEO (Chip Enable 0) — To enable or disable electronic device. 
ice with a SSH or VNC connection. This eliminates the need ‘ à ; 
to access ater y for Raspberry Pi and we can use Raspberry Pi from our (b) CE1 (Chip Enable 1) — To enable or disable electronic device. 
“ie ae eo ter The frequently used commands on Raspberry Pi (c) SCK (Serial Clock) — Clock created by master to 
apto : 


synchronize data transmission. 
are given in table 5.3. 


(d) MOSI (Master Out Slave In) — Slave line for transmittin 
Table 5.3 data to the master. 5 
S.No. [Command Pee —_ cdhome/pl ne ae i pay Miso (Master In Slave Out) — Master line for transmitting 
(i) oS - e duce mkdir/home/pi/new iii eres. R 
pkr List files and folders Is/home/pi nine likes f is Ka 4 = 7 interface enables synchronous data transfer with two 
: ata li ii i 
| Fadl List USB devices eT ei Interface pins enable te laale ne Cn gi aiid 


Show file contents le you to connect hardware modules. 


cat 
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0.17. Explain in brief about Programming Rasph 
Spberry 


Ans. Raspberry Pi runs Linux and sy 

ihe au run any Python program which 
aspberry Pi, it is the general purpose i sas AA 

GPIO that makes it useful device fie if ee capabilig SPL 
I2C and serial interfaces, we can interface a wide varicty of a and actuators 
with Raspberry Pi. For instance, sending data to a aes andi an email 
triggering a relay switch, input from the sensors connected to Raspberry Pi 
can be processed and multiple actions can be taken. 


Q.18. How to control a LED with Raspberry Pi. 


pi with Python, 


PPorts Python out of box: Means 
runs on a gencral computer. On 


Ans. Switching LED on/off from Raspberry Pi Console — 
$echo 28 > /sys /class /gpio/ export 
$cd /sys /class /gpio/ gpio28 
#Set pin 28 direction to out 
$echo out > direction 
#Turn LED on 
$echo 1 > value 
#Turn LED off 
$echo 0 > value 


For Blinking LED, Code in Python — 
import RPi.GPIO as GPIO 


import time 

GP1O.setmode (GPIO.BCM) 
GPJO.setup (28, GPIO.OUT) 
While True : 

GP10.output (28, True) 
time.sleep (2) 


GP1O.output (28, False) 
time.sleep (2) 

Fig. 5.1] represents the schematic diagram of connecting an LED to 
Raspberry Pi. The program switching LED on/off indicates how to turn the 
LED on/off from command line. In this case, the LED connects with GPIO 
pin 28 then we can connect the LED with any other GPIO pin. According to 
the coding of blinking LED code, LED will be blinked on every two second. 
The code uses the RPi. On Raspberry Pi, GPIO module to control the GPIO. 
In this code we set pin 28 direction to output and then write True/False 
alternatively after a delay of two seconds. 


eecsaeseeteese 
eases aeneeeoe 
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Fig. 5.11 Controlling LED with Raspberry Pi 
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0.20. Discuss about interfacing a light sensor with Raspberry Pi. 
Ans. Code in Python Language for Switching LED/Light Based on 


Reading LDR Reading 


import RPi. GPIO as GPIO 
import time 

GPIO.setmode (GPIO.BCM) 
Idr_threshold = 1000 
LDR_PIN = 28 

LIGHT_PIN = 26 

def readLDR (PIN): 

reading = 0 

GP1O.setup (LIGHT_PIN, GPIO.OUT) 
GPIO.output (PIN, False) 
time.sleep (0.1) 

GPIO.setup (PIN, GPIO.IN) 
while (GPIO.input (PIN) = = False) : 
reading = reading + | 
return reading 
def switchOnLight (PIN) : 
GP10.setup (PIN, GPIO.OUT) 
GP10.output (PIN, True) 
def SwitchOffLight (PIN) : 
ace (PIN, GPIO.OUT) 

‘Output (PIN, False) 
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While True : 


PIN) 
if Idr_reading < Idr_threshold < 
SwitchOnLight (LIGHT PIN) 
else: 


SwitchOffLight (LIGHT_PIN) 
time.sleep (2) 


Connection of LDR to Ras 


Sem.) 


pberry Pi is shown in fig. 5.13. One th of 
LDR is connected With a to 3.3V and other side to a 1 uF capacitor and als, 


connected with a GPIO pin. An LED is connected to pin 28 which is controlleg 
depended on the light-level sensed. The code for LDR is done by Python 
code, in which TeadLDR ( ) function returns a count which is proportional to 
the light level. The LDR pin is set to output and low and then to input in this 
function. The capacitor at this point starts charging through the TESIS OE till the 
input pin reads high. When the input reads high the counter is stopped. The 
light level depends upon the final count. When the amount of light is greater, 


lower is the LDR resistance and higher is the time taken by the capacitor for 
charging at this 
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Fig. 5.13 Interfacing LDR with Raspberry Pi 


Q.21. Explain in brief about Raspberry Pi 3. Give its applications. ; 
: t 

Ans. In February 2016, the single board SoC dopen PET pt E ates 
communication board is Raspberry Pi 3 model B. On he a FreeBSD, Plan 9, 
on the OSes like RISC OS, Windows 10 loT core, Ne jike Raspbian’UBunta 
AROS, Inferno and additional distributions of nna for high performance 
The RPi has hardware and sofware atia = for devices which require an 
computing and graphics. Raspberry Pi ( 


considered for developing on the Raspberry Pi ? 
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tipped 

operating system like Ubuntu core for home automation and rice poi 
down version of Ubuntu is the core. Core is developed a oe er core 
autonomous machines, M2M and IoT devices. The a pas ee 
processor and graphic processor are used in SoC aoe ee 
video. It is required input power of 4W, memory on- e 

del B) or micro SDHC card (model B+) slot in cas aT 
rro SD cards. RPi cannot be used for no real-time clock ( A 
mal chip can be used for comprising the RTC. 


Applications — RPi board can be used as a personal computer (PC). RPi 
i ied in media server IoT devices. It is also employed in networked security 
eer systems in home automation on ATMs application and services. 
c 


In case of industrial IoT applications, RPi is used Echelon. For the core 
requirements, the Echelon IoT platform comprises software in case of IoT 
aA comprise the REST APIs for load control devices, security, wired or 


wireless devices, web connectivity, autonomous control, physical sensors 
data collection and transmit to the other devices. 


-Q.22. Draw the architecture of Raspberry Pi. Write the IoT application 
for Arduino R-3, Raspberry Pi. (R.GPRV., May 2018) 


Ans. Refer Q.14, Q.7 and O21. 


Q.23. Explain Raspberry Pi model B. What are the things need to be 
(R.GRV., Noy. 2019) 
Ans, Refer to Q.21 and O15. 

Q.24. What are the features which makes RP boards widely used ? 


Ans. There are following feature which makes RPi boards widely used 
as — 

(i) Computer as proto 
media server and home or AT 
Services, 


typing which makes them ideal, for developing 
M surveillance system IoT applications and 


(ii) Supports to coding in 
(iii) With the he 
rms on multiple environ 


Python, C+ and the libraries. 


lp ofexternal keyboard and display monitor, software 
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0.25. Give the compa 


ARM1176)Z-F 


Processor 


video core 


IV multimedia 


CO-processor 
512 MB 
Rasbian, 
Pidora, 
RISC OS, 
Arch Linux 
GPIO, SPI, 
I2C, serial 


2USB, SD, 
MMC, SDIO 
card slot 
10/100 M 
Ethernet 


Mali 400 


Serial, ADC, 
PWM, GPIO, 
I2C, SPI 


10/100 M 
Ethernet 


5x 1GHz | Dual core 

ARM Cortex-Ag 1 GHzARM 
Cortex-A7 
HDMI 


HDMI 
SVDC/460 mA |5VDCHA 


Power VR 


Dual 
SGX530 aes 


ARM Mali 
400 MP2 


512 MB 1GB 
Angstrom 


; Android, 
Linux, Android, | Official 
Ubuntu Linux 
distribution 
96 extend 
pin interface, 


69 pin GPIO, 
SPI, I2C, 4 
serial, CAN, 
GPMC, AIN 
MMC, XDMA__|LVDS,CSI/ 
TS, FM-IN, 
ADC, CVBS, 
VGA, SPDIF- 


2GB on-board 
flash storage 
4+ 1 USB, 
MicroSD slot |SDslot, SATA, 
IR sensor 
10/100 M 


Ethernet 
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Q.26. Give the differences between Arduino Due and Raspberry Pimodel 
(R.GP.V., Nov. 2019) 


Ans. Table 5.5 shows the differences between Arduino Due and Raspberry 
pi model B. 


B. 


Table 5.5 
Processor ATMega323P 


Operating voltage 5V 
Clock speed 16 MHz 

System memory 2 kB 

Flash memory 32 kB 

EEPROM l kB 

Communication | IEEE 802.11 b/g/n 
supported IEEE 802.15.4 433RF 
BLE 4.0 via shield 
Arduino IDE 


IEEE 802.11 b/g/n 
IEEE 802.15.4 433RF 
BLE 4.0 Ethemet serial 
Any linux compatible 
IDE 

Python, C, C++, Java 
Scratch Ruby 
SPI DSI UART 
SDIOCSI GPIO 


Development 
environments 
Programming 


language 
VO connectivity | SPI I2C UART GPIO 


Wiring 


0.27. Explain in detail about digita! service cloud IoT platform. 


Ans. Digital service cloud (DSC) is an open IoT platform. It allows IoT 
innovators to own their customers the way customers own their products. It 
supports product start-ups, global technological brands and product innovators. 
It is a platform that accelerates time to market process for a new innovation. 
By using the readymade infrastructure provided by digital service cloud, one 
can build needed customised loT solutions by connecting devices and using 
plug and play dashboard. It also allows to monitor and manage the product 
over its lifetime by connecting it with a network of millions of devices. It runs 
a Ul-driven rules engine that requires no coding. It monitors and streams a 
petabyte of real time data. It operates on a secure tenant based system and 
provides quick launch of our application with a wizard based app builders. 

__ DSC loT foundation is shown in fig. 5.14. Here consumer devices equipped 
with variety of sensors can connect to loT application available on cloud and 
rie See nunlenly with application. Various networking and connectivity 
device available that can connect the devices over cloud. Cloud provides 
iliria aa gement and app development. Data analytics and visualisation 

powerful dashboard are supported to end users. 
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Q.28. What are the characteristics of DSC ? 
Ans. The characteristics of DSC are as follows — 


, 
J 
E H 
p E alf: 
S E zy: 2 g Š 
£ ge sj: ZE [8s < i ili 
a E $|; SE |S] les (i) Scalability 
= E 5j} < ŠE ag (ii) Security 
5 E (iii) Plug and play 
(iv) Unified customer service 


(v) Users across diverse verticals 
d management of devices 


ne E we E Š 7 Š | (vi) Monitoring, maintenance an 
e : è & 2 F ws F a È Sž r (vii) Preventive support through support cloud 
E BFE & BES 22 ate (viii) Big data analytics , 
E gg = Pier Se 2 Ege ged e | (ix) Multi-channel support delivery. 
S fSsEsbgS 22258 Bees | he Zetta IoT platform and its features. 
a ASTISEs Sevan E226 S Q.29. Discuss about the etta IoT platform a 
e ee Š | ‘Ans. Zetta is an open source platform. It is developed in Node.js for 
R l creating IoT servers that run across geo-distributed servers and cloud. Zetta 
WR S | combines REST API, reactive programming and web sockets. This combination 
= | is suitable for assembling many devices into data intensive and real time 
z S applications. Zetta runs everywhere — in the cloud, on PCs and on single board 
z 3 j computers. Raspberry Pis, BwangleBones and PCs together can be linked i 
E £ os Š with cloud platform like Heroku with the help of Zetta so that it can help to ‘ 
pie 5 8 | create geo-distributed networks. Zetta has the ability to turn any device into an ; 
E $ 2 E | API. By communicating with microcontrollers like Arduino and Spark Core, i 
ae z ù Zetta can provide every device a REST API as locally and also in the cloud. It 
< a z X | provides support for assembling distributed system of devices that communicate 
E 20 and react via APIs. Zetta is a very developer friendly. It gives direct access of 
a 9 underlying protocols and conventions to developers so that they can easily 
ii a and efficiently transform sensors, actuators and controllers into innovative 
: 3 win IoT applications and systems. Architecture of Zetta is optimized for data intensive 
$ E and real-time applications. Zetta allows monitoring of device and system 
m behaviour in code and using visualization 
tools to get actionable insights. It also Zetta Server 
provides streaming of data into machine EES 
analytics platforms like Splunk. loT projects 
r consist of multiple devices across multiple 
: g $ locations running multiple applications 
3 E 2 E developed by various companies. Thus, 
| k E 3 Zetta allows to assemble smartphone apps, 
| HAE ; ates apps and cloud apps together into 
arge and complex systems. Example of 
E a aplex and large scale systems 
ude home automation, smart transporta- 


tion and : 
wearable computing. Fig. 5.15 Zetta Server Architecture 
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Zetta server architecture is shown in fig. 5.15 > 
highest level of abstraction contains elements like an SCtver which is at 
extension, apps etc. It runs on a hardware hub like Raspber Scouts, server 
components to communicate with devices. It then produces He allows 
consumer. Here Scout is a device discovery S API to the 


technique Over n 

5 etwork, n 

Zetta server will reside on hardware hub and another on cloud a 
* MEEVCr On 


hardware will contact to that in the cloud. So Zetta will Provide API to consumers 
Features of Zetta are as follows — i 
(i) Provides API to everything 
(ii) Runs everywhere 


(iii) Development support of large applications for efñi 
(iv) Provides developer friendly environment 
(v) Streaming of big data along with and data insights. 


0.30. Explain the following platforms — 
(i) Yaler IoT platform 
(ii) Nimbits loT platform 
(iti) Axeda IoT platform. 


Ans. (i) Yaler IoT Platform — Yaler is a pay-as-you use platform which 
provides a relay infrastructure which offers secure access to embedded systems 
and it works with any device with a TCP socket. Yaler is a cost-effective 
solution which is suitable for enterprise applications. It also offers a hosted 
service on dedicated relay instances. A fixed yearly fee per relay instance helps 
to connect maximum number of devices to a dedicated instance. The Yaler 
relay service supports SSL/TLS encryption. The integration of Yaler.net, a 
cloud-based connectivity service, enabled a secure ad-hoc connection for 
data streaming. It is mainly designed to provide a stable, secure, and high 

performance execution environment for applications running on Amazon EC2, 


(ii) Nimbits IloT Platform — Nimbits is a PaaS that can be 
downloaded on any device from Raspberry Pi, Web server, Amazon EC2, or 
Google App Engine. The platform is used for developing hardware and software 
solutions that can connect to the cloud or to each other and enables logging 
and retrieving large amounts of data from physical devices, triggering events 
or alerts, or performance of complex analysis, Nimbits is a platform for 
connecting people, sensors and software to the cloud and with one another. It 

is based upon data logging and rule based technology. It resolves the complexity 
associated with Edge Computing in IoT by facilitating a platform which is 
built upon embedded system locally and then filtering noise, running rule engine 
and then pushing data that are very important on the cloud. It first records and 
then processes geo informatics and time stamped data and then pr oduces rule 
form that information. Here rules can be email alerts, push notification, statistics 


er 


or any calculation. Nimbits Public Cloud is an instance of Nimbits server, 


cient development 


b 
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PARTOT Platform — The Axeda Machine Cloud service provides 
2M services, loT connectivity services, software agents and toolkits = 
allow us to select communication method and hardware which is pale 
for our [oT solution. The Axeda IoT platform provides | = 

bilities using Java EE technology and the Oracle database. It gives facilities 

Fes message queuing for reliable end-to-end data transfer, security based on 
a communication with authentication and authorization, device and asset 
ssi ment, tracking and monitoring, complex event processing, location 
a nd more. Oracle’s Java Embedded solutions aim to support massive 
Blea of data required for and created as a result of the [nternet of Things 
Fees ititating seamless communications between all elements of the loT 
by m i re. It delivers an integrated, secure and comprehensive platform for 
aaen MoT architecture across all vertical markets. Oracle enables real-time 
ee Se and data capture from millions of device endpoints. Oracle offers 
ea solutions, including Oracle Java SE Embedded, Oracle Java ME 
Ea hedded Oracle Java Embedded Suite and Oracle Event Processing for 
le java Embedded to meet any specific technology requirements. 


APPLICATION SERVICES INTEGRATION FRAMEWORK 


- Open API j , 

- Groovy Scripting Engine 

- SOAP and REST Web Services 
- Built-in Message Queue 


-2 way Cloud to Cloud Communication 

- Open Standards Based Architectures 

- Authentication, Authorization and 
Transport Security via HTTPs 


DEVICE & ASSET MANAGEMENT 


- Asset Tracking & Monitoring Alerts, Notification 
- Device Provisioning & Configuration 

- Remote Service Access 

- Reporting & Analytics 

- Content/Software Distribution 


loT DATA MANAGEMENT 


- Efficient Machine Data Collection and Storage 
- Complex Event Processing 

- Configurable Business Rules 

- Location Based Services, Geolences 
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loT CONNECTIVITY 


- Open Device Communication 

~ Intelligent Secure Agents for Internet, Cellular and Satellite 
- Protocol Translation 

- Embedded Agent Toolkits 

> Least Cost Routing 


Fig. 5.16 Axeda loT Platform 
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bt IoT platform stack is shown in fig. 5.16 loT connectivity is a 
cont ee Above it IoT data Management ] Se : OT eto manage daté 

ing from devices. Devices and assets are man s ther leud pintor, 
At the top level application aged by using 


l Service and inteprot; ork support 
A gration framew 

pplication development and deployment. Device and asset configuration 
management is also supported by cloud. 


and Axeda platform, 
Ans, Features of Yaler IoT platform 


(i) Access via any browser or even phone 


(ii) It provides plug-and-play functionality for end users 


(ili) It provides access to your device froma clien 
V ient 
TEN such as a browser, 


addressability and accessibili fi i 
firewalls, NAT or mobile routers. P or devices blocked by 


Features of Nimbits IoT platform are — 
(i) Compatible with most J2EE servers 


Gi) Build provided for Goo le App Engi : 
development g'e App Engine and Linux Systems for 


eee 


(iil) Process geo and time-stamped data 
(iv) Download Nimbits servers on chi 
(v) It is an Open-source platform 
(vi) Facilitates event triggers and alerts. 
Features of Axeda platform are — 
(i) Facilitates communications among devices 


(ii) It is an M2M platform with proven middleware capabilities 
(iii) Real time data capture 


(iv) Millions of device. 


PS, Servers or on the cloud 


DATA ANALYTICS FOR IoT, CLOUD FOR IoT; CLOUD | 
STORAGE MODELS & COMMUNICATION APIs 


wt Seed ity E ster A 


0.32. What is big data ? Explain. 


Ans. “Data of a very large size and typically to the extent that its manipulation 
and management present significant logistical challenges” is known as big data. 
The technologies and initiatives that involve data that is too diverse, fast- 
changing or massive for conventional technologies, skills and infrastructure 
to address efficiently is referred to as big data. The data sets that are s 
complex, and impractical to manage with traditional software tools are q 


by big data. 


o large, 
escribed 
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But now the information from big data can be analyzed by using = 
yechnologies €g., user web clicks can be tracked by retailers to identify 
pehavioural trends that improve campaigns, pricing and stockage. i 

Major web companies such as Google, Amazon, and Facebook i lo 
businesses built on monetizing massive data volumes over the a an 
The new paradigms not only for extracting value from data cai 

naging data and compute resources from data center design, to hardware, 
ry software, to application provisioning were invented by them. 


Another definition of big data is as follows — 


“The collection, processing, discovery, analysis and storage of large 
Jumes and disparate types of data is enabled by the emerging technologies 
Ei practices, very quickly and cost effectively”. 


0.33. Explain big data types with examples. 


Ans. Big data encompasses everything, from dollar transactions to tweets 
to images to audio. Therefore, taking advantage of big data requires that all 
this information to be integrated for analysis and data management. This is 
more difficult than it appears. Big data includes huge volume, high velocity, 
and extensible variety of data. There are three types of data concemed here — 


(i) Structured Data — This is the data stored in relational databases 
table in the format of row and column. They have fixed structures and these 
structures are defined by organizations by creating a model. The model allows 
to store, process as well as gives permission to operate the data. The model 
defines the characteristics of data including data type and some restrictions on 
the data. Analysis and storing of structured data is very easy. Because of high 
cost, limited storage space and techniques used for processing, causes RDBMS 
the only path to store and process the data effectively. Programming language 
called structured query language (SQL) is used for managing this type of data. 


(ii) Semi-structured Data — Data which is in the form of structured 
data but does not fit the data model is semi-structured data. It cannot be 
stored in the form of data table, but it can be stored in some particular types of 
files which hold some specific markers or tags. These markers are distinguished 
by some specific rule and the data is enforced to be stored with a ranking. 
This form of data increased rapidly after the introduction of the World Wide 


Web where various form of data need medium for interchanging the information 
like XML and JSON: 


Example — 
documents, NoS 


CSV, XML and JSON documents are semi-structured 
QL databases are considered as semi-structured. 


E ae 
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(777 : ; 
due to th lp Unstructured Data — Data without an j 
could not be stored in a row and column format is unstructurgy 


data. Th; : 
ina Pier Contradictory to that of structured data. It cannot be Storey 
tough to fanai Olume of this data is growing extremely fast which is Very 
bleh ge and analyze it completely. To analyze the unstructured dat 
echnology Knowledge is needed. 


Fig. 5.17 i 
> depict three types of big data along with examples, 


Big Data Types 


7 
80 T ae 
y specific structure ap d 


Semi-structured 
Data 


Structured 
Data 


ey 
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anerer or Human Computer or Hum 
a 
MY ao 2 Generated, Machine Gti 
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Sensor data 
Web log data 
Point of sale data 
Financial data 


Click-stream data 
Input data 
Gaming related data 


Text internal to company 
Social media data 
Mobile data 

Website content 


Satellite images 
Scientific data 
Photographs 
and vidco 
Radar or sonar 
data 


Fig. 5.17 Big Data Types 


0.34. Discuss 5V characteristics of big data. 


Ans. Big data is important because it enables organizations to gather, 
store, manage, and manipulate vast amounts of data at the right speed, at the 
right time, to gain the right insights. In addition, Big data generators must 
create scalable data (volume) of different types (variety) under controllable 
gencration rates (velocity), while maintaining important characteristics of the 
raw data (veracity), the collected data can bring to the intended process, 
activity or predictive analysis/hypothesis. Indeed, there is no clear definition 
for ‘Big Data’. It has been defined based on some of its characteristics, 
Therefore, these five characteristics have been used to define Big Data, earlier 
known as 4V’s (volume, variety, velocity and veracity), as illustrated jn 


fig. 5.18. 
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Fig. 5.18 Five V’s Characteristics of Big Data 


(i) Volume -Itrefers to the quantity of data gathered by a company. 
This data must be used further to gain important knowledge. Enterprises are 
awash with ever-growing data of all types, easily amassing terabytes even 
petabytes of information (e.g., turning 12 terabytes of tweets per day into 
improved product sentiment analysis; or converting 350 billion annual meter 
readings to better predict power consumption). 
Moreover, Demchenko, Grosso, de Laat and Membrey stated that volume 
is the most important and distinctive feature of Big Data, imposing specific 
requirements to all traditional technologies and tools currently used. 


(ii) Velocity — It refers to the time in which Big Data can be 
processed. Some activities are very important and need immediate responses, 
which is why fast processing maximizes efficiency. For time-sensitive processes 
like fraud detection, Big data flows must be analyzed and used as they stream 
into the organizations in order to maximize the value of the information (e.g., 
scrutinize 5 million trade events created each day to identify potential fraud; 
analyze 500 million daily call detail records in real-time to predict customer 


churn faster). 

(iii) Variety —\t refers to the type of data that big data can comprise. 
This data may be structured or unstructured. Big data consists different types 
of data, including structured and unstructured data such as text, sensor data, 
audio, video, click streams, log files and so on. The analysis of combined data 
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is to improve 


types bring 
é S new ‘ . 
of live video ue situations, and so on, such as monit 
S from surveillance cameras to target poih 


exploiting th 
e 80% da eats ibs 
Customer satisfaction. growth in images, video and documen 


(iv) V Hi f 
defined by i seit It refers to the important feature of the data which is 
Process, activity o i Wa that the collected data can bring to the intended 
the events or proc r predictive analysis/hypothesis. Data value will depend on 
ardia i sera they represent such as stochastic, probabilistic, regular 
ie. sar r r a ie on ations requirements may be imposed to collect all 

eriod (for some possible event of i . 
re : interest), etc. | 
spect data value is closely related to the data volume and ae os 
(v) Veracity — It refers to i i 
; the degree in which 
hat de a le 
eet in order to make a decision. Therefore, finding the ri ght > a aa 
es i very important for the business future. However, as ae ie 
less leaders do not trust the information used to reach deci : e in three 
trust in big data presents a huge chai cisions, generating 
ge chailenge as the number and 
grows. r and type of sources 


0.35. What do you mean by bi j 
eae y big data analytics ? Explain various types 
Ans. Big da ics, i ini 
ma g ata analytics, is the process of examining large data sets that 
nga variety of data types i.e., big data to uncover all hidden patterns 
we own Pate ia market trends, customer preferences and other asefil 
i 3 ; ; 
STA information. Then analytical findings can lead to more effective 
5 set pes revenue opportunities, better customer service, improved 
perational efficiency, competitive advantages over rival izati 
other business benefits. i a ae 
l The primary goal of big data analytics is to help companies make more 
informative business decisions by enabling data scientists, predictive modellers 
and other analytics professionals to analyse large volumes of transactional 
data, as well as other forms of data that may be untapped by more conventional 
business intelligence (BI) programs. That could include web server logs and 
Internet click stream data, social media content and social network activity 
reports, text from customer e-mails and survey responses, mobile phone call 
detail records and machine data captured by sensors and connected to the 
Internet of Things. 
Big data burst upon the scene in the first decade of the 21st century, and 
the first organizations to embrace it were online and start-up firms. Arguably, 
firms like Google, LinkedIn, eBay and Facebook were built around big data 
from the beginning. They did not have to reconcile or integrate ig data with 
more traditional sources of data and the analytics performed upon them, because 
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ch of traditional forms. They did not have to merge big 
ructures because these 


big data analytics could 
architectures could be 
SQL free software’s. 


they did not have 
mo technologies with their traditional IT infrast 
infrastructures did not exist. Big data could stand alone, 
be the only focus of analytics, and big data technology 
the only architecture. So big data using Hadoop and No 

Analytics can be classified into following three types — 


(i) Predictive analytics 

(ii) Descriptive analytics 

(iii) Prescriptive analytics. 

(i) Predictive Analytics— Predictive analysis establish previous data 
of solutions which may come for given situation. 
resent as well as past data and predict what may 
s of what would happen. It is used to your 
e do not have. This analytical method 
ed for sales lead scoring, social 


patterns and gives list 
Predictive analysis study the p 
happen in future, give probabilitie 
big data to forecast other data which w 
is one of the most commonly used methods us 
media and consumer relationship management data. 


Three basic elements of predictive analytics are as follows — 


(a) Predictive modelling 
(b) Decision analysis and optimization 
(c) Transaction profiling. 
For example, predictive analytics is used for optimizing customer 
relationship management systems. They can help enable an organization to 
analyze all customer data therefore exposing patterns that predict customer 


behaviour. 
(ii) Descriptive Analytics — Descriptive analytics also known as data 


mining, operates what is happening in real-time. It is one of the simplest types 
of analytics as it converts big data into small bytes. The result is monitored 
through e-mails or dashboard. It is used by majority of organizations. 
For example, descriptive analytics examines historical electricity usage data 
to help plan power needs and allow electric companies to set optimal prices. 
(iii) Prescriptive Analytics — Prescriptive analytics reveals actions 
and recommend of what step should be taken. It gives answer to the situation 
in a focused way. Prescriptive data analytics goes one step forward of 
predictive as it provides multiple actions with likely outcomes for each decision. 
This method of analytics is not preferred much by organizations, but its data 
can show impressive result if used correctly. 
i see example, prescriptive analytics can benefit healthcare strategic planning 
g analytics to leverage operational and usage data combined with data 
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Q.36. Explai, 
Plain core components of analytical data architecture. 


Functions 
Repository 
Functions 
Export 


Messaging Distributed Data 


Service Processing Framework 


Distributed 
Database 


Data Replication 
Service 


Distributed File System 


Fig. 5.19 The Internal Architecture of the Big Data Storage and Analytics 
Platform 


Data are primarily stored in the distributed file system, which is responsible 
for the distribution and replication of large datasets across the multiple servers 
(data nodes). A unified access to the structured data is provided by the distributed 
database using the standard SQL interface. The main component responsible 
for data processing is the distributed data processing framework, which provides 
high-level API for the implementation of the data pre-processing tasks and for 
the building and validation of the predictive functions. Predictive functions are 
stored in the functions repository, where they are available for production 
deployment or for the simulations and overall optimization of the production 
processes. The rest of the components (messaging service and data replication 
service) provide data communication interfaces, and connect the operational 


platform to the data lab platform. 
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The big data storage and analytics platform consist of the following sub- 


components — 
( i) Distributed File System — Provides a reliable, scalable file system 
with similar interfaces and semantics to access data as local file systems. 


(ii) Distributed Database — Provides a structured view of the data 
stored in the data lab platform using the standard SQL language, and supports 
standard RDBMS programming interfaces such as JDBC for Java or ODBC 


for .Net platforms. 

(iii) Distributed Data Processing F. ‘ramework — Allows the execution 
of applications in multiple nodes in order to retrieve, classify or transform the 
arriving data. The framework provides data analytics APIs for two main 
paradigms for processing large datasets — API for parallel computation and 
API for distributed computation. 


(iv) Functions Repository — Provides storage for predictive functions 
together with all settings required for the deployment of functions. 


(v) Messaging Service — Implements an interface for real-time 
communication between the data lab and operation platforms. It provides a 
publish-subscribe messaging system for asynchronous real-time two-way 
communication, which allows to the decoupling of data providers and 
consumers. 


(vi) Data Replication Service — Provides an interface for uploading 
of the historical batch data between the data lab and operation platform. 


0.37. Explain the application of big data analytics in various fields. 


Ans. Big data analytics applications (BDA Apps) are a new category of 
software applications that leverage largescale data, which is typically too large 
to fit in memory or even on one hard drive, to uncover actionable knowledge 
using large scale parallel-processing infrastructures. The big data can come 
from sources such as runtime information about traffic, tweets during the 
Olympic Games, stock market updates, usage information of an online game, 
or the data from any other rapidly growing data intensive software system. 


(i) In Clustering — Using clustering (K-means algorithm) through 
a simple point and click dialog, users can automatically find groups within 
data based on specific data dimensions. With clustering, it is then simple to 
identify and address groups by customer type, text documents, products, 
patient records, click path, behaviour, purchasing patterns, etc. 


(ii) In Data Mining — Datameer’s decision trees automatically help 
users understand what combination of data attributes result in a desired 
outcome. Decision trees illustrate the strengths of relationships and dependencies 
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a seemingly unrelated pieces 
that 62% of bankers na Sensitive personal information 

cautious i ‘ i . 
issues. Further, outsourein in their use of big data 


& of data analysi e 
; S YSIS activities or 
insights also amplifies security 1 partments for th ee 


(iv) In Marketing — Marketers hav 
e begu ss 
software to learn how well th ruse facial recognition 


eir advertising succeeds or fails at sti i 
s i e mulatin 
o in their products. A recent study published in the Harvard Busine: 
eview looked at what kinds of advertisements compelled viewers to continue 


watching and what turned viewers off. Among their tools was “a system that 
analyses facial expressions to reveal what viewers are feeling.” The research 
was designed to discover what kinds of promotions induced watchers to 


share the ads with their social network, helping marketers create ads most 
likely to “go viral” and improve sales. 


(v) In Smart Phones — Perhaps more impressive, people now carry 
facial recognition technology in their pockets. Users of iPhone and Android 
smart phones have applications at their fingerprints that use facial recognition 
technology for various tasks. For example, Android users with the remember 
app, can snap a photo of someone, then bring up stored information about that 
person based on their image when their own memory lets them down a potential 
boon for salespeople, iPhone users can unlock their device with recognize me, 
an app that uses facial recognition in lieu of a password. If deployed across a 
large enterprise, this app could save an average of $2.5 million a year in help- 
desk costs for handling forgotten passwords. 


(vi) In Telecom — Now-a-days big data is used in different fields, In 
telecom also it plays a very good role. pervice providers are tyingig ampote 
in the cut-throat world of telecom services. aie isle Se Subscribers 
rely on over-the-top (OTT) players as providers of value-added services are 
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focused on Increasing revenue, reducing opex, chum and enhancing the 
customer experience as key business objectives. 


Operators believe that big data and advanced analytics will play a critical 


role in helping them meet their business objectives. In the same survey, 
respondents indicate critical use case scenarios in the context of big data and 
advanced analytics where they are investing now and where they plan to 
invest in the next three years. 


Operators face an uphill challenge when they need to deliver new, 


compelling, revenue generating services without overloading their networks. 


(vii) In Agriculture — A biotechnology firm uses sensor data to 


optimize crop efficiency. It plants test crops and runs simulations to measure 
how plants react to various changes in condition. Its data environment constantly 


adjusts to changes in the attributes of various data it collects, including 
temperature, water levels, soil composition, growth, output, and gene 
sequencing of each plant in the test bed. These simulations allow it to discover 
the optimal environmental conditions for specific gene types. 


0.38. What types of analytics can be performed in IoT ? 
Ans. Following types of analytics can be performed in IoT — 


(i) Streaming Analytics — This form of data analytics is also referred 
as event stream processing and it analyzes huge in-motion data sets. Real-time 
data streams are analyzed in this process to detect urgent situations and 
immediate actions. loT applications based on financial transactions, air fleet 
tracking, traffic analysis etc. can benefit from this method. 


(ii) Spatial Analytics — This is the data analytics method which is 
used to analyze geographic patterns to determine the spatial relationship between 
the physical objects. Location-based IoT applications, such as smart parking 
applications can benefit from this form of data analytics. 


iii) Time Series Analytics — As the name suggests, this form of data 
analytics is based upon the time-based data which is analyzed to reveal associated 
trends and patterns. loT applications, such as weather forecasting applications 


and health monitoring systems can benefit from this form of data analytics 
method. 


(iv) Prescriptive Analysis — This form of data analytics is the 
combination of descriptive and predictive analysis. It is applied to understand 
the best steps of action that can be taken in a particular situation. Commercial 


loT applications can make use of this form of data analytics to gain better 
conclusions. 


a 
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.39. Di } 
Q. Discuss about the impacts of loT on big data. 
Ans. loT is a network 
w 


Streaming Big Data analytics, Big Data Lambda Architect 
PIG, etc., helps in dealing with the enorm 
and other sources. 


The main factors that big data is impacted by IoT are — 


i @ Big Data Storage—At basis, the key necessities of big data storage 

are that it can handle very huge amounts of data and continuous balancing to 
keep up with expansion and that it can provide the input/output operations per 
second (IOPS) necessary to deliver data to analytics tools. The data is of 
different form and format and thus, a datacenter for storing such data must be 
able to handle the load in changeable forms. IoT has a direct impact on the 
storage infrastructure of big data. Collection of IoT big data is a challenging 
task because filtering redundant data is mandatorily required. After collection, 
the data has to transfer over a network to a data center and maintained. Many 
companies started to use Platform as a Service (PaaS) to handle their 
infrastructure based on IT. It helps in developing and running web applications. 
By this way, big data can be managed efficiently without the need of expanding 
their infrastructural facilities to some extent. IoT big data storage is certainly 
a challenging task as the data grows in a faster rate than expected. 


(ii) Data Security Issues— The IoT has given new security challenges 
that cannot be controlled by traditional security methods. Facing IoT security 
issues require a shift. For instance, how do you deal with a situation when the 
television and security camera at your home are fitted with unknown Wi-Fi 
access. 

Few security problems are — 
(a) Secure computations in distributed environment 
(b) Secure data centers 
(c) Secure transactions 
(d) Secure filtering of redundant data ; 
(e) Scalable and secure data mining and analytics 
(f) Access control 
(g) Imposing real time security, etc. 
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A multi-layered security s stem and proper network system will help 
avoid attacks and keep em aw a so alkes parts of the pose era 
foT system should follow rigorous network access control policies an i a 
allowed to connect. Software defined networking (SDN) aaa aire s = g 
be used for point-to-point and point-to-multipoint encryption in combinatio 
with network identity and access policies. o. 

(iii) Big Data Analytics — Data analytics is the science of examining 

data with the idea of coming to conclusions about that information. Data 
Br ics is used in many industries to allow them to make better business 
Lae and in the sciences to verify or disprove existing models or theories. 
big data analytics is very much needed to end up in a optimized decision. 
p data analytics will help you understand the business value it brings and 
ri different industries are applying it to deal with their sole business necessities. 
According to the Gartner IT dictionary, Big data is variety of information 
assets, high-volume, and high-velocity and innovative forms of information 
processing for enhanced approach and decision making. 

Here volume refers to the size of data, variety refers to the number of 
forms of data, velocity refers to the speed of data processing. 

(iv) Impact on Day to Day Living — IoT big data is slowly redefining 
our lives. Let us consider a few examples of our lives. At work, the CCTV 
camera in the canteen estimating the time you spend there. The class room 
sensors can find out how much time you spend in writing on the board. This 
can be just to measure the productivity of an employee. 

At home, the home theatre playing our favourite movie as soon as we 
switch on the television, smart devices could save a lot of power and money 
by automatically switching off electrical devices when we leave home. A smart 
wrist band tied to the elder people at home intimates the nearby hospital, if 
they fall sick. 

All this and much more is going be real in a very short time because of the 
rapid development in IoT and Big data technologies. 


Q.40. What are the challenges for IoT big data. 

Ans. Some of the challenges for IoT big data are as follows — 
(i) Huge data volumes 

(ii) Difficulty in data collection 

(iii) Incompatible standards 

(iv) New security threats 

(v) No reliability in the data 

(vi) Fundamental shifts in business models 

(vii) Huge amount of data to analyze 

(viii) A rapidly evolving privacy landscape. 
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0.41. Explain big data technologies. 
Pics aae BE dake E S aloan TSS eon 
ok age, Faki could dealt with using EXPensive 
for distributed computing are i pape c ipapen As a result, new techniques 
companies such as Yahoo! Goo a ons Big data became paramount as 
AE t, Google, an Facebook came to the realization that 
ney elp in monetizing the massive amounts of data their offerings 
Were creating. Thus, these new companies must search for new technolo in 
to store, access, and analyze huge amounts of data in near real time i 
real-time analysis is required in order to profit from so much data Ronin a 
Their resulting solutions have affected the larger data management mark A 
particular, the innovations MapReduce, Hadoop, and Big Table aa seat 
lead to a new generation of data management. These technologies will aie 
businesses to address one of the most fundamental problems, namely the 
compability to process massive amounts of data efficiently, cost-effectively, 


and quickly. 

(i) MapReduce—MapReduce was designed by Google to efficiently 
carry out a set of functions against a large amount of data in batch mode. The 
“map” component distributes the programming problem or task across a large 
number of systems while managing placement to balance the load and allow 
recovery from failures. After the distributed computation is complete, another 
function called “reduce” aggregates all the elements back together to provide 
t. An example of MapReduce would be determining the number of 


a resul 
pages in a book that are written in each of 50 different languages 

(ii) Big Table — Big Table was developed by Google as a distributed 
storage system to manage highly scalable structured data. Data is organized 
into tables with rows and columns, Unlike typical relational database models, 
Big Table is a sparse, distributed, persistent multidimensional sorted map. It 
has been designed to keep large volumes of data across commodity servers. 


(iii) Hadoop — Hadoop is an Apache-managed software framework 
created using MapReduce and Big Table. Hadoop allows applications based on 
MapReduce to run on large clusters of commodity hardware. The project has 
become the basis for the computing architecture underlying Yahoo!’s business. 
Hadoop is designed to parallelize data processing across computing nodes to 
speed computations and diminish latency. Two major components of Hadoop 
exist — a massively scalable distributed file system that can support petabytes 
of data, and a massively scalable MapReduce engine that computes results in 


+ 


batches. 


bf 


Q.42. Explain main components of Hadoop. 
Ans. TWO main components of Hadoop are oP ee _ HDFS is the 
uted File System (He HDFS breaks it 


(i) The Hadoop Distrib i 
e system for a cluster. When data lands in Seas 
eces and distribute those pieces among the differe nt servers Prete data ie 
juster. Each server stores just 4 small fragment O p 
h piece of data is replicated on more than one server. 
Compute Cluster 


DFS Block I 
DFS Block 1 | = 


[osm] 


cluster, Sees a 
the participating 


storag 
jnto p! 
in the ¢ 
and cac 


Results 
data data data data 
data data data data 
data data data data 
data data data data 
data data data data 


data data data 


ta 
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DFS Block 3 


DFS Block 3 
DFS Block 3 


Fig. 5.20 HDFS & MapReduce 

e — Because Hadoop stores the entire data set in small 
ers, analytical jobs can be distributed in parallel to 
the data. Each server evaluates the question 


against its local fragment simultaneously and reports its result back for collation 
into a comprehensive answer. MapReduce is the agent that distributes the work 
and collects the results. Both HDFS and MapReduce are designed to continue to 
work even if there are failures. HDFS continuously monitors the data stored on 
the cluster. Ifa server becomes unavailable, a disk drive fails or data is damaged 
due to hardware or software problems, HDFS automatically restores the data 
from one of the known good replicas stored elsewhere on the cluster. MapReduce 
monitors the progress of each of the servers participating in the job, when an 
analysis job is running. If one of them is slow in returning an answer or fails 
before completing its work, MapReduce automatically starts another instance 
of the task on another server that has a copy of the data. 
Because of the wa i 

scalable, reliable and ae ee Pena eee Laie a 
Me uweaak ices for data storage and analysis at 


data data data data 
data data data data 


dg 


data 
data 


(ii) MapReduc 
pieces across a number of serv 
each of the servers storing part of 
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0.43. Explain the ecosystem of Hadoop, 

Ans. Hadoop is an open source framework m 
Foundation for reliable, scalable and distributed co 
website hadoop.apache.org, the components of Had 
which function different to each other’s. Some o 
components are as follows — 


aintained by the Apache 
mputing, According to the 
OOP are defined as projects 
f the widely used Hadoop 


(i) Pig — It is a platform for HDFS. It consists of a compiler for 


MapReduce programs and a high-level language called Pig Latin. It provides a 
way to perform data extractions, transformations and loading, and basic analysis 
without having to write MapReduce programs. 


(ii) Hive- It is a distributed data warehouse. A data warehouse and 
SQL-like query language that presents data in the form of tables. Hive 


programming is similar to database programming. (It was initially developed 
by Facebook). 


(iii) HBase — It is a non-relational, distributed database that runs on 
top of Hadoop. HBase tables can serve as input and output for MapReduce jobs, 


(iv) Zookeeper — \t is an application that coordinates distributed 
processes. 


(v) Mahout — Mahout is a data mining software that can be easily 
scalable. Mahout offers java libraries or scalable machine learning algorithm 
which can be used for analyzing the data. These machine learning algorithms 
allow user to perform a task such as classification, clustering, association rule 
analysis, and predictive analysis. 


(vi) Cassandra — Hadoop Cassandra provides database that can be 
easily scalable and highly available without interruption in the job performance. 


(vii) Chukwa — Chukwa is a data collections system which is mainly 
used for displaying, monitoring, and analyzing the outcomes of the collected data. 

(viii) Spark — Spark is a computing system which is used for 
configuring the Hadoop cluster for fast processing of Hadoop data, Spark 
does not use MapReduce job of execution engine to run the job. It uses its 
own distributed runtime to complete the job. 


(ix) Tez — Tez is a data-flow programming language build in the 
Hadoop Yarn to execute an arbitrary DAG of tasks to process data for both 
batch and interactive use-case. 

(x) Avro — Avro is used for data serialization which provides a 
container file for storing persistent data. Avro was created by Doug Cutting 
for making Hadoop to be writable in many programming languages such as C, 
CH, C#, Java, JavaScript, Python, Ruby. 


testing Hadoop services 4 
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i configuring and 
;— Itis a web interface for managing, 
i ri- 
ces nd components. ‘spite 
(xii) Flume — Ít is 2 software = collects, 
i i DFS. 
Jarge amounts of streaming data into j pa 
(xiii) Sqoop — Wis a connection ane 
data between Hadoop and relational data ; 


(xiv) Oozie — It is a Hadoop job scheduler. 


The Hadoop ecosystem is shown in fig. 5.21. 
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Fig. 5.21 The Hadoop Ecosystem 
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0.44. Define cloud computing. 


Ans. The term cloud computing refers to the means of providing any and 
all information technology from computing power to computing infrastructure, 
applications, business processes and personal collaboration to end users as a 
service when they require it. 

The term cloud in cloud computing means the set of software, hardware, 


networks, storage, services, and interfaces that combine to provide aspects 
of computing as a service. 


A definition given by American National Institute of Standards and 
Technology (NIST) is as follows — 


Cloud computing is a model for enabling convenient, on-demand network 
access to a shared pool of configurable com 
networks, servers, storage, applications. an 
provisioned and released with ; 
interaction. 


puting resources (for example, 
lic d services) that can be rapidly 
minimal management effort or service provider 
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ad A Single area of concern in cloud 
Security. When your data travels 


Sem.) 


Computing is undoubtedly be privacy 
nder your control you h > Over and rests on systems that are no 
ance of others. Y, , ave increased risk duc to the interception and 


š E ou can’t count i l epi 
pence tn the face of government specie Sond provider maintaining your 
0.45. WI; 


ese components are 
e memory, disk storage and number of 
processors. The advantages of hardware virtualization are sandboxing, hardware 


tuning, workload partitioning and application isolation. All these advantages of 
hardware virtualization are provided by IaaS/Haa$ solutions. IaaS/HaaS solutions 
decreases the administration and maintenance cost, and the capital costs from 
the view point of the customer. It also enables better exploitation of the IT 
infrastructure and offers a more secure environment for executing third-party 
applications from the view point of the service provider. Simultaneously, users 
can take benefit of the full customization provided by virtualization to deploy 
their infrastructure in the cloud. Virtual machines mostly come with the selected 
OS installed and the system can be configured with all the needed packages 
and applications. Apart from the basic virtual machine management capabilities, 

some other services can be offered. These services are workload management, 

SLA resource based allocation, ability to integrate third party IaaS solutions, 

and support for infrastructure design through advanced Web interfaces. 


0.46. Explain Platform-as-a-Service (PaaS) solutions in detail. 


Ans. In the cloud, PaaS solutions offer a development and deployment 
platform for executing applications. PasS solutions form the middleware on 
top of which applications are made. The main functionality of the middleware 
is application management. PaaS implementations automate the process of 
deploying applications to the infrastructure, provisioning and configuring 
supporting technologies, configuring applications components, and managing 
system change on the basis of policies defined by the user. They do not expose 
any service for managing the underlying infrastructure and offer applications 
with a runtime environment © _ loper’s syste™ is design’ by them in terms 
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i ems, hardware, and 

et pace done with the pasa 
rea pare the resources and scaling 
ape ae The core middleware acne 
ia CA deploving applications on the wF 
in the form of programming APIs srr 

Fig. 5.22 provides an overa 


inati ted 
of applications and are not rela 


other low-level services. Accor 
the core middleware is respons 
applications automatically sont i 
interfaces that permit program ai a 
from a user perspective. sae ae 
jibraries or in the form of a Web- 

w of the PaaS approach. 
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Fig. 5.22 Platform-as-a-Service 

The interface exposed to the user is determined by the certain development 
model decided for applications. Certain implementations offer a fully Web 
based interface hosted in the cloud offering various services. It is possible to 
discover integrated developed environments on the basis of 4GL and visual 
programming concepts, or rapid prototyping environments in which applications 
are made by assembling mash-ups and user defined components, and 
successively customized. Other implementations of the PaaS model offer a 
programming language based approach and offer a complete object model for 
representing an application. This approach gives more opportunities and 
flexibility, however, generates longer development cycles. Generally, developers 
have the full power of programming languages with some limitations to offer 
better scalability and security. In this situation, the conventional development 
environments are used to design and develop applications, which are then 
deployed on the cloud by employing the APIs exposed by the PaaS provider. 
For better utilizing the services given by the PaaS environment, specific 
components can be provided together with the development libraries. 


Q.47. Des 
cloud co mpu 


Elasticity 
and Scaling 


Physical 
Infrastructure 


= ove Software-as-a-Service (SaaS) solution. How it relates to 
ing 
Or 


} 
Vhat do YOu understand by SaaS ? 


eee 


sa 
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_ Ans. The 

Circulate at tee ea is precedent to cloud computing and started to 
access to applications u S: SaaS is a software delivery model which offers 
complex hardware and a the Internet. It gives a way to free users from 
Parties, who create appli oltware management by leaving such tasks to third 
Here, customers do SERERA accessible to multiple users by a Web browser, 
Pay considerable af oieo anything on thcir premises. Also, they do not 
; Costs to purchase the software and the required 


easy the de i 
E eae ace as software platforms offering a set of characteristics 
p zation and ease of integrations of new components. It 
constitutes the perfect candidate for hosted solutions, because the application 
provided to the user are the same, and the applications itself give means to tid 
users to shape itself on the basis of their requirements. Consequently, SaaS 
applications are naturally multi-tenant, which is a characteristic of SaaS. This 
characteristic enables providers to centralize and sustain the effort of managing 
large hardware infrastructures, optimizing resources by sharing the costs among 


the large user base, and maintaining and upgrading applications transparently 
to the users. Such costs constitute a minimal fraction of the usage fee paid for 


the software on the customer side. 

The SaaS approach resides on top of the cloud computing stack. It fits 
into the cloud computing vision denoted by the acronym XaaS — everything as 
a service. Applications are provided as a service with SaaS. In the beginning, 
the SaaS model was useful only for lead users and early adopters. After cloud 

computing, there has been an increasing acceptance of SaaS as a feasible 


software delivery model. This results in the development of SaaS 2.0, which 
does not give a new technology but changes the manner in which SaaS is 


used. 
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Q.48, Classify the different types of clouds. 
Or 
Explain the types of cloud. 
Ans. Clouds can be classified into following types — 
ts that are open 


(i) Public Clouds — Cloud computing environments t 
c use alternatively for a large industry group. Some public clouds are 
d IBM offerings. 

The cloud is implemented within the private 
de services to the users of the 


for publi 
Google, Amazon an 


(ii) Private Clouds — 
premises of an institution and uses it to prov! 
ion or a subset of them. 


instituti 
(iii) Hybrid (Heterogeneous) Clouds — A computing environment 


which combines multiple clouds where those clouds keep their unique identities, 
but are bound together as a unit. It identifies a private cloud that has been 


augmented with resources or services hosted in a public cloud. 
(iv) Community Clouds — These clouds are particularly intended to 


address the requirements of a particular industry. The cloud is characterized 
bya multi-administrative domain encompassing various deployment models. 


0.49. Define the term Cloud IoT. 

Ans. Cloud computing is a remote location technology that 
the way of Information Technology. It provides Software as a Service (SaaS), 
Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). Internet 
of Things (IoT) is radically changing the way of businesses operate and people 
interact with the physical world. Although things, Internet, and connectivity 
are the three core components of IoT, the value is in closing the gap between 
the physical and digital world in self-reinforcing and self-improving systems. 
The combination of cloud computing and Internet of Things (IoT) is known 


as Cloud IoT. 
Amazon Web Services loT, Google Cloud Platform, IBM Watson IoT, 


Microsoft Azure IoT Suite has provided the combination of Internet of Things 


(loT) and Cloud computing. Cloud 
IoT enables to connect device to 
cloud services and other devices, 
secure data and interactions, process 
and act upon device data and enable 
applications to interact with devices 
even when they are offline and build 
a robust, maintainable, end-to-end 
Internet of Things (loT) solution on 
cloud platform. 


transformed 


Cloud IoT 


Cloud IoT (Internet 


Computing of Things) 


Fig. 5.23 Cloud IoT 
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2.50. Give advantages of using cloud Jor lof. 


Ans. As shown i 
nin 2 ; ; 
fig. 5.24 there are multiple advantages to use cloud in 


IoT scenari i 
S R AN 7 ee n which cloud connections have become a vital 
tte naa ia e main advantage for IoT devices to be connected 
ha ys-on remote access to the data they collect (e. 
perature sensor) and the actions they can perform (e.g. turn on a li e 
Then there are other features, like allowing easy bootstr: = — 
of devices and unlimited data Storage. £ 
enhanced data visualization and analytics. 


In regards to security, the cloud allows 
Continuous assessment of security levels 
in IoT connections, identifying security 
risks (e.g. insecure authentication) and 
providing guidelines on how to mitigate 
them. For developers, there is one 


Always-on 
Remote 
Access 


interesting feature of programming triggers ponta 
. š Š ata 
for certain actions, using cloud services Storage 


like AWS Lambda: For example let us 
imagine a trigger for movements sensed . ; 
by a motion sensor. A movement event will = oma 
Fig. 5.24 Cloud for IoT 

a set of actions, like sending an email to the owner of the sensor with the 
information about the movement and/or turning on the surrounding lights and 


an alarm sound. This can all be programmed through the AWS Lambda service 
and run continuously without any human intervention. 


0.51. Explain in brief about storage service in the cloud for IoT data 
management. 


Ans. The reference architecture for the IoT data storage service in the 
cloud is shown in fig. 5.25. 


Edge Device 
Network | (IoT Gateway) 


Fig. 5.25 
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The architecture has following three layers — 
(i) Sensors Layer — Itis responsible for collection and ied 
of the data to the IoT gateway and it is also responsible for perceiving e 
environment. In our architecture implementation, at this layer, we apan na 
networks. ZigBee networks permit standalone and scalar configuration a 
give a low-cost and low-power solution. However, as long the devices a 
agree upon how the data will be handed to the gateway, any other module or 
physical medium can be used. In specific, every ZigBee network can be 
configured with star topology in which the master node coordinates the process 
of transmitting slaves via requests. According to the request of masters, the 


slaves collect data from sensors. 


(ii) Cloud Layer — It implements remote resource over the cloud 
data centers and in Internet. It involves an edge device. The functions of edge 
device is to convert data received from the sensor layer in data appropriate for 
the application layer. For data storage and retrieval over cloud data centers, 
the cloud platform as a service gives tools. In order to profit of the main 
merits of cloud computing in terms of elasticity and scalability. Data are stored 


in Azure DB. 


(iii) Application Layer — It implements the business applications 
essential to manage and process AAL data. At the application layer, we exploit 
a web server that processes requests for data retrieval and storage at this 
stage of our work. It is proposed a storage mechanism based on NoSQL 
operating architecture, available on Azure known as Azure tables to store and 
give fast retrieval of information produced by the several devices attached to 
the cloud. NoSQL data bases have as one of it most notable features the non- 
relational data schema unlike storage systems based on relational paradigm, 
often permitting more flexible data storage. The Azure tables permit different 
number of attributes (columns) with the creation of key pair tuples (records). 
Hence, the Azure tables is able to offer flexible and low-cost storage and 
efficient searches. 


Q.52. Write short note on IoT cloud based services. (R.GP.V., May 2018) 


Ans. The user act as an application service for the Internet of things. It 
obtains responses or feeds from the service or the application. The service 
which is provided by the IoT cloud for object calculations, data collection, 
data points and message passing. The service is the provision for generation 
and communication of alerts, triggers and feeds to the user. The cloud services 
are used to communicate the nodes with the server. A new data is generated at 
pene ae = new value is recorded. Feed means a set of data points or 

J streams or messages which generate and communicate after 


7 ™ 


Compaction and calculati Iter, fusion, compression, analysis, aggregation, 
eon che: 10n. The feed may also considered for the alerts on 
ie gma r triggers or alarms. It is 5 

mmunicating at the pre eh 


sent time inten 


Y other mode. 
QO. 53. Explain how to data 


aid to be data stream generating ang 
‘als for an application or service Use 


Store in oT. 
m , Or 
escribe data storage in lof. 


N (R.GP.V., May 2018) 
Explain data storage in IoT ? 
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Fig. 5.26 Structure of Centralized Data Computing and Storage 
Organizations increasingly require to store data Produced from the loT. 
This means deciding between cloud and aa, i Fe storage is more 
than ever. Internet of things defines multiple devices and feusoys 
important met, and their ability to capture and send data. Organizations 
connected to the pa make improve customer satisfaction and good business 
use loT devices 


| 
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decisions. But after this data has been transferred, it requires to be amassed in 
storage system, This is the reason for companies to rethink their ve a 
infrastructures. While the cloud is look like a obvious choice or lo lat 

rage, but many organizations keep this information on site, believing it is 
Bet too sensitive or too expensive to store data in cloud. If you store your 
Gia on cloud, there are following advantages of cloud over on-premises — 


(i) There is typically a more direct attachment between the device 
and the public cloud provider. This direct link means data can be stored off 


device faster, resulting in less storage on the device and per device cost is 


(ii) Now, the storage management is the cloud service provider’s 


problem. The provider’s job is to give a service and the organization just 
requires to use that services. 


(ili) If the organization uses cloud compute to process IoT data, 
then the cloud makes an ideal storage location for that data. 


But there are several issues of using the cloud for [oT data storage. The 
first one is security. In many conditions, the data being captured is legally 
sensitive or proprietary to the organization. The chance of that data being 
accessed in appropriately due to a security breach is a legitimate concer, but 
the reality is that most cloud service providers have excellent security or at 
least give the organization with the tools they need to secure their data. In 
most cases, breaches are caused by human errors, not by a weakness in 
provider security. Second is more pressing — the cost to store the loT data set. 
While cloud storage costs are impressive when considered on a per-gigabyte, 
per-month basis, the allure wears off when the math is done to compute 
storing petabytes of information for decades. There are several attributes of 


cloud storage providers to consider beyond the price per GB per month when 
the decision is made to store data in the cloud. 


Overall cost = Total capacity x No. of years to maintain 


The cost to transfer data in and out of the cloud provider. Most providers 


do not charge for data as comes into the cloud, but several charge a bandwidth 
fee as it leaves. If the com 


consideration is especiall 


pute will be done on-premises, the transfer 
no matter what. 


y important, which means some transfers will occur 


On-premises IoT Data Stora 
decision to make j 


an on-premises store is to ensure 


np. 
Css 


e decisi : s lof 
sar E YOu want to store data on P should start the infrastructure 
ow » aS well as th . > lO ata is it ; . 
et oye creasing fast. The 
accelerate. ime that or ganization 8 rate of 


want to save the data, will 


Unit-V 203 


Demerits _ 


i z : a bandwidth. 
(1) Some cloud storage providers provides limited ate 
Gi) Data Cannot be accessed without internet tees : 
(iii) User cannot control security of his data in cloud. E TET 
(iv) User should copy and paste instead of drag/drop o . 
i folder. 
want to copy his data on cloud storage ; , , 
a (v) If user uses drag and drop option to move his data in cloud 


only torage folder the data will be erased from his personal machine. 
5 : -. 
| Q.55. Discuss about the cloud storage models and communication APIs. 


Ans. Cloud Storage Models— As shown in fig. 5.28 cloud ae models 
| eon web services (AWS IoT), Google cloud platform, Microsoft Azure, 
ar 


| and IBM Wastson etc. 


Cloud 
Pub/Sub 


Cloud 
Functions 


Update Device Config | 
Fig. 5.27 


Q.54. Name various cloud s 
and demerits of cloud storage. 


PORE POT are TPE oag jii Fig. 5.28 Cloud IoT Storage Models 

AWS IoT is a managed cloud platform that allows connected devices to 
easily and securely interact with cloud applications and other devices. AWS 
IoT can support billions of devices and trillions of messages, and can process 


Ans. There are various cloud storage providers. The name of top eight 
cloud storge providers are — 


(i) Dropbox (ii) Google Drive 


i i WS endpoints and to other devices reliably and 
iij iv) OneDrive and route those messages to A ndpc 
H ay a Box securely. With AWS IoT, client’s applications can keep track of and communicate 
a i ae d (viii) SpiderOak with all the devices, all the time, even when they are not connected. 
iad Google Cloud Platform allows to build a robust, maintainable, end-to- 
Merits — 


end Internet of Things (IoT) solution on cloud platform. It creates streams of 
insight by extending client’s infrastructure to the physical world. 


Azure IoT suite brings the Internet of Things to life. We can connect our 
devices, analyze previously-untapped data, and integrate business systems 
and transform our company to uncover new business models and revenue 
streams. 


(i) Data is stored on the web in cloud. l 
(ii) Balance server loads by moving data among various hosting sites. | 
(iii) Cloud storage provides protection of data from disaster, 


i of stored data in cloud. ; 
+ ice ukpoaa aoe Sie automation, virtualization helps to reduce 
v 


=v 


expense. 
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i IBM Watson łoT provides SDKs in C, C#, 
ava, Python, Node.js and Node-Red. MQTT is the only supported protoco} 
for data communications and can be used over Websockets. A secure HTTP(S) 
REST AP! is available for communication with other services and apps, 
Communication APIs — Refer to Q.8 (iii) Unit-1. 
Q.56. Explain in detail about Googie Cloud platform. 
Ans. Developers can code, test and deploy their applicati i 
: ` ions with hi 
scalable and reliable infrastructure that is provided by Google han ia 
itself uses it. Developers have to just pay attention to the code and Ph 
ae issues regarding infrastructure, computing power and data ie ” 
seas Google Cloud is one of the popular loT platform because of — ea 
E Si network, Google S BigData tool, Pay as you use strategy, Su gn 
elon available services of cloud like RiptidelO, Bi gQuery, Birchase ae A 
elit Wireless solutions, Connecting Arduino and Firebase and Cassand a 
Google cloud platform and many more. iii 


Fig. 5.29 shows real time stream processing by Google. Devi 

their status information to App Engine. So first load doner iied 
the load is balanced among various app engines. Then compute engine performs 
data computation and publication. Multiple instances of compute engine are 
available to insure reliability and scalability. The data is stored and backed up 
using cloud storage. Big query allows speedy insertion of data in tables of 
cloud database. The results can be presented to the end users by means of 
various analysis and visualisation technique. 


Mbed C++ Embedded ok 


rage 
[Device ][ Device] Compute Cloud 


Fig. 5.29 Real Time Stream Processing Google IoT 


0.57. Explain various characteristics of Google Cloud platform. 
Ans. Important characteristics of Google Cloud platform are as follows — 


Events of interest fire off continuously in 
equired for decision making cannot always 
quipped sensors on any physical item 


(i) Streaming Insights — 
~ the physical world, and data that isr 
wait for offline analysis. Internet-e 


continuously into the cloud, directly 


imaginable make it possible to ingest data 


from the source at massive scale. sate 
e e . 
(ii) Tap into the World ~ A E i to mine information 


; d economical to! os 
with ubiquitous networking makes it easy an d pool of data gives organizations 
from any physical item and place. This untappe ombined 


s monitoring and management practices Y ue capabilities. 
an se to real-time events, and ultimately, predicti 


ipped device may 
í iø (Data) — Each sensor-equippe 
pape? aA tal insight. Multiply this by hundreds, 


ce technology along 


il and yields only incremental 1 

aieea or millions of sensors all ingestng data to the cloud and the saan 
s m iesenii as a big data problem. Cloud Pub/Sub makes real-time, re 

a d storage products persist all big data 


i f IoT data easy, and clou 
erie ud platform allows us to make extremely 


pro 
t, without managing 


efficiently and economically. IoT on clo f 
fast queries into any business and operating environmen 
any infrastructure. 

(iv) Global Fiber Network — Google operates its own private fiber 
network that spans the globe with over 70 points of presence across 33 
countries, ensuring data to and from your devices gets delivered at ultra-low 
latency. Reliability and security are enhanced because IoT data do not have to 
travel the public Internet through the majority of its time in transit. Google’s 
global network ensures that millions of devices and sensors distributed 
worldwide can deliver raw data efficiently so an organization can tap operational 
insight continuously with no disruption. 


(v) Google-Grade Security — Whether device-to-cloud or cloud-to- 
device, security is the most important concern as IoT is increasingly used to 
support business-critical operations. All cloud platform APIs are secure by 
default with full encryption, backed by integrated and pervasive security across 
the entire infrastructure. Cloud LAM can ensure devices have access only to 
resources we explicitly designate. 


0.58. Explain in brief about the IBM BlueMix IoT platform. 


Ans. IBM BlueMix is a platform as a service (PaaS) cloud which is 
developed by IBM. It supports programming languages like java, php, Python, 
Node.js, and many more. Integrated DevOps allows to build, run, deploy as 
well as to manage applications over IBM BlueMix cloud. BlueMix platform is 
based on Cloud Foundry open technology. It runs on Soft-Layer infrastructure 
The IBM Internet of Things Foundation is powered by IBM’s following leading 
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Products and services 
Server Liberty Core, 
and SoftLayer. 


—IBM DataPower 


Gat bSphere Applicat 
IBM Informix Tim Sa aed ott Blouin 


eSerics, IBM MessageSight, Cloudan 


ation access to IoT data 
u 


of analytics applications 
s. We can Create o 


e REST and secure API to 
loT foundation is the hub 


vices. IBM loT foundati 
data to cloud. “a 


Q.59. What are the characteristics of IBMBlueMix ? 
Ans. The characteristics of IBMBlueMix are as follows — 


(t) Scale Institutional Expertise — 


ur lof 


(a) Work smarter by giving any em 


l 
company’s collective knowledge. ployee access to the 


i (b) Infuse equipment and devices with deep domain knowled 
and sensory input such as sound, images, videos and text. - 


(c) Give equipment and devices the power to reason and lean 


and the ability to interact naturally with people. 


(ii) Drive Environmental Leadership — 


(a) Join the movement to use IoT for initiati 
, green initiatives that 
the bottom line. a 


(b) Reduce energy and water consumption, eliminate waste 
across the supply chain, and optimize asset utilization. 


l (c) Cut costs while reducing CO, emissions and enhancing your 
brand image. 


(iii) Lead Industry Transformation — 


(a) Find new ways to monetize value through asset-based online 
marketplaces. 


(b) Garner new revenue from existing products and services. 

(c) Partner in new ways across industries. 

(d) Disrupt competitors by seizing new IoT opportunities first. 
(iv) Boost Operational Performance — 


(a) Gain a whole new level of visibility across the extended 
supply chain. 


(b) Optimize performance, empower employees and lower costs, 
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ictive maintenance. 
sets and equipment to enable predicti 
(c) Monitor ass 


tae resource USC. 

se throughput and optimi* facilities 
(d) Incre® ore energy and cost-efficient fact i 
(c) Run m 


stomer Experience — ' 
enoi T ek and services that continuously adapt to the 
(a) er 


connected customer. 
(b) Gain valuabl 


. duct development. 
pen Bs (c) Achieve a new level of customer engagement to boost loyalty, 


i tiation. 
evenue and create differen 
(d) Speed up development and accelerate time to market. 


e insights throughout the product life cycle that 


drive r 


0.60. Discuss about the Microsoft IoT platform. l 

Ans. According to Microsoft, Internet of Things for a ue 
with the things that are involved in the business and affect it e most. wee 
from the infrastructure of the business by adding devices an sot eee 
with technological expansion, allows the business to get a se 
information and make powerful and informative business decision. Thus, ner 
IoT is actually Internet of our things. The piece of data about customers, 
sales, business processes Or other inventory data is valuable asset to an 
organisation and it can help to power the business. Microsoft has the ability to 
transform a current business to a flexible intelligent system with existing 
investment to achieve true flexibility. Microsoft provides Microsoft Azure 
Intelligent System Service which forms an integrated platform and services 
that builds Internet of Things systems and applications by gathering, storing 
and processing data. Intelligent systems services build upon Microsoft Azure 
helps organizations to securely connect, manage, capture and transform 
machine generated data into valuable information. Power BI, Office 365 and 
HD insight are powerful Microsoft assets that can be used to produce 
meaningful insights. Intelligent Systems Service provides agents and open- 
source agent software which help to support heterogeneous operating systems 
and protocols for Internet of Things System. With the help of Microsoft Cloud 
Compute facility, scalable data collection, processing and analysis can be done 
for a business processes. Cloud provides solution for data storage, data 
processing, data consumption and data analysis on real time or latent data. 


The core of Microsoft loT foundation is Microsoft Azure cloud platform. 
It provides connectivity to millions of devices and sensors with IoT application. 


It provides remote access, monitoring, and content distribution and 
configuration management facilities for connected devices. It provides big 


data ane ysig, social as well as business integration and dash boarding tools to 
IoT application to build an IoT solution 


i 


ea eae BS ee 
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2.61. Discuss about the AWS IoT platform 


Ans. Amazon Web Services 


(AWS ‘ 
Scale by facilitating security, ) allows Internet of Things on 


servi ep a gk 
ces and support. It facilitates im aa 


access to desired ; 
Compute EC2). feted oe eat by means of Amazon Elasti Mediate 
volume data. Amazon Rie big data analytics and enhe 
AWS provides securi Ps to ingest data from thousan S high 


ds of 
: se 
provide pijac oa Nsors, 


models like tiered pricing, 


provides services that take the 


aa Services like Amazon Cognito, Amazon Mobile Analytics, and 
ile Push to take care of the undifferentiated heavy lifting while we bae 


can generate quick decision. It can support data up to any scale. 


Intel -End User 


Gateway 
CA A) E F Amazon Kinesis T 
TI] Stream 


Fig. 5.30 Data Streaming from Gateway to Cloud by Amazon Kinesis 


0.62. What are the characteristics of AWS IoT platform ? 
Ans. The characteristics of AWS IoT platform are as follows — 


(i) AWS IoT Devices SDK — AWS IoT provides an SDK to help us 
easily and quickly connect hardware device or mobile application. The AWS 
IoT device SDK enables our devices to connect, authenticate, and exchange 
messages with AWS IoT using the MQTT, HTTP, or WebSockets protocols. 
The device SDK supports C, JavaScript, and Arduino, and includes the client 
libraries, the developer guide, and the porting guide for manufacturers, 


(ii) Device Gateway — The AWS IoT device gateway enables devices 
to securely and efficiently communicate with AWS IoT. The device gateway 
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can exchange messages using a publication/subscription model, which enables 


one-to-o -to- communications. With this one-to-many 
airtmminioatige berenn AWS ToT makes it possible for a connected device to 
broadcast data to multiple subscribers for a given topic. The device gateway 
supports MQTT, WebSockets, and HTTP 1.1 protocols and can easily 
implement support for proprietary or legacy protocols. The device gateway 
scales automatically to support over a billion devices without provisioning of 
infrastructure. 

(iii) Rules Engine — The Rules Engine makes it possible to build loT 
applications that gather, process, analyze and act on data generated by connected 
devices at global scale without having to manage any infrastructure. The Rules 
Engine evaluates inbound messages published into AWS IoT and transforms 
and delivers them to another device or a cloud service, based on business 
rules we define. A rule can apply to data from one or many devices, and it can 
take one or many actions in parallel. The Rules Engine can also route messages 
to AWS endpoints including AWS Lambda, Amazon Kinesis, Amazon S3, 
Amazon Machine Learning, Amazon DynamoDB, Amazon CloudWatch, and 
Amazon Elasticsearch Service with built-in Kibana integration. 

(iv) Registry — The Registry establishes an identity for devices and 
tracks metadata such as the devices attributes and capabilities. The Registry 
assigns a unique identity to each device that is consistently formatted regardless 
of the type of device or how it connects. It also supports metadata that describes 
the capabilities of a device, for example whether a sensor reports temperature, 
and if the data are Fahrenheit or Celsius. 


0.63. What is the design principle for web connectivity ? 


Ans. An loT or M2M device network gateway is required to connect 
with the web servers for their functioning. A web connectivity is enabled with 
a communication gateway, on the other side web connectivity for network of 
connected devices can be enabled with IoT specific protocols or techniques. 
IoT device data accumulation is enabled by the server. This data can be used 
by application, collaboration, service and processes. 

There are some key terms which need to be known to learn the design 
principle — 


Application — It is a software for applications like calculating and 
transmitting the calculated data, generating and transmitting a SMS, obtaining 
a message from a particular sender etc. 


aisle Programming Interface — API receives message from one 
end, gaan ata and send output to other end. It is a software components 
which enable easier development of an application. API defines the methods 
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for a developer, which adds the building blocks together to develo 


applicati : i i 
block ion. Inputs, outputs and underlying types are involved in a bui 


P an 


Web Services — It is a software Servicing. It employs web Protoc 
web objects or WebSockets. For example, traffic density 
reports service, street-lights monitoring and controlling serv 


ols, 
reports, weather 
ice. 

Objects — Collection of resources is knowr 


Nas Objects just like collect; 
of data and functions to operate on that data. ie 


i Object Instance — It can be one or 
like, roll_no. A roll_no can multiple o 
xyz_roll_no, pqr_roll_no, etc. Object insta 
for reporting about the rains. 


more than one for an object. Just 
bject instances like abe roll_no 
nce 1s used for weather report object 


Object Model — Usage of objects for data transfer, values 


i . $ mess 
and creation of one or more object instances is known as “ > ages, 


object model”, 


Class — Object-oriented programming languages like Java and C-++ use 
concept of class which generates one or more object instances. 


Communication Gateway — It works like communication protocol 
translator for provisioning communication capabilities, Just like, gateway can 
communicate between IP network and ZigBee. 


Client — It is a software object, which builts request for data, resources, 
Client can consist of one or more object instances. It canconsist of one or 
more APIs for performing communication to the server. 


Server — It is a software, which transmits a response on a client request. 


Proxy — Jt is an application software which obtains requests from the 
client for the responses retrieved and which also obtains a response from the 
server for usage of a client or application. i 


Communication Protocol — It can be referred to the rules and conventions 
for communication between systems and networked devices, It also includes 
formatting rules for how data is packaged for sending and receiving messages, 
and header, its field and their meanings. In addition, it comprises mechanisms 
for devices or systems to recognize and make connections with each other. 

Firewall ~ It helps to protect the server from unauthentic resources, 


Path ~ Path specification is URI or URL type. When accessing a resource, 
path is a navigation path between two ends. 


Universal Resource Identifier — It use 
book and the structure of URI is given below 


g for stored data like address 
~ /Contacts/First_Character_ D 
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for a resource set directory contacts containing resource repository 
first_ character D for contacts by first character D and resources providing 


information about a contact. 

Universal Resource Locator — It used for retrieving a resource from a 
client site. These saved resources are accessed through Internet protocols at 
a document and at a remote server. For example, http://www.google.com/ for 
search data. 


Browser — It is a display software, which is used on client machine. It 
displays hypertext that enables navigation to the hypertext links represented 
on the client screen, and it displays graphical user interface of the software, 
display form and display server responses. 


WebSocket — It is an API for bidirectional communication. It has lower 
latency than HTTP method of unidirectional communication and it has much 
Jess header size compared to HTTP communication. 


Framework - It is used for time saving and good programming and low 
bugs. It has predefine libraries, which is used by programmer to write a 
program. It has provisions for a multiple libraries, and APIs comprising those 
that can be selectively changed by user code in applications. 


0.64. Explain the following communication environments — 
(i) Unconstrained environment 
(ii) Constrained RESTful environment. 


Ans. (i) Unconstrained Environment — Hyper text transfer protocol and 
RESTful hyper text transfer protocol are used by web applications for web 
server communication on web client. For the Internet data routes over IP 
networks, A web object have 1000 of bytes. IP and TCP protocols are used by 
web services and applications for transport layers and Internet network. 


(ii) Constrained RESTful Environment — in a LAN machine-to- 
machine or IoT devices communicate between themselves. A device typically 
obtains or transmits 10s of bytes. The data collected after consolidating and 
enriching from many devices which have 100s of bytes. A gateway in the 
communication framework enables the data of networked devices which 
communicate over the Internet using the REST software architecture. 


Q.65. Explain in brief about simple object access protocol (SOAP). 


VIES OAP is an open source protocol. It has been approved by W3C. 
apollastionss A XML, SOAP protocol is used for exchange of objects between 
and ean rR arse, it is a protocol for access web services, It is extensible 

© employed for APIs for service oriented architecture (SOA) 
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and the web services. Its usage is not dependent of the application language 


and OS platform. The formats and method of communicating the MCSsageg 
are specified by the SOAP. 


SOAP can be used to enable development of application and APIs, In the 


case of Internet application development, Microsoft’s .NET architecture helps 
SOAP. With the help of HTTP and XML, SOAP is used to connect the GUI 
applications to web servers. 


SOAP v1.2 second edition specifications are recommended throu 
In this specifications, part 0 represents a primer, part 1 represents 
framework and part 2 represents adjuncts. SOAP v1.2 specificatio 
for XML-binary optimized packaging, 
block, assertion and test collection 
optimization mechanism. 


gh W3C, 
a Messaging 


NS provision 
resource representation SOAP header 


, and SOAP message transmission 


After the specifications, a body element is used with the SOAP in an 
envelope. The body element contains the SOAP message intended in case of 
ultimate message end points. 


The HTTP POST or HTTP GET are the SOAP request. At least two 
HTTP headers are specified by the HTTP POST, i.e., content length and content 
type. After the HTTP binding with the SOAP, a SOAP method employs HTTP 


request/response. The request and response complies by the rules of SOAP 
encoding. 


Q.66. Explain in brief about REST and REST, "ful HTTP web applications. 


Or 

List features of REST architectural style of designing software 
components. (R.GP.V., May 2018) 

Ans. The full form of REST is “Representational State Transfer’. REST 
architecture style was introduced by W3C technical architecture group. The 
group worked in parallel with the help of HTTP 1.1. REST represents a 
coordinated set of constraints which are employed in a distributed hypermedia 
during design of software parts. Design of software components depends on 
the features of stateless, client-server, catchable communication with the help 
of a protocol. REST practices and constraints are used by Internet. REST 
represents a easier alternative in case of web services description language 
and SOAP the REST is a easy option. SOAP is increasingly replace by REST 
style web resources and resource-oriented architecture. Applying special 
interaction constraints to data elements, components, connectors and objects 
for realising the architectural properties of REST. Separation of concer is an 
architectural feature of REST, separation of concern means, for the client, 
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other 


ae Storage at server is not a concern, and client equipment may sae ti isa 
objects. User interface and user state are not concern to the penne f 
concern of client. The component implementation, increases the ia a I ae 
pure server components, decreases connector semantics difficulties 


increasing of performance tuning effectiveness are easiest by architectural 
properties like separation of concerns of client-server of REST. Separation of 
resources from representation conceptually done themselves. Here 
representation resources are which returned to the client. For the use of client- 
server mode of communication and layered system architectural approach, 
REST software architecture style provisions. Performance and creation of 
scalable web objects and services are features of client-server interactions. 
Ability to help lot of components and lot of interactions among components is 
known as scalability. The clients that are connected via an intermediate layer is 
called layered system. By constraining the messages the REST allows 
intermediate layer processing such that the interactions at every layer are self 
explained. Generally, a client cannot be made aware whether it is associated 
directly to end server. At two ends, in transcoding and enabling usages of 
various protocols intermediate layers may render assistance. When using greater 
scales and shared caches performance may improve by use of intermediate 
system. Dividation of caches between two layers is known as shared caches. 
Application state can be shown by links which may be employed for a future 
interaction if the user chooses those links and begans a new state transition. 


0.67. Write a short note on RESTful. 


Ans. All interactions involved in the applications when fully conform to 
the REST constraints then these interactions are known as RESTful. RESTful 
APIs obey with these constraints and hence conform to REST architectural 
style. With RESTful APIs web services add to the representational state transfer 
architectural constraints. For HTTP access, architectural style of REST can 


be used by GET, POST, PUT and DELETE methods for building web services 
and resources. 


0.68. Explain in brief about RESTful HTTP APIs. 


Ans. GET, PUT, POST and DELETE are the standard methods of HTTP. 
Following APIs are used by RESTful which is dependent on HTTP — 


(i) URLs/URIs examples are such as http://weatherMsgService.com 
/weatherMsp/ and other hypertext links. 


(ii) Generally, 
To the REST architectu 


REST-based web objects communicate, over the HTTP. 
ral style WWW itself shows the biggest implementation 


| 


d 
i 


pe PSS uni 
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of a system conforming. Communication over the HTTP POST GET) same 


system feature and employ commands (i.e. PUT, DELETE, 
as in HTTP. 

0.69. What do you understand by RESTful H TTP verbs ? 

Ans. Generally, resource repositories with identifiers are used by REST 
interfaces. The standard verbs which can be operated in tempcrature app, 
device network are given below — 

(i) DELETE command retrieves web objects from client and 
transmits data to remote servers. 

(ii) PUT command replaces the resource item of the repository or 
also replaces the whole resource repository with another resource repository, 


(üi) To get a list of the URIs for resource repository of the resources 
and other information of the members in the repository GET command can 
be used. GET gives a representation of the resource item of the repository. 
Representation is described in an suitable Internet media type. 


(iv) A new entry, for the resources, in the resource repository is 
created by POST command. Generally, the entry’s of new URI is done 
automatically and is returned by the operation. The resource item is considered 
as a repository on its own right by an option which is not generally used and 
generate a new entry list in it. 


Q.70. What do you understand by WebSocket ? Explain. 
Or 
Write short note on WebSockets. (R.GPV., May 2019) 


Ans. Web protocol’s specifications are described by RFC 6455, WebSocket 
is a protocol which is recommended by IETF. 


Over the same connection many applications and instant messaging require 
bidirectional data exchanges. WebSocket allows bidirectional communication 
over a single TCP connections. 

Opcode and other fields at a WebSocket frame is shown in fig. 5.31 
(c). WebSocket API provisions for functions, events and attributes are shown 
in fig. 5.31 (b). Occurrence of new situation is known as event, as soon as 
listening occurs an event handling function executes. The handling function 
is also called callback action. Fig. 5.31 (a) depicts data bidirectional 
communication using WebSocket APIs among servers and browsers, Fig. 
5.31 (a) also shows the bidirectional communication between web objects 


by using WebSocket. 
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WebObjects using 


d 
WebSockets Opcode _ 


7-bit length 2 Byte 


WebSocket 
API 


Client 
lication 
2-6 Byte gece 2-6 Byte Events Extended length 
(Typical) (Typical) onopen, 4/210 Byte 
onmessage 
and onerror akt Client) 
Attributes 4 Byte 
url, protocol, 
readystate, 
buffered Amount 
and extensions 
2-6 Byte 2-6 Byte (Typical) 
oe tend (Typical) z A Ps WebSocket Frame -a-s 
Send an o 


Server 
Application 


(b) WebSocket API (c) Opcode and other 


ta Bidirectional : i 
i anication between Attributes, Functions Fields g ier ocket 
Web Objects using and Events T. 
WebSocket 
Fig. 5.31 


Supersedes the existing bidirectional communication approaches which 
use HTTP at application layer is used by WebSocket-protocol-based design. 
Url, protocol, readystate, buffered amount are WSAPI attributes which are 
extendable. Send and close are the functions of API. A frame has header plus 
data. WebSocket frame has 2 byte header which can be extended to, 0, 2 or4 
byte pius data bytes. For example, 4 byte mark is added by client side to 
identify a frame. The WebSockets allow simple usage of existing authentication, 
infrastructure, filtering and proxies. The protocol is supported by multiple 
browsers. Due to no-wait property of WebSocket HTTP case polling at periodic 
intervals are not needed. 


Q.71. What are the features of WebSocket ? 
Ans. Following are the features of WebSocket — 
(i) Small header size. 


_ ü) No new latency period because no new connection that will 
require new header. 


Gii) W TOR , 
aaner ) WSAPIs facilitate live content and the generation of real-time 


l (iv) Protocol 
interpreted by HTTP s 
protocol to HTTP 


5 an independent TCP-based protocol. Handshake is 
ers like an upgrade request this is the relationship of 
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(v) For regular WebSocket connections protocol use port 80 when 
using ws:// and for WebSocket connections tunnelled over transport layer 
Security protocol use port 443 when using wss://. 

(vi) Protocol is trying to be compatible with HTTP-based server. 
side software and intermediaries, so that both HTTP clients use single port for 
talking to that server and WebSocket clients talking to that server, Henc 
handshake of WebSocket client's is an HTTP upgrade request. Response fj i 
the server is also as an HTTP upgrade. iii 

(vii) Protocol defines six frame types and leaves ten reserved fi 
future use. s 


ha (viii) WebSocket with the support from intelligent and business analyst 
applications and processing through web server or XMPP server and gatewa 
for connecting the device network with the IP network. : 
(ix) After successful handshake, clients and servers exchange th 
information. i 


, (x) Extensibility ofcloud services to super chat and information theory 
querying chat extensibility to client-server architecture. 
l (xi) It is not necessary that a WebSocket message correspond to a 
particular network layer framing. Frame has an associated type. Every frame 
related to the same message involves the same type of data. 


| ATTACKS IN IoT SYSTEM, VULNERABILITY ANALYSIS IN ` 
ToT, IoT CASE STUDIES, SMART HOME, SMART FARMING, 
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Q.72. What are the different types of attacks in IoT system ? 
Ans. The different types of attacks in loT system are as follows — 


(i) Denial-of-service (DoS) — This kind of attack is an attempt to 
make a machine or network resource unavailable to its intended users. Due to 
low memory capabilities and limited computation resources, the majority of 
devices in IoT are vulnerable to resource enervation attacks. 

(ii) Physical Attacks — This sort of attack tampers with hardware 
components. Due to the unattended and distributed nature of the IoT, most 
devices typically operate in outdoor environments, which are highly susceptible 
to physical attacks. 

(iii) Reconnaissance Attacks — This refers to unauthorized discovery 
and mapping of systems, services, or vulnerabilities. Examples of this Peh 
attacks are scanning network ports, packet sniffers, traffic analysis, and 


sending queries about 


IP address information. 
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rt objects are used to exploit 
tual property theft, identity 


es — The Internet and sma 
such as intellec 


(iv) Cyber-crimes — J 
users and data for materialistic gain, 
theft, brand theft, and fraud. 


(v) Destructive Attacks — 
and destruction of life and property. 
terrorist and revenge attacks. 

(vi) Access Attacks — In this kind of attack, unauthorized persons 
gain access to networks or devices to which they have no right to access. 
There are two different types of access attack, the first is physical access, 
whereby the intruder can gain access to a physical device. The second is 
remote access, which is done to [P-connected devices. 


(vii) Supervisory Control and Data Acquisition (SCADA) Attacks — 


As any other TCP/IP systems, the SCADA system is vulnerable to many cyber 
attacks. The system can be attacked in any of the following ways — 


(a) Using denial-of-service to shut down the system. 
(b) Using Trojans or viruses to take control of the system. 
(viii) Attacks on Privacy — Privacy protection in IoT has become 


increasingly challenging due to large volumes of information easily available 
through remote access mechanisms. The most common attacks on user 


privacy are as follows — 

(a) Data Mining — Enable attackers to discover information that 
is not anticipated in certain databases. 

(b) Cyber Espionage — Using cracking techniques and malicious 
software to spy or obtain secret information of individuals, organizations or 
the government. 

(c) Eavesdropping — Listening to a conversation between two 


Space is used to create large-scale disruption 
Examples of this type of attacks are 


parties. 


(d) Tracking — A user’s movements can be tracked by the devices 
unique identification number (UID). Tracking a users location facilitates 
identifying them in situations in which they wish to remain anonymous. 


(e) Password-based Attacks — Attempts are made by intruders 
to duplicate a valid user password. This attempt can be made in two different 
ways — 


(1) Dictionary Attack- Trying possible combinations of lett 
and numbers to guess user passwords. 7 _— 


(2) Brute Force Attacks — Using cracking tools to try all 
nations of passwords to uncover valid passwords. 


possible combi 
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0.73. Describe the primary security goals in IoT system. 


Ans. The primary security goals in lo 


(i) Confidentiality — This is an important security feature in loT, but 
it may not be mandatory in some scenarios where data is presented Public] 
However, in most situations and scenarios sensitive data must not be disclose 
or read by unauthorized entities. For instance patient data, private busines 
data, and/or military data as well as security credentials and secret keys, fia 
be hidden from unauthorized entities. 


T system are as follows — 


(ii) Auditing — A security audit is a systematic evaluation 
security of a device or service by measuring how well it conforms to a 
established criteria. Due to many bugs and vulnerabilities in most sy 
security auditing plays an important role in determining any expl 
weaknesses that put the data at risk. In IoT, a systems need for a 
depends on the application and its value. 


Of the 
Set of 
Stems, 
Oitable 
uditing 


(iii) Integrity — To provide reliable services to IoT users, integrity jg 
a mandatory security property in most cases. Different systems in IoT have 
various integrity requirements. For instance, a remote patient monitoring system 
will have high integrity checking against random errors due to information 
sensitivities. Loss or manipulation of data may occur due to communication 
potentially causing loss of human lives. 


(iv) Non-repudiation — The property of non-repudiation produces 
certain evidence in cases where the user or device cannot deny an action. 
Non-repudiation is not considered an important security property for most of 


IoT. It may be applicable in certain contexts, for instance, payment systems 
where users or providers cannot deny a payment action. 


(v) Authentication and Authorization — Ubiquitous connectivity of 
the IoT aggravates the problem of authentication because of the nature of IoT 
environments, where possible communication would take place between device 
to device (M2M), human to device, and/or human to human. Different 
authentication requirements necessitate different solutions in different systems. 
Some solutions must be strong, for example authentication of bank cards or 
bank systems. On the other hand, most will have to be international, e.g., 
ePassport, while others have to be local. The authorization property allows 
only authorized entities (any authenticated entity) to perform certain operations 
in the network. 


(vi) Availability — A user of a device (or the device itself) must be 
capable of accessing services anytime, whenever needed. Different hardware 
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Pe ices ne ark ponents in IoT devices must be robust SO AS ss Pos 
Š € presence of zis sua tions. 
i mz dverse situa s 
systems have different avail ahaaa itoring 


ability requirements. For instance, fire moni ae 
systems would likely have higher availabill y 
pollution sensors. 


or healthcare monitoring 
requirements than roadside 


Q.74. Explain Privacy goals in IoT system. 


Ans. Privacy is an entity’s right to determine the degree to which it will 
interact with its environment and to what extent the entity is willing to share 
information about itself with others. The main privacy goals in loT are as 
follows— 

(i) Privacy During Communication — Ít depends on the availability 
ofa device, and device integrity and reliability. IoT devices should communicate 
only when there is a need, to derogate the disclosure of data privacy during 
communication. 


(ii) Privacy in Devices — It depends on physical and commutation 
privacy. Sensitive information may be leaked out of the device in cases of 
device theft or loss and resilience to side channel attacks. 


(iii) Privacy in Processing — It depends on device and communication 
integrity. Data should be disclosed to or retained from third parties without the 
knowledge of the data owner. 


(iv) Identity Privacy — The identity of any device should only be 
discovered by authorized entity. 


(v) Location Privacy — The geographical position of relevant device 
should only be discovered by authorized entity. 


(vi) Privacy in Storage — To protect the privacy of data stored in 
devices, the following two things should be considered — 


(a) Possible amounts of data needed should be stored in devices. 


(b) Regulation must be extended to provide protection of user 
data after end-of-device life (deletion of the device data (Wipe) if the device is 
stolen, lost or not in use). 


Q.75. Define the term vulnerability in IoT System. 


Ans. The term vulnerabilities refers to weaknesses in a system or its 
design that allow an intruder to execute commands, access unauthorized data, 
and/or conduct denial-of-service attacks. They can be found in variety of 
areas in the IoT systems. In particular, they can be weaknesses in system 
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hardware i i 
se or software, weaknesses in policies and procedures used in the 
ems and weaknesses of the system users themselves 


IoT systems are based on two main components which are, system 
hardware and system software, and both have design flaws quite often 
Hardware vulnerabilities are very difficult to identify and also difficult to fix 
even if the vulnerabilities were identified due to hardware compatibility and 
interoperability and also the effort it take to be fixed. Software vulnerabilities 
can be found in operating systems, application software, and control software 
like communication protocols and devices drives. There are a number of factors 
that lead to software design flaws, including human factors and software 
complexity. Technical vulnerabilities usually happen due to human weaknesses 
These are the results of not understanding the requirements comprise starting 
the project without a plan, poor communication between developers and users 
a lack of resources, skills, and knowledge, and failing to manage and control 
the system. 


Q.76. Draw and explain infrastructure for a WSN IoT application in 
smart home control and monitoring system. 

Ans. In loT-based applications and services, WSNs used as sub-system. 
WSN can functions as a source of data and connect the other systems to the 
Internet through a gateway and access point. 

A smart home control and monitoring system use WSN for following 
applications — 

(i) Mobile, laptop, WiFi and Internet, IP-TV, video conferencing, 
video-on-demand, video surveillance. 

(ii) WSN and wireless actuator nodes for home security access 
control and security alerts, lighting control, fire detection, gas leak detection, 
temperature monitoring and HVAC control and automated meter reading. 

These devices built using ZigBee IP are called ZigBee devices. 

ZigBee IP is an enhancement of IPv6 connectivity, which uses RFD 
(Reduced Function Device). ZigBee devices from WPAN (Wireless Personal 
Area Network) in a smart home network. ZigBee protocol, which is a IEEE 
802.15.4 standard protocol for physical/data-link layer can also be used by 
WSN nodes routing nodes and co-ordinating nodes. 

A smart home network using cluster of ZigBee WSN and actuator nodes, 
routers and coordinators connected through gateway and set of RPL routers 
is shown in fig. 5.32. ZigBee devices receives data packets from IPv6 addresses 


and communicate with IoT and M2M IoT applications. 
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Fig. 5.32 


0.77. Explain IoT based smart city streetlights control and monitoring 
system. (R.GPRV., Nov. 2019) 


Ans. A smart city streetlights are hosted with a lamppost, i.e., sensors 
and WSN actuator. The lights are turned on and off with the help of actuator. 
Messages are enabled with the help of sensors for lamp functioning status, 
traffic and ambient light. 

The lights will be turned-on, when the ambient light will be above threshold 
level. The traffic density messages communicate to traffic signal controlling 
service. The WSN actuator deploy sensors in case of detecting traffic presence 
and traffic density. By using these sensors, the lights are turned-off, when 
traffic is not present, This provides in energy saving. 


Data of all Sensors 
Including WSN Nodes 


A lamppost is an active node for service network. City services may 
deploy lampposts for streetlighting systems like information networks. Also, 
the WSN transceiver may receive data with other services like traffic signalling 


service, Wi-Fi service or security service and resend onto the network of 
WSNs and then to access points. 


a a oe time, every transceiver can receive and resend at the lamppost. 

S ° . š 
arg ieee messages, triggers and notifications from a number of services 
send for services like traffic signalling air-quality index monitoring 


services, smart i i 
for home, ba barking, emergency services and hospitals, security services 
» Danks and important public places. 


o S A 
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The following operations are perfo i i 
l timed by a co sonitoring service 
for city streetlights — oiia i 


(i) Streetlights are measured and monitored, and traffic parameters 
are measured at preset intervals in real time. 

(ii) For configuring and communicating within the WSN network, 
the program uploads each WSN. 

(iti) CISCO IoT, IOX and Fog, my.openHAB, TCUO, Nimbits, AWS 
or Bluemix can be cloud platform from Watson analytics. 

(iv) Platform for processes, analyses and visualisation of the data 
and database information are provided by cloud node. 

(v) Analytics and Al for optimising, monitoring and control functions 
are obtained by cloud node. 

(vi) Activates the alerts and triggers and integrates data. 

(vii) At periodic intervals, runs at data-adaptation layer in faulty or 
inaccessible sensors. 

(viii) The WSN network messages are communicated. A coordinator, 
which deploys the data adaption, store, time, location, IDs stamping and 
gateway interfaces, is connected by the network. 

(ix) After aggregating, compacting and processing at data-adaptation 
layer, coordinator generates and communicates alerts, triggers, messages and 
data. 

(x) A database which can be transferred to the cloud for processing 
and for cloud data store, is created and updated by coordinator in real time. 

(xi) Messages to the access point are transmitted at the preset 
intervals. The access point is connected to the coordinator. 

(xii) A control and monitoring service at the WSNs and gateways 
uploads the programs using the OTP properties. At the cloud node, an OTP 
module gives OTP management and uploads connectivity programs for 
gateways. 

0.78. Discuss any one case study 


Ans. Refer to Q.77. 
0.79. Explain in brief about data flow diagram and domain architecture 
reference model for the WSNs networks of city streetlights central control 


and monitoring service. 
Ans. Data flow diagram and domai 
streetlight monitoring service IS shown 


of IoT in detail.(R.GP.V., May 2019) 


n architecture reference model for the 
in fig. 5.33. 
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Fig. 5.33 
Device and Gateway Domain — Hardware and software components 


and modules are given below — 

Hardware — Hardware at a WSN controls, m embedded devices. With 
the help of ZigBee/6LoWPAN/IPv6 protocol, the n WSN node networks 
communicate with each other. x coordinators are deployed by smart city 
streetlight. With the help of LPWAN or ZigBee IP wireless interfaces, each 
network communicates with a coordinator. Data store, protocol binder, item 
provider and gateway are coordinator functions. A WSN is deployed by each 
lamppost. A set of sensor data is sensed by each node. Arduino boards with 
ZigBee or ZigBee IP boards can be used by sensor circuits. A network of 
ZigBee devices is formed by each WSN interfacing with other WSNs. Following 
parameters are calculated by a WSN — 

(i) Lamppost condition, whether non-functional or not. 
(ii) Density of traffic 
(iit) Presence or absence of traffic in surroundings 
Ca (iv) Ambient light status, whether below or above a preset threshold 


Ak It is not necessary that each lamppost measures traffic parameters, Sensing 
BA ed by each WSN so that a measurement deactivates or 
interval TA and central monitor service. At different preset 
is confie aA ng the node allows each parameter calculation. The actuator 

y each WSN for allowing the lights on and off as ereommanits: 
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With the help of Zi 
gBee, a group of WSNs 
and fi ork Wi 8 communicate among themselves 
anesthe seel Mex a, a er aa each network access point 
i i Ode. A gateway is associated by each access 
point. With the help of LPWAN, each gateway communicates to the cloud. 


Software — At devices and i 
gateway domain, o 3 or Ecli 

; ‘ , open source IDE or Eclipse 
a ae aes le OSGi can be used in software development. Shan 
FARS ppost-ID, lane-ID, subgroup-ID are assigned to cach WSN. A subgroup 
we A nodes create a WSN network and an assigned network ID 

ordinator-ID assigns to each i z i 
aa gn ch coordinator. Each coordinator includes three 

(i) Protocol binding module 


(ii) For communication of queried item 
( s, alerts, messa 
item provider module. ' i 


(iii) Time, lamppost ID, lane ID and location stamping service. 
For Java codes an open source OSGi framework can be used by 
coordinator. Streetlights, lanes and lane subgroup data are stored in database 
which is available at the coordinator. 


Applications and Network Domain — HTTP or HTTPs service is used 
for internet connectivity. The IP protocol network routers connect each 
coordinator with a distributed node. Multiple distributed nodes are deployed 
by cloud platform for city streetlight monitoring service. The distributed node 
platform — 

(i) Provides the alerts, messages, and data processing module 
(ii) Provides the devices network and communication management 


module 

(iii) Provides the AI tools. 

(iv) Provides the event messages, triggers and alerts for central 
control and monitoring services. 

(v) Provides the analytics tools for traffic, streetlights and other 
parameters. 

(vi) Provides the data store for parameters, alerts and messages. 

(vii) Provides the data visualization tools. 

(viil) Provides the coordinators, networks and nodes update 
management with the help of OTP. 


) IFTTT for communication to mobile, e-mail, social media like 


(ix 
etc. and web services and applications, 


instagram, musically, twitter, 
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0.80. Write a code for streetlights control and monitoring ™ Java. 
Ans. 

Class Main 

package com.main.execution. files; 

jmport java.sql. Time; 

import java.text.SimpleDateFormat: 


import java.util.Date; 
a.util HashMap; // JSON obj 


import jav j 
import org. json.simple.JSONObject; 


import org.hibernate.Session; 

import org.hibernate.SessionFactory; 
import org.hibernate.cfg-Configuration, 
import com.bean.classes.PathClass; 


import com.bean.classes.StreetLight; 
mmunication.com.traffic.communi 


ect is subclass of java.util HashMap 


import Lpost Co cation. ResponseFromServer, 
public class MainClass { 
public static void main(string [ ] args) { 

Configuration cfg=new Configuration( ); 
cfe.configure(““resourcefiles/hibernate.cfg.xml”), 
SessionFactory sf = cfg.buildSessionFactory( b= 
Session s=sf.openSession( ); 
StreetLight IpostDetails=new StreetLight(“Lpost_1”, “Lane1”); 
ResponseFromServer response=new ResponseFromServer( ); 
response.getResponse(request, isFaulty, isAmbLightCondition, 
isTrafficCondition, status); 
response.getResponse(IpostDetails, 0, L Oo: 
PathClass finalobject = response.action(IpostDetails); 
s.save(finalobject); 
s.beginTransaction( ).commit( ); 
s.close( ); 
sf.close(_ ); 
System.out.println(“completed”); 
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ject JSONToxt out to string 
e Code in Java fo 


r adding a new sensor for traffic density is given below, 
JSONObject obj=n 


ew JSONODject( ); 
obj-put(“name”, “SensTrafficDensity1”); 


obj -put(“trafficDensitySensor”, new Integer(100)); //Sensed Traffic 


Density is Integer 


obj.put(“numberOftrafficDensitySensors”, new Double(1000.21)); 


_ - obj.put (“is_newSensorAdded”, new, Boolean(true)); //Returns 
Boolean for new Sensor Addition 


StringWriter out = new StringWriter( ); 
obj. writeJSONString(out); 
String jsonText = out.toString( ); 
System.out.print(jsonText); 
Result : {“Name” : “SensTrafficDensity1” : “TrafficDensity”: 10” 
“numberOfSensors” : 1000000, “newSensorAdded” : null, } 
Lamppost WSN StLight Class 
(Following is the code in Java for class StLight with a lamppost ID) laneID.status, 
package com.bean.classes; 
public class StLight { 
public StLight(String lpostld, String laneld) { 
this. 1 postId = 1postld; . 
this.laneld = laneld; 


} 


private int status; // status of functioning, traffic presence and ambient 


. light at a lamppost 


private String | postld; 

private String laneld; 

private int isFaulty; /I Street Light if faulty boolean value is 1 mean (true) 
private int isLightCondition; // sensor value, if ambient light conditions 


OK then value is 1 //(true) 


private int isTrafficCondition; // Traffic present the is 1 (true) 
public int getStatus( ) { 


return status, 
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} 


public void setStatus(int status) { 
this.status = status: 


} 
public String getLpostid( ) { 
return Ipostld, 


) 
public void setLpostId(String Ipostid) { 


this.IpostId = 1postld; 
} 
public String getLaneld( ) { 
return laneld; 

} 

public void setLaneld(String laneld) { 
this.laneId = laneld; 

} 

public int getIsFaulty( ) { 

return isFaulty; 

} 

public void setIsFaulty(int isFaulty) { 
this.isFaulty = isFaulty; 

} 

public int getlsLightCondition( ) { 
return isLightCondition; 

} 

public void setIsLightCondition (int isLightCondition) { 
this.isLightCondition = isLightCondition; 
} 

public int getlsTrafficCondition( ) { 
return isTrafficCondition; 


} 


public void setlsTrafticeC ondition(int isTrafficCondition) { 
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this.isTrafficCondition = isTrafficCondition; 
} 
} 
[Class for Lamppost Communication of traffic information with a Coordinator 
(Server) at an instance] 
package LpostCommunication.com.traffic.communication; 
import java.text.SimpleDateFormat; 
import java.util.Date; 
import com.bean.classes.PathClass; 
import com.bean.classes. StreetLight; 
public class ResponseFromServer { 
public StreetLight getResponse (StreetLight request, int isFaulty, int 
isLightCondition, int isTrafficCondition, int status) { 
request.setIsFaulty(isFaulty); 
request.set IsLightCondition (isLightCondition); 
request.setIsTrafficCondition(isTrafficCondition); 
request.setStatus(status); 
return request; 
} 
public PathClass action(StreetLight response) { 
if(response.getIsLightCondition( ) = = 1 && 
response. getIsFaulty( ) = = 
&& response.getlsTrafficCondition( ) = = 1) { 


System.out.printin (“Light Condition :” + response.getIsLightCondition 
( )+‘Faulty”+response.getIsFaulty( )+Traffic Condition” + 


response.getIsTrafficCondition( )); 
} else if (response. getIsLightCondition( ) == 1 && response.getlsFaulty( ) = = 
&& response.getlsTrafficCondition( ) = = 0) { 
System.out.println (“Light status :” + response. 
getIsLightCondition( ) + “Faulty” + response.getIsFaulty( ) + “Trafficstatus” 
+ response.getIsTrafficCondition( )) 
} else if (response.getlsLightCondition ( ) = = 1 && response. 


n E 


getIsFaulty( ) = = 0 
&& response.getls 
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TrafficCondition( )== 1) { 


“Li Ai onse. 
System.out.printin( Light status :” + resp 


i iti “Faulty” 
getlsLightCondition( + g m 
+ response.getIsFaulty( )}+“Traffic Status” + respon 


getIsTrafficCondition( )); 7 
} else if (response.getIsLightCondition( )= 


getIsFaulty( )==0 g 
&& response.getlsTrafficCondition( = 


“Light status :” + response- 


= | && response 


= 0) % 


System.out.printin ( 
getIsLight Condition( ) + “Faulty” 
+ response.getIsFaulty( Je 


getIsTrafficCondition( )); p P 
} else if (response. getlsLightCondition( J= 


getIsFaulty( )== 7 
&& response.getIsTrafficCondition 


“Light status:” + response- 
+ response. getIsFaulty( > 


” onse. 
“Traffic status + resp 


=0 & & response. 


H-D 


em.out.println ( ; 
ei A “Traffic status 


getIsLightCondition( ) + “Faulty 
+ response.getIsTrafficCondition( ) 


} else if (response.getIsLightCondition( ) == 0 && response. 


getIsFaulty( ) = = 
&& response.getIsTrafficCondition( )==0){ 


System.out.println (“Light status :” + response. 


getlsLightCondition( ) + “Faulty” 
+ response.getIsFaulty( ) + “Traffic status” + response. 


getlsTrafficCondition( )) 
} else if (response.getlsLightCondition( ) = = 0 & & response. 


getIsFaulty( ) = = 0 
& & response.getIsTrafficCondition( ) = = 1) { 
System.out.printIn(“Light status :” + response. 
getIsLightCondition( ) + “Faulty” + response.getIsFaulty( )+*Traffic status” 


+ response.getIsTrafficCondition( ) ); ‘ 


} else { 


= 


+ response. 
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System.out printin (“Light status :” 
getlsLightCondition( ) + “Faulty” 
+ response.getIsFaulty( ) + * 
Traffi LAJ 
getlsTrafficCondition( )); —_ | 
} 
retum this.InsertOperations (response); 
° 
Clas i i 
s for Received Lampost Info insertion into Database at the Co di 
o 
public PathClass InsertOperations (StreetLight map) pi 
{ 


PathClass Object=new PathClass( ); 


Sinple DateFormat format=new SimpleDateFormat (“DD/MM/Y YYY 
SimpleDateFormat tformat = new SimpleDateFormat (“HH: k 
Date date=new Date( ); kaa 
object.setAvgOnPeriod (10.0); 
object.setAvgTrafficDensity (10.0); 
object.setAvgTrafficPresence (10.0); 
object.setDate(format.format (date)); 
object.setFaulty(map.getlsFaulty( )); 
object.setLightFunctionality (“ ”+map.getIsLightCondition( )); 
object.setRoadPathId (map.getLaneld( )); i 
object.setStatus (“ ” +map.getStatus( )); 
object.setSubGroup(“Left/right”), 

object.setTime (tformat.format (date)); 
object.setTimeSlotNumber (1); 


return object; 


Q.81. Explain IoT based smart farming in detail. 


Ans. Smart farming based agriculture IoT stick is considered as loT 
gadget focusing on live monitoring of environmental! data in saa: 
temperature, moisture and other types depending on the sensors inte 
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Fig. 5.34 Smart Agriculture 


Various components i.e., modules and sensors are used for smart IoT 


agricultural stick development. These are discussed below — 


(i) Arduino Mega 2560 — This module is designed for developing 
Arduino based robots and doing 3D printing technology based research. Arduino 
Mega 2560 is based on ATmega2560 and consists of 54 digital input/output 
pins, 16 analog inputs, 4 UART (Universal Asynchronous Receiver and 
Transmitter). It can simply connect to PC via USB port. 


(ii) BreadBoard BB400 — This module is a solderless breadboard 
with 400 connection tie points i.e. 400 Wire insertion points. BB400 has a 300 
tie-point IC-circuit area plus four 25-tie point power rails. Housing is made of 
White ABS plastic, with a printed numbers and letters of rows and columns. 
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Technical Specifications of BreadBoard BB400 are 36 Volts, 24 ; 
Points, 50000 insertions. *“ Amps, 400 tie 


(iii) ESP 8266 — This Wi-Fi module is SOC 
Stack integrated which facilitates 


ESP8266 module is cost effect 
applications and bluetooth co-existence interfaces. Tec] 
ESP8266, 802.1 1b/g/n; Wi-Fi direct, 1 MB N 
UART, Standby Power Consumption of < ] 


with TCPAPp protocol 
any microcontroller to access Wi-Fi network 

ork, 
D for VOIp 
nical specific 
ash memory, 
0 mW. 


ive module and supports APS 


ations of 
SDIO 1.1/2.0, SPI 


system. When the ground is dry, the electricity stops flowing and acts a 
Open circuit. If the ground is Wet, the current passes and si 


f the circuit į 
up . renr g is short 
l the output is zero. Sensor information is indicated by levels. It is corrosion 


SIS ng time to handle th t 

minimal cost. a 
(v) Temperature and Humidity Sensor — It is used to measure 

temperature and humidity. This system displays information about how well it 

worked. If the threshold is exceeded, the LED starts flashing and the values 

are immediately displayed on the web page and the farmer can check them. 


(vi) Accoustic Sensors — These offers various uses in managing the 
farms, which includes cultivation of soil, weeding and harvesting. Major 
advantage of using this sensor is its quick response and low cost, mainly 
while making an allowance for portable equipment. These type of sensors 
work by measuring the alterations in the noise. These sensors are mainly used 


for monitoring of pests and its detection, variety of seeds are classified as well 
by using these sensors. 


(vit) Optical Sensors — Optical sensors use a phenomena called light 
reflectance, which measures the organic substances in soil, moisture, minerals, 
colour and composition, etc. Ability of soil to reflect light depends upon the 
various parts of the electromagnetic spectrum are tested by these sensors. 
Variation in the soil density are indicated by the alteration occurred in the 

reflection of waves. 


The hierarchy of key applications, services and wireless sensors being 
used for smart farming application is shown in fig. 5.35. 
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Fig. 5.35 General Hierarchy of Applications, Services and 
Sensors for Smart Farming 
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Q.82. What are the technologies used in smart farming ? 


Ans. Technology used for smart farming are vehicles which are equipped 
by GPS trackers and wireless sensors which are deployed in the fields to 
check the moisture and other parameters. Robots helps farmers by watering, 
planting, picking and fertilizing. Acoustic sensors are used for monitoring and 
control of pests and differentiating the variety of seeds. 


(i) Database — All the crop data is saved in the database securely, 
whenever required, user can access the data. 


Cellular communication is used to get the updates from the field, depends 
on the bandwidth and other factors user can receive updates. Cost of this 
communication is low, Using satellites for transmitting the data is another way 
of communication, however, it is costly for small farmers. 


(ii) ZigBee — It is used in the smal 
on the applications it uses netw 
from farm land to the user G 


(tii) Bluetooth — Thi ication is wi 
is communication is wireles 
shorter range from device NA Saar 


to device, Due to its benefits such as low power 
Ost it is most preferable option to use. It can 


l range to communicate. Depending 
ork topologies like star. Depends on the distance 
SM or Bluetooth can be used. 
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communicate data like various parameter readings. It is available in any smart 
phone, unlike WiFi, which requires LAN connection to operate. However, 
WiFi can be used in large farms to operate, because lot of devices are connected, 
SO it is casy to operate. Depending on the size of the farm land technology changes. 


SCADA System B Environment 
cem Bluetooth Sensor 
=> 
e 
Databases WiFi Crop Sensor 
= => 
Els RFiD 
7) Soil Sensor 
End Users ZigBee 


Fig. 5.36 Communication in Smart Farming 


Q.83. Explain the following IoT applications — 
(i) Soil sampling and mapping 
(ii) Irrigation 
(iii) Fertilizers 
(iv) Greenhouse farming. iS oe 
i f this application 
i ing and Mapping — The purpose o us ag ; 
Sap er pa 0h very al to extract field specific information. 
at certain stages. Main objective of analysing 
articular measures are 
ili < trient status of the farm land, so p À 
awe = ate deficiency of the field. Some factors that s helps r by 
ene eer ients includes type of soil, history of crop, fertilizers, ae 
ae anes many manufacturers who are providing sensors an ae A 
pars are il testing, these kits assist farmers to know the quality o e 
seni = a data provided, remedies can be taken to increase 
Depends on 


examination of soil whic sV 
It is useful while making decisions 


soil. 
growth of the crop- 

Drought is one of 
uctivity. This issue ¢ 


ain concem for the limitation of crop yield 
ane a resolved by using remote sensors are used to 
an 


ir mobile as a SMS alert and e-mail 
ae i data frequently ne the data received we can allow 
get the soil peel vena Depending on 
heck in the V 
alert or C 


ii 
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. f ill get the alen, 
the water pump to flow, when it reaches the certain range we will g 
so that we can stop the water. 


(ii) Irrigation — There are several irrigation methods, eae 
irrigation and sprinkler irrigation, that could handle the issues like w peasy 
which were also found in traditional methods like flood oe anan EF A 
irrigation. Water shortage can affect the crops quality and Ta. eames 
to the deficiency of the soil nutrients and develops infections Ww e T a EA 
to the plants. Estimating water needed for the crops is very hard, it in ae 
factors such as method of irrigation, type of crop, soil type and moisture n 
in the soil. Taking this into consideration, wireless sensors are used by the soi 
and moisture control system it helps the crop to use the water optimally and 
results in better crop health. IoT techniques are used to better the crop 
efficiency, some of the techniques are crop water stress index irrigation 
management. Wireless field sensors are installed to measure the conditions 
and transmit the data. (There are other data such as weather information and 
satellite imaging is used to calculate crop water stress index (CWSI), this 
increases the efficiency of water usage. 


(iii) Fertilizers — Now-a-days smart farming uses fertilization which 
helps in the estimation of nutrients dosage requisition, due to this, negative 
effect on the environment will be reduced. With the use of smart agriculture 
dosage of nutrients is estimated, ultimately reduces their negative impact on 
the environment. The requirements for fertilization are type of soil, crop variety 
and absorption capacity, yield, fertility type and weather, etc. Satellite images 
help us to know the status of crop nutrients, we can easily asses the level of 
soil nutrients, these can further increase the efficiency of the fertilizer. Accuracy 
of GPS, autonomous vehicles are advantageous to smart fertilization. IoT 
based devices, smart robots and drones are used to detect the pests and control 
them by sprinkling pesticides. 


(iv) Greenhouse Farming — It is considered as one of the method of 
smart agriculture. However, growing crops in the controlled environment is 
not a new idea, as it has roots from 19% century. But this kind of setup is used 
in countries which experience drastic changes in climatic conditions. The 
day’s crops grow in indoors are not much affected by varied environmental 
conditions and also we can grow any kind of crops. In these times the support 
of sensors and other devices are important for communication. There are 
some factors which can influence the crops production such as ventilation 
system, monitoring and wind control, etc. In modem greenhouse farming, the 
monitoring of environment is the major task. The monitoring of environment 


is the major task. Where we have to check the different Measuring points 
which control the indoor elimate. 
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| 0.84. What are the benefits and drawback 

H Ans. The benefits of IoT in agriculture are as follows — 

| (i) IoT enables easy collection and management of tons of data 
| collected from sensors and with integration of cloud computing services like 

ii | agriculture fields maps, cloud storage etc., data can be accessed live from 

| anywhere and everywhere enabling live monitoring and end to end connectivity 
among all the parties concerned. 

(ii) With IoT productions costs can be reduced to a remarkable level 
which will in turn increase profitability and sustainability. 

(iii) IoT is regarded as key component for smart farming as with 
accurate sensors and smart equipment’s, farmers can increase the food 
production by 70% till year 2050 as depicted by experts. 

(iv) With IoT, various factors would also lead to the protection of 
environment. 

(v) With IoT, efficiency level would be increased in terms of usage 
of soil, water, fertilizers, pesticides etc. 

Some drawback of IoT in agriculture are as follows -- 
| (i) There could be a wrong analysis of weather conditions. 
| (ii) If there are faulty data processing equipment or sensors, then it 
| will lead to a situation where the decisions are taken wrong. . 
(iii) Devices are to be altered according to the farmers, it will involve 


iji equipment which will be expensive. 
| 300 


of IoT in agriculture ? 


